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00,

In response to the request of how to allocate budgetary funds for seoutity concerns as they relats
to the NII, I offer the following thoughts for your consideration.

1, 104 to ertablish and operate & cooperative (government and commercial) independent
private orgenization to establish the scope of security and privecy stendards es they apply to
potsntial threats to the NII teday and in the future.

2, 15% to establish Independent testing and cartification laboratories to verify the efficacy
of information seourity products,

3, 15% for an aggressive high profile, education and awareness training program almed at
eth the government and private sector as to the risks and vuinerabilities of the NII and methods

- arotection,

4 25% to establish electronio privacy guldelines and models, and implement them aoross
-+ 2af government systema such ag the IRS, 88A, VA, To be used as model for private sector.

7ivacy begets security.

$. 35% to secure and overses the administration of government systems which have
electronic connections to the unelassified world,
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 ses thess ltems &3 working In synergistic concert to lay the foundation for NII security. Muoch of
~:ie Is ground breaking and far reaching work but is eminently do-able in & reasonably short times.

Central to the themes I proposs is & cooperative academic/practioal approach to the wide spread
unplementstion of information security and privacy solutions. Historically the government and
~cademic approach Is viewed as "impractical® and not real-world enough. The private sector has

150 much self interest to polics itsell. A Federa] Reserve Board styls organization would ideally
strive to meet the real-worlds neads of the commerclal sector and the majority (not secret
military) of the government,

The current battles only exacerbate the tension and sohieve little,

T hope thess comments have some value In your endeavors. I'll be happy to make whatever
changes you fes! are appropriate, .

As usual, all the best to you and your family.

Winn Schwimu
Executive Dirsotor,
Inter.Pact
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Wir R Steele

Presidentst.; ,

Open SHVEESdiions, lnc
11008 Langton Amms Court,
Oakton, Virginia. 22124-1 807
U.S.A.

Fax:«1-703-242 1711

22 July 1994
Dear Rober,

Good to talk with you yasterday and to recelve the copy of your Testimony
and Comments" to the NIl Task Force.

I ctach some "bullet points* for consideration as well os a separate set of
thoughts that support those "bullet points”.

My key theme Is that business Interests ore now global, particulady In the
nformation and senvices sectors of national economies and of the United
States In particular. The change In the US economy to & senvices and
nformation sector thased economy most likely occurred there In the Iate
10605 but It could Kave been earller. We knew that by the 1670s most US
Obs were |n the .tervices and information sectors, le. over §0% of
designated job cchﬂoa

The problem was that Commerce did not really study the chonge that
closely #il much later. Thus Information infrastructure underlying the new
commercial base of the USA's GDP Is the new and magjor miliitary ond
strategic factor In gny defence "equation”. This also may not have been
recognisad by the militory lself, e.g. the 1980s "Star Wan®/SDi of the Reagan
adminlstration, etc and definitely NOT by commercial govemment
departments and agencles In the USA |

Information Seourity Researoh Centre
‘anoland University of Tochno!ogy
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(ncidentally, this latter point was cieardy acknowledged at last year's NCSC
conference In Balimore when the FISSEA - Federal Security Education -
group clearly ldentified that of the dasignated, fullime INFOSEC positions
within the United States Government and Its agencies, aimost ALL were In

designated _and funded INFOSEC

the military sector with lass _then one
ole) - ~19,® ‘dQnﬂﬂQd)-

incidentally, could you ask your secretary 1o note that my fax Aumber here,
and the number to be used, Is!

Country Code : 61

City Code : 7

Number ! 221 2384

The number previously used Is the general fax number for the University and
s another bullding In & very public area. The above number Is In a secure
crea in the Infermation Securty Research Centre.

Best wishes,

i

Protassor Williarm J Caslll, FACS, FTICA
Professor and Head,
School of Data Communications

end
Acting Chalrman

Technical Committee 11
International Federation for inforrmation Processing
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Suggested program Name : info Guardian

* Information  Infrastructure  strategic  ossessment and  vaiuation
programme - .
- assessment of contribution to GDP of Nif dependent sactions of
" the economy
- vulnerability analysis of Nil "backbone" structures and services

( Solution :  Expansion of DoD strategic assessment role, through
extension of the charter of existing analysis groups
and/or dlivisions, to incorporate polifical, economic
and soclal aspects of commercial leve! Nil based
activity as well as miitary significance of such
infrastructures. )

. Determination of the technologies and ‘management organisations
needed for protaction "gateways” and associated structures required
to defend the national Information infrastructure (NIl from the
required International/global  Information infrastructure (G
Interconnection.

. Technology assessment and prototype development for
‘Quarded” access to/from the Gl Including "eaming"
nodes capable of Identitying and rejecting attacks.

Protection technologlies for the high-speed, broadband services
providing the back-bone to the NIl
- Specific defence technologles required to protect the NIl
from attack from both extemal ond Internal sources, -
including: A
. Technelogy requirements for confidentiality, infegrity and
confinued and guaranteed avaliabllity of Nii senices.

(This Includes determingtion and prototype deveiopment of
deployoble ultra high speed cryptographic and
steganographic technoiogies copable of coping with ATM -
Asynchronous Transfer Mode - telecommunications disclplines,
the suggested basls for the NIl and for ail pianned carrler
services, as @ minimum.)
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Expansion of analysis role of the cppropriate DoD agencles to -
incorperate astessment, analysis, re-definition and development of
existing and planned financial and alied message formats and
transmission protocols, Including any securtty related technologies and
protocols. t© enable the secure Integration of national financial
Information services into the Nil/GIl schemes.

identification and development of the necessary management
processes and technologles to protect Identified key NIl infrastructure
components, including :
- national "backbone” telecommunications switching hubs,
- interconnections to/from such hubs.

Identification and development of next generation protection
technologles for commerclal level telecommunications infrashucture
components including: :
- software sub-systems associated with major components
of the NIl
- hordwore protection technologlies for
telecommunications bearers, Including radio/microwave
tr?nsmlsslon bosed senvices, fibre-optic bearers/cables.
etc. _
- identification of components that may be supplled by
Defernce contractors, based upon DoD designs, . which
meat commercial requirements and acceptabiiity.
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THIRD INTERNATIONAL SYMPOSIUM: NATIONAL SECURITY & NATIONAL

COMPETITIVENESS: OPEN SOURCE SOLUTIONS Proceedings, 1994 Volume | -

Link Page

Previous OSS '94 Cross-Walk of Three Security Experts' Recommendations for Spending $1 Billion per Year for National
Information Infrastructure (NII) Security Program,
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