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in response to the requst of how to allooate budgetary funds for security ooncerns u they relste
to the Nil, I offer the fblloong thoughts for your oonsideration

1. 10% to eistblKh and operate a cooperive (government zad commercal) Independent
private organization to stablih th4 sIope of security and privacy standards au they pply to
potential threts to the Nil tday ad in the fture.

2. 15% to tablilh Independent testing and certification laboratories to verlfy the efficacy
of infbrmaton souity produots,

3. 15% fbr an ggreslve high profile, eduoaton and awareness training program aimed at
'cth the governmnt ad privte sctor u to the risks and vulnerabllltls of the NII and methods
-f protectlon.

4 25% to etablsh electronoi privacy gudellnes and models, and Implement them aoross
a: .lal government uynem suoh as the 1RS, SSA, VA. To be used as model for private seotor.

'ivacy begets ecurity.

5, 35% to sours and ovesee the administration of government systems whioh have
electronic connections to the unclasilfled world.
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se these tema u worldng in ynrgstlo oonert to lay the fbundaton fbr NiU crwty. Muoh of
.i Is ground braking and fr reaohin work but is eminently do-able 1n a reaonably shor time.

Central to the theme, T propos isa oopersatve afdenmlc/priotioal approach to the wide spread
implementation of infrmatlon curity and privacy solutions. Historcaly the government and
*cademic approach 1i viewed a "impraotioal" and not reil-world enough. The private sector has
:oo much .df interest to polioe Itself. A Federal Reerve Board style organizatlon would ideally
.,trive to meet the real-worlds need of the commrolal sector and the maJority (not secret
military) of the government,

The current battle only exaoorbate the tension and ahileve little.

I hope those comments have some value in your endeavors. I be happy to make whatever
changes you fel ae aproprpite.

Us usual, gal the best to you and your ftmlly.

Executive Dirotor,
InterPact
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Mr R Steele
-Presclen4r!- ,. .. , . ·
Ope n Io'itSriTorinc.
11006 Longton Arms Court,
Oakton, Virginia. 22124-1807
U.S.A.

Fax: +1 -703- 242 1711

22 July 1994

Dear Robert,

Good to talk with you yesterday and to receive the copy of your "Testimony
and Comments" to the N1 Task Force.

I atach some "bullet points" for consideration as well as a separate set of
thoughts that support those "bullet points".

My key theme Is that business Interests are now global, particularly In the
information and services sectors of national economies and of the United
States In patlcular. The change in the US economy to a services 'nd
informatlon sector taesed economy most likely occurred there In the late
1960s but It could lave been earlier. We knew that by the 1970s most US
.obs were In the ;ervices and Information sectors, 1,e. over 60% of
designated Job actiftiles.

The problem was ttat Commerce did not really study the change that
closely t1ll much later. Thus Information Infrastructure underlying the new
commercial base of the USA's GDP Is the new and major military and
strategic factor In ony defence "equation". This also may not have been
recognised by the military Itself, e.g. the 1980s "Star Wars"/SDI of the Reagan
administration, etc and defintely NOT by commercial government
deportments and agencies In the USA I

information Seourity Researoh Centre
Queensland Unlveralty of Technology
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(Incidentally, this latter point was clearly acknowledged at lost years NCSC
conference In Baltimore when the FISSEA - Federal Security Education -
group clearly Identified that of the designated, ulltime INFOSEC positions
wtthin the United States Government and Its agencies, almost ALL were In
the military sector with less than one desIgnated and funded INFOSEC
position er commercial Gov Mnrment Defartment / Acencv Identtfied).

Incidentally, could you ask your secretory to note that my fax number here,
and the number to be used, Is:

Country Code: 61
City Code: 7
Nlumber: 221 2384

The number previously used Is the general fax number for the University and
s another building In a very publlc area, The above number Is In a secure
.area In the Information Security Research Centre.

Best wishes,

Professor William J Caelll, FACS. FTICA
Professor and Head,
School of Data Communtictlons

end

Acting Chairman
Technical Committee 11

,nternational Federation for Information Processing
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SuaQeastd mroram Name! Info Ouardian

Information Infrastructure strategic assssment and valuation'
prooramme

- asesment of contribution to GDP of Nil dependent sections of
the economy

- vulnerability analysis of Nil "backbone" structures and services

( Solution: Expansion of DoD strategic assessment role, through
extension of the chqrter of existing analysis groups
and/or divisions, to Incorporate political, economic
and social aspects of commercial level Nil based
activity as well as military significance of such
Infrastructures. )

Determination of the technologies and 'management organlsatlons
needed for protection "gateways" and associated structures required
to defend the notional Information Infrastructure (NII) from the
required Internatlonal/global Inforration Infrastructure (GIl)
Interconnection.

Technology assessment and prototype development for
"guarded" access to/from the GII, Including "eorning"
nodes capable of Identifying and rejecting attacks,

Protection technologies for the high-speed, broadband services
providing the back-bone to the Nil

- Specific defence technologies required to protect the N11
from attack from both external and Internal sources,
Including;
Technology requirements for confldentiality, Integrity and
continued and guaranteed availability of Nil services.

(This Includes determination
deployable ultra high
stegonographlc technologies
Asynchronous Transfer Mode
the suggested basis for the
services, as q minimum.)

and prototype development of
speed cryptogrophic and
capable of coping with ATM -

- telecommunications disciplines,
Nil and for all planned carrier
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Expanion of analysis role of the appropriate DoD agencies to
ncorporate assessment, analysis, re-definltlon and development of

existing and planned financlal and allied message formats and
transmisson protocols, Including any security related technologies and
protocols to enable the secure Integration of notional financial
Information services Into the NII/GIl schemes.

Identtflcatlon and development of the necessary management
processes and technologles to protect Identified key Nil Infrastructure
components, Including:

notional "backbone" telecommunicatlons switching hubs,
Interconnections to/from such hubs.

Identificatlon and development of next generation protection
techhologes for commercial level telecommunications Infrastructure
components Including;

- software sub-systems associated with major components
of the Nil,

- hardware protection technologies for
telecommunicatons bearers, Including radlo/microwave
transmission based services, fibre-optic bearers/cables,
etc.
Identification of components that may be supplied by
Defence contractors, based upon DoD designs, .Whlch
meet commercial requirements and acceptability.
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