
Subject:  Open Source Intelligence and Government Operations

Issue:  Where should the open source intelligence agency be located?

Options:

A. Under the Director of National Intelligence (recommended by the Assistant Deputy Director of National Intelligence for Open Source and the CIA’s Open Source Agency) and supported by Congressman Simmons
Pros:

· Keeps all intelligence activities under the DNI

· May improve intelligence products with proper integration of OSINT and secret intelligence

Cons:

· Many sources of useful information do not want to deal with U.S. intelligence agencies

· Access to products may be limited;  intelligence community may classify products

· Will have to compete for resources with classified activities that have traditionally opposed OSINT

B. Under the Broadcasting Board of Governors (recommended by people with extensive backgrounds in open source intelligence)
Pros:

· Reduces problem of dealing with non-government organizations inside and outside the U.S. including non-state actors such as relief agencies and religious organizations with strong local networks

· Will increase open source information sharing across the departments and with private sector academics, investigative specialists, and business managers with foreign area access and knowledge

Cons:

· Will be opposed by intelligence community

Recommendation:  That Dr. Markowitz and Mr. Steele be invited to discuss this issue with OMB senior staff.

Background

Open source intelligence (OSINT) includes information obtained through the Internet, research contracts, and other means.  It does not include secret intelligence.  It provides an insurance policy for intelligence coverage of Third World security issues, especially in regions of the world where classified capabilities have not been and are not likely to be focused in any depth in the near future (Central Asia, Africa, Americas, non-Arab Muslim crescent).
It is generally agreed that OSINT can provide useful information for decision-making. The Aspin-Brown Commission on the future of the U.S. Intelligence Community found that U.S. capabilities to exploit open sources are “severely deficient” and should be a “top priority for funding.”  The Hart-Rudman Commission on national security concluded that OSINT requires additional emphasis.  On 27 February 2003 Dr. Stephen Cambone, responding to a question from Senator John Warner (R-VA), in testimony to the Senate Armed Services Commission, that “Open source information can be enormously valuable.  And I think the short answer is no, we don’t put enough of our resources against that.”  The 9-11 Commission called for an Open Source Agency.  It has proved useful to law enforcement agencies throughout the World.
Of the $60 billion a year spent on national and military intelligence, less than $250 million is spent on open source information procurement and exploitation.  The CIA has “promoted” the Foreign Broadcast Information Service to an Open Source Center (OSC) and given it $20M a year for a Large Scale Internet Exploitation pilot.  

Dr. Joseph Markowitz, who served as Director of the Community Open Source Program Office recommends that the new Open Source Agency be under diplomatic auspices rather than espionage auspices.  That would permit it to support both public diplomacy, and defense strategic communications and information sharing with non-governmental organizations participating in stabilization and reconstruction operations.  Mr. Robert Steele, called the “father of open source intelligence” by Congressman Rob Simmons (R-CT-02), points out that 90% of the information we need to obtain is controlled by organizations and individuals that want nothing to do with U.S. Intelligence.  Through contractual arrangement, Mr. Steele provides OSINT for CENTCOM.
Two House bills are in play.  The first, from Congressman Simmons (R-CT-02) seeks to establish the CIA solution.  The second, from Congressmen Jeff Flake (R-AZ-06) and Adam Schiff (D-CA-26) seeks, through the Intelligence Oversight Act, to demand intelligence sharing across the committees currently shut off from secret intelligence by the Intelligence Committee.  Senator Bill Nelson (D-FL) and other Senators are being approached by Mr. Steele to obtain a Senate bill that proposes the diplomatic solution.  

Additional information is attached.

Attachment

Subject:  Open Source Intelligence and Government Operations

1. Background.  Six trends bear on intelligence support to international security management:

· continued lack of secret intelligence support to most Executive departments and agencies

· increase in the number and the influence of non-state actors as well as small states;

· increase of complex emergencies (refugees, food scarcity, plagues, water scarcity, inter alia), combined with ethnic conflict, transnational narco-terrorism, other non-traditional threats;

· limited applicability of secret sources & methods for lower-tier issues, especially for those areas now largely “dark” under the existing system: Africa, South America, and Central Asia;

· increase in relevant information available openly in over 33 main, 150 other languages.

· new demand by Congressional Committees for intelligence sharing where it pertains to their jurisdictions (e.g. Armed Services, Foreign Affairs, Homeland Security, Justice)

2. What Is Open Source Intelligence (OSINT)?  OSINT goes beyond normal staff work to combine the proven process of intelligence (requirements definition, collection management, source discovery and validation, multi-source fusion, compelling presentation) with the purchase of international open sources of information and complex related services.  “Open sources” go well beyond the Internet (3 billion pages of substance and rising) or premium online  services to include “gray literature” (limited edition publications including dissertations and local directories from around the world); specialized market research, private investigative, and other information broker services; direct hire of world-class experts on any topic “one day at a time;” and geospatial information services including micro-satellites on demand, one-meter commercial imagery on demand, and Russian tactical combat charts at the 1:50,000 level or better (including current 1:10,000 scale city and port maps).  OSINT, unlike staff work or academic research, creates overt intelligence that is responsive to policy, acquisition, operational, and logistics needs.

3. Who Is Doing What Today?  Although the departments should be the primary collectors and exploiters of open sources, the over-all U.S. Government bureaucracy, including all elements of the Department of Defense, has neglected external non-digital unclassified information.  The Department of State has no funds for the purchase of local knowledge.  The Central Intelligence Agency has “promoted” the Foreign Broadcast Information Service to an Open Source Center and given it $20M a year for a Large Scale Internet Exploitation pilot, but does not offer support outside the CIA.  None of the elements of the U.S. Government have credible concepts, doctrine, training, manning, or funding for OSINT in support of policy, acquisition, operations, or logistics.  There are no structured processes for the collection, translation, digitization, and analysis of Chinese, Russian, Arabic, North Korean, Libyan, Cuban, or other “hard” languages, including the indigenous languages of the non-Arabic Muslim world.  Experts estimate that foreign information available in English contains less than a third of the information relevant to U.S. national security needs, and only a fraction of that is available online.  Of our $60 billion a year spent on various aspects of national and military intelligence, less than $250 million is spent on open source information procurement and exploitation.  The Aspin-Brown Commission on the future of the U.S. Intelligence Community found that U.S. capabilities to exploit open sources are “severely deficient” and should be a “top priority for funding.”  The Hart-Rudman Commission on national security similarly concluded that OSINT requires additional emphasis.  On 27 February 2003 Dr. Stephen Cambone, responding to a question from Senator John Warner (R-VA), in testimony to the Senate Armed Services Commission, that “Open source information can be enormously valuable.  And I think the short answer is no, we don’t put enough of our resources against that.”  The 9-11 Commission called for an Open Source Agency on page 413, without comment.

4. Benefits.  Benefits of a national Open Source Agency as a sister agency to the Broadcasting Board of Governors (hence, public intelligence in support of public diplomacy, and no limits to sharing across Executive, Congress, public, and abroad)
· provision of an insurance policy for intelligence coverage of Third World security issues, and especially in regions of the world where classified capabilities have not been and are not likely to be focused in any depth in the near future (Central Asia, Africa, Americas, non-Arab Muslim crescent);

· increase in the timeliness, coverage, and political-military utility of overtly available information directly to operators, logisticians, acquisition managers, and all-source intelligence professionals (both disciplinary collectors and all-source analysts);

· increase in open source information sharing across the departments and with private sector academics, investigative specialists, and business managers with foreign area access and knowledge;

· foundation for web-based OSINT exchanges with allies, other nations, and non-state actors including relief agencies and religious organizations with strong local networks.

· foundation for broader and more effective public diplomacy and strategic communication programs, including the internationalization of education in the USA as called for by both Senator David Boren and Mr. David Gergen, among others.

· foundation for intelligence support to Congressional Committees, both to better inform them, and to sharply reduce their need for secret intelligence briefings.

5. Competing Proposals  

· The Assistant Deputy Director of National Intelligence for Open Source (ADDNI/OS) and the Open Source Center (OSC) within the Central Intelligence Agency, seek to have the OSC upgraded to agency status and report to the Director of National Intelligence.  They seek to build this new agency around the existing OSC, which is itself a poorly-funded and poorly managed cosmetic renaming of the Foreign Broadcast Information Service (FBIS).  This proposal would focus on supporting the Intelligence Community, not the rest of the government.

· Dr. Joseph Markowitz, the only person who has served as Director of the Community Open Source Program Office (COSPO) before it was closed down by the Deputy Director of Central Intelligence for Community Management, recommends that the new Open Source Agency be under diplomatic auspices rather than espionage auspices, in order to better support both public diplomacy, and defense strategic communications and information sharing with non-governmental organizations participating in stabilization and reconstruction operations.  Mr. Robert Steele, called the “father of open source intelligence” by Congressman Rob Simmons (R-CT-02), points out that 90% of the information we wish to obtain access to is controlled by organizations and individuals that want nothing to do with U.S. Intelligence.  He also recommends a diplomatic Office of Information Sharing Treaties and Agreements as a vehicle for maximizing global information sharing on the ten threats identified by the High Level Threat Panel of the United Nations: poverty, infectious disease, environmental degradation, inter-state conflict, civil war, genocide, other atrocities, proliferation, terrorism, and transnational crime.  This proposal would emphasize support to the intelligence community, to defense, and to homeland security, while meeting the needs of all jurisdictions for decision support: unclassified intelligence tailored to the needs of each client.

6. Cost.  Two studies, one sponsored by the Director of Central Intelligence (“Challenges of Global Coverage, July 1997) and one by the Undersecretary of Defense for Intelligence (“Defense Open Source Program, March 2006) see a major national program as meriting $1.5 billion (DCI) to $2 billion a year at Full Operating Capability (FOC), and inclusive of commercial source imagery acquisition and other geospatial information acquisition.  This is essentially $10 million per year for each of 150 lower-tirer countries and topics not covered by classified intelligence but strongly associated with global instability. $250M per year would be an appropriate level to start, with $75M directly responsive to DoD needs, $45M responsive to non-DoD national security needs, $5M earmarked for trade & commerce, and $2.5M earmarked for each of the 50 states or commonwealths to create unclassified community intelligence networks.  At FOC, $1.5B per year would focus on external reality (all information, all languages, all the time), and $1.5B would fund 50 $30 million a year community intelligence and information sharing networks reaching out to every schoolhouse, chamber of commerce, statehouse, and so on.

7. References.  The most important current reference is DoD Directive 3000.cc, which implements the recommendations of the Defense Science Board summer study on Transitions to and from Hostilities.  That study, drafted in part by Dr. Markowitz, found that DoD cannot do transitions to and from hostilities without comprehensive information sharing among US Government inter-agency elements, coalition partner inter-agency elements, and non-governmental organizations; and that open sources of information are the cheapest, fastest, and best means of establishing common understandings of threats and solutions.  The North Atlantic Treaty Organization (NATO) has taken a strong interest in OSINT because of the challenge it faces in integrating and working with the Partnership for Peace and Mediterranean Dialog nations.  Under the authority of General William Kernan in his capacity as Supreme Allied Commander Atlantic, NATO has published three documents, each close to 100 pages, and all available for no-cost download from www.oss.net under Archives, then References: NATO Open Source Intelligence Handbook (SACLANT, November 2001); NATO Open Source Intelligence Reader (SACLANT, February 2002); Intelligence Exploitation of the Internet (SACLANT, October 2002)

8. Legislation in Play.  There are two bills on the House side that are in play.  The first, from Congressman Simmons (R-CT-02) has a mark and seeks to establish the CIA solution.  The second, from Congressman Jeff Flake (R-AZ-06) and Congressman Adam Schiff (D-CA-26) seeks to demand intelligence sharing across the varied Committees previously shut off from secret intelligence by the Intelligence Committee.  Senator Bill Nelson (D-FL) and other Senators are being approached by Mr. Steele to obtain a Senate bill that proposes the broader solution under diplomatic auspices.  Mr. Steele’s views are summed up in the attached letter to the Secretary of State.  State may choose to ignore this issue—OMB may wish to nurture.



