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Army Cyber Pros Pitch In With Network Evaluation 

By Henry Kenyon, Defense Systems, May 01, 2012

The mission of the Army’s Network Integration Evaluation (NIE) is to test new communications, software and networking equipment under field conditions before committing to building and deploying them across the entire service. But when all of that new gear is hooked up into an operational network, someone has to check it for vulnerabilities and its ability to interoperate with other systems. 

That’s the job of the 1st Information Operations (IO) Command, a brigade-sized unit comprising two battalions that is part of Army Cyber Command. Since the launch of NIE in 2011, a team of personnel from the 1st IO has been an integral part of the process. The unit’s role in the event is to assess any potential vulnerabilities or threats to the network posed by the new technologies under evaluation when they are connected into the system. “We’re a niche brigade—there’s only one active duty brigade in the Army that does what we do,” Col. Glenn Connor, commander of the 1st IO Command, told Defense Systems. 

The 1st IO’s role is to monitor the entire network once all of the new systems are connected to it. The command’s team looks for connection and encryption vulnerabilities among other potential problems, said Lt. Col. Chris Quick, director of strategic communications at Army Cyber’s Strategic Initiatives Group. 

The command’s first battalion is the unit most involved in the NIE. This unit’s mission is to find and assess vulnerabilities and then devise mitigations processes, procedures and recommendations to reduce risks to acceptable levels. There is no red-team work in the NIE to actively attack or undermine the network, the 1st IO’s role is purely for assessment at this point, Quick said. As the NIE progresses, the brigade may be given a different mission set, but for the moment it is responsible for assessment only, he said. 

During the evaluation process, 1st IO personnel are positioned throughout the event to communicate with staff from the Army Evaluation and Test Command, System of Systems Integration Command, Office of the Assistant Secretary of the Army for Acquisition, Logistics, and Technology and the NIE staff—primarily its Network Integration Directorate, Connor said. 

The evaluation teams also focus on the maneuver elements involved in the NIE. Mobile teams are embedded with the units testing gear in the field and also as staff communicating with the organizations involved for managing the event’s network. Members of the 1st IO staff include their assessments and observations into the daily update briefs generated at the end of each day that are sent to key officers and administrators. “The idea is, as we find things, to address them while they’re out there,” Connor said. 

A great deal of information is exchanged before the evaluation even takes place, Connor said. Key areas such as the architecture, IP addresses, the IP range as well as all of the wireless systems are scanned and monitored. As the IP addresses come into the network, the 1st IO personnel first check to see if the network is running properly; for example, to determine if a system added to the network will cause it to crash or defeats certain operational needs. 

“Getting the architecture right—getting all of those systems hooked up—is challenging. If there’s something that we can recommend to make that flow better, we do it on the fly,” Quick said. 

If the staff detects any vulnerabilities or patches to vulnerabilities, it determines if those vulnerabilities conflict with any other systems in the overall network, Connor said. The goal of the process is to keep up a continual information flow between the soldiers testing the gear the 1st IO team and the contractors. 

Assessments are conducted on a system-by-system basis followed by a formal assessment at the end of the event. The assessments are incorporated into the information assurance reports that are sent to the Army organizations responsible for approving equipment and software tested at the NIE, Connor said. 

One area that Army Cyber is interested in examining is how Army policies affect soldiers on the ground trying to implement those requirements. The service’s information assurance policies are mature and plentiful, so seeing how they affect soldiers at the individual unit level trying to integrate them is a learning experience that is not seen outside of combat, Connor said.

While they do listen to soldier feedback and work with units, the team’s primary job is to spot technical vulnerabilities as the equipment is integrated in the field. The 1st IO personnel also provide insight into the physical security status of a device or software application and maintain a dialogue with the contractors. “You’ve got to be very selective with what you point out in the physical domain,” Connor said.

Table of Contents


Platforms and Upgrades Will Change Electronic Warfare

Posted by David A. Fulghum, Aviation Week blog, May 03, 2012 

The U.S. Navy's F/A-XX strike fighter, the EA-18G Growler, an unmanned combat aircraft (currently exemplified by two X-47B test platforms) and a nascent arsenal of specialized air-launched standoff weapons are all part of a new emphasis on exploiting the electro-magnetic spectrum.

Airborne electronic warfare is growing quickly in part because its definition has been expanded to include electronic and cyber attack.

The discipline now encompasses electronic attack (which includes jamming and spoofing), electronic protection against jamming and cyber attack and offensive cyber capabilities to attack enemy networks. In addition, the Navy has just issued a request for information (RFI) for the Next Generation Jammer (NGJ) that will greatly improve the electronic attack capability of the Growler.

Navy officials are reluctant to talk about possible F/A-XX capabilities but aerospace industry officials contend that some capabilities will be similar to the F-22. The new strike-fighter design will likely fly faster, higher and farther into the threat ring than other Navy aircraft. That will produce an increase in its radar and infrared detection horizons and allow it to pinpoint targets for weapons launched from non-stealthy designs at lower altitudes and farther from the target. Another capability is expected to be the ability to slew sensors in unmanned strike and reconnaissance aircraft for realtime strike of popup targets. 

“We’ll get the final request for proposals out sometime in June,” says Rear Adm. Donald Gaddis, program executive officer for tactical aircraft at Naval Air Systems Command. “Our emphasis is getting NGJ out there by 2020. Everybody is excited about it.”

Another RFI that has just hit the street is for the F/A-XX, a replacement for the Super Hornet. The new aircraft is scheduled for operations in 2030-35.

“We’re looking at replacing the Super Hornet when it reaches 9,000 flight hr.,” Gaddis says. About 150 Super Hornets will be modified for a 10,000 flight hour life, says Capt. Frank Morley, program manager for the F/A-18E/F and EA-18G.

“Attributes of the [F/A-XX] aircraft – speed, range, payload, growth – will be shaped by what else is going on. There is a lot of analytical work on manned and unmanned follow-on platforms, advanced networks and where we are headed with airsea battle.”

The desire to cut defense spending by adopting common programs also could become a factor in the Pentagon’s acquisition plans for new strike fighters. It could be that Congress and others may push for a joint F-X and F/A-XX competition.

“There’s always a chance,” Gaddis says. “I think that the Defense Secretary will want us to do a joint AOA. But the attributes of a carrier aircraft and an Air Force program may be different. We have to be ready for that.”

Yet another worry is that gaps will appear in the number of aircraft available for service if there is a long lag time between the end of Super Hornet production and the availability of F-35 Joint Strike Fighters.

“On the supersonic tactical aviation side, F-35 doesn’t [start replacing Super Hornets] until 2019. Does that leave a gap for when aircraft are actually available to the squadrons?”

As a result of the unknowns in future acquisition plans and budgets, the Navy believes it is necessary to continue investing in the Super Hornet flight plan. Upgrades are added and funded in increments.
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GPS Vulnerable To Hacks, Jamming

By Jesse Emspak, Discovery, May 4, 2012

This week, the South Korean government reported that electronic jamming signals from North Korea were affecting communications and GPS signals for passenger aircraft. So far, there has not been a serious threat to safety because the pilots were able to use supplemental navigation devices. 

But how does a group disrupt signals from GPS or other communication systems in the first place? 

The simplest way to is to drown them out in a barrage of other signals, said Adrian Graham, a consultant in electronic warfare and the author of a textbook on the subject. That means sending out a radio signal over a wide range of frequencies similar to the ones that GPS uses. Because GPS signals are not that strong; barrage jamming is rather like blasting music in a room and drowning out conversation. Another method is to drown out the satellite signal by beaming a narrowband signal directly to the GPS receiver, if its location is known. 

"Even a very low-power jammer is very effective," Graham told Discovery News .

But to really hack GPS and create a safety hazard requires that one spoofs or falsifies the data the receiver gets. To do this one might duplicate a GPS signal and play it back to a passing aircraft with a slight variation to the time signal. Since a signal broadcast from the ground would be stronger than the ones coming from orbiting satellites, the plane's GPS receiver would lock on to the fake one. The pilot wouldn't know what was happening -- his GPS unit would give him a position that looked perfectly legitimate, but would gradually lead him away from his destination. 

"If this brings a victim aircraft into hostile territory, it can in the worst case be shot down, with the culprit country being able to say that the aircraft strayed into restricted airspace," Graham said.

GPS isn't the only kind of communication signal that can be messed with. The U.S. military has several aircraft that are designed specifically to disrupt enemy communications. The EA-18G Growler, for instance, has been in service for the last three years and is capable of jamming enemy radar and communications, as well as destroying the installations.

Jamming communications and radar has a long history, going back to at least to World War II. Some early versions of stealth technology involved aircraft generating a signal at the same frequency as the radar. More sophisticated versions of the technique were used during the Vietnam War.

Variations in that method are used today, said Stan VanDerWerf, president of Advanced Capitol, a consulting firm and a former chief of electronic warfare and avionics at the Warner Robins Air Logistics Center at Robins Air Force Base. "Enemy radar is looking for ours," he said. "But we have a jammer, which receives energy from the radar, emulates the signal and sends it back out."

It won't make the target plane invisible, but it will make the radar operator's screen show misleading information that’s harder to decipher. A similar technique is used to fool radar-guided missiles into under- or over-estimating the speeds of their targets. 

With digital communications, the problem of interference has become more complicated. Digital signals generally operate at lower power than their old-line analog cousins, so they are more vulnerable in some respects.

"Smart jamming" is a method that attacks specific digital networks, such as those for mobile phones, while leaving others intact. It involves attacking the network, as opposed to the signal. A hacker calls the local cell tower's base station, which is responsible for routing the calls through the network, and tells it to ignore everyone. The computer isn't smart enough to recognize the hack, and stops listening to the cell phone signals coming in. As a result, the calls don't go through. 

Another method is to generate a signal that sounds to the phone just like a cell phone tower. Since the phone automatically locks onto the strongest signal around, it will go to the fake cell tower. The fake cell phone tower receives the signal and responds with a message that says, essentially, "Sure I will route your call," but then it does nothing.

In France, prisons use it to stop inmates from using cell phones. In the United States, jamming mobile phone communications is illegal, and the Federal Communications Commission in October said it was targeting retailers that say they sell devices designed to block mobile phones. But there is an ongoing debate about whether such technology should be available for correctional facilities. South Carolina petitioned the FCC to be allowed to do it, and selective call-blocking technology is used in some Mississippi prisons.

"Anything in the electromagnetic spectrum, these principles can be applied," VanDerWerf said. 

The real problem for aircraft, especially civilian ones, is that jamming isn't visible. Many modern airplanes also use electronic compasses that are fed information from the GPS receivers. "You probably don't know you are being jammed -- there will likely be no indication," Graham said. "If it is cloudy or night you will have no external reference."

Table of Contents


Beijing’s Battle Plan

By Bill Gertz, FreeBeacon, April 27, 2012

China’s People’s Liberation Army is preparing to destroy U.S. computer and network infrastructure in future attacks and knock out satellites with microwave pulses, according to recently translated Chinese military writings.

A senior colonel in the General Staff Fourth Department—the cyber warfare and electronic spying section known as 4PLA—wrote in one article that Chinese electronic network attack plans call for a “system of systems” destruction plan.

U.S. cyber warfare combat capability “forms a great threat for our military in terms of carrying out joint campaigns and operations, and especially information operations,” wrote Col. Lin Shishan.

“In this regard, we must establish the information combat concept of ‘attack and destruction of system of systems,’ and from the point of view of structural resistance, regard information systems of the main opponent as a whole, look for crucial points in the architecture which will serve as precise attack targets of information operations in order to break the balance of their architecture, paralyze the work of the systems, and reach the goal of weakening and suppressing their ability to obtain information superiority,” Lin wrote in the Beijing journal “New Century and New Age.”

A second article in a Chinese military journal revealed new details on how China’s military is set to conduct high-power microwave attacks against satellites in space.

Authors Wu Gang, Song Zhiqiang, and Liu Bo of the China Academy of Space Technology stated that satellite systems are critical for China’s national security and economy, and as a result “satellite systems would unavoidably become the key target to attack by the enemy in modern warfare.”

Because Russia and the United States are developing anti-satellite weapons, the authors state, China must follow suit.

The Pentagon has said it is not developing space weapons, although a U.S. sea-based missile defense interceptor was used in 2008 to shoot down a falling satellite.

However, China’s military in 2007 successfully tested satellite-killing missiles and has developed electronic jammers and lasers for use against space systems, according to the Pentagon’s annual report to Congress on the PLA.

To destroy satellites, microwaves are fired in pulses and enter them through antennae, cables, or slots; once inside, they destroy electronic and other components, the Chinese article states.

“When the power or energy reaches a certain level of magnitude, it would interfere with the internal electronic equipment or components, rendering them unable to function normally, or even burning the semi-conductor components and integrated circuit of the electronic equipment,” the article says.

“Some military powers” already have space-based high-power microwave weapons that can fly close to spacecraft targets to be attacked, the report says.

It concludes that both ground-based and space-based high-power microwave weapons can damage orbiting satellites.

A third PLA paper published in March calls for China’s armed forces to expand “cyber dominance.”

Author Liu Wangxin said “some countries and organizations” are using the Internet to “carry out purposeful political and cultural infiltrations.”

“The information network will become the center of military actions,” Lui says.

Chinese national sovereignty is threatened by the use of the Internet because key information nodes and facilities are controlled by the United States, where most of the Internet trunk lines are based.

Expanding Chinese cyber warfare capabilities “has a direct bearing on the outcome of future informatized wars,” according to Liu, who noted that cyber weapons are strategic.

“While great importance is attached continuously to wartime actions, it is also necessary to pay special attention to non-wartime actions,” he writes. “For example, demonstrate the presence of the cyber military power through cyber reconnaissance, cyber deployment, and cyber protection activities; make use of the characteristics of the cyber operation force, which can take action rapidly, has strong gathering and reorganizing capability, and is able to carry out high-intensity confrontations, to effectively protect the information nodes in cyberspace.”

Dmitri Alperovitch, chief technology officer for CrowdStrike, who specializes in Chinese cyber warfare said the 4PLA colonel’s disclosure of plans for deep attacks against U.S. networks—not just front-line nodes—reveals a key Chinese warfighting goal.

“If this represents the official line of thinking, this means that the prospects are not good that a limited conflict in a Taiwan Straits would remain localized to that geography without escalating into an all-out war,” Alperovitch told the Free Beacon.

The writings make clear “the Chinese realize that our combat-supportive information systems are not only a great advantage, but our reliance on them is potentially one of our biggest weaknesses,” he said.

Of concern is the revelation that the Chinese are planning joint kinetic, electronic warfare and network attacks against U.S. systems, Alperovitch said.

“As expected, they view our communications and GPS navigation systems as priority targets at the start of a conflict and are spending time and effort figuring out their vulnerabilities and attack strategies,” he said.

The writings support the findings of the congressional U.S.-China Economic and Security Review Commission that stated in a report in March that China’s military seeks to integrate computer attacks with other military operations in what the PLA calls “information confrontation.”

“PLA leaders have embraced the idea that successful war-fighting is predicated on the ability to exert control over an adversary’s information and information systems, often preemptively,” the report said.

“This goal has effectively created a new strategic and tactical high ground, occupying which has become just as important for controlling the battle space as its geographic equivalent in the physical domain,” the report said.

Edward Timperlake, a former Pentagon technology security official, said the writings indicate China is preparing for future broad-spectrum warfare.

Timperlake noted that U.S. forces that are being built up in the Pacific need funding for “a new revolutionary technology/platform, training and tactics” to challenge the Chinese military’s high-tech warfare plans.

“They have not yet grasped this technology pivot—building a U.S. and allied honeycomb [command, control, communications, computers, intelligence surveillance, and reconnaissance] Pacific grid,” Timperlake said. “Thus being robust and redundant is our way ahead. The Chinese sense this, but they are focusing on our current capability, which they can hurt but which will hopefully rapidly evolve in a different direction.”

Table of Contents


U.S. Seen As Iran ‘Cyberarmy’ Target

By Shaun Waterman, Washington Times, April 25, 2012

Iran is recruiting a hacker army to target the U.S. power grid, water systems and other vital infrastructure for a cyberattack in a future confrontation with the United States, security specialists will warn Congress on Thursday.

"Elements of the [Iranian Revolutionary Guard Corps] have openly sought to pull hackers into the fold" of a religiously motivated cyberarmy, according to Frank J. Cilluffo, director of the Homeland Security Policy Institute at George Washington University.

Lawmakers from two House Homeland Security subcommittees will hold a joint hearing Thursday about the cyberthreat posed by Iran — as tensions over Tehran's nuclear program continue at a high level and as a possible Israeli strike against it looms.

The Washington Times obtained advance copies of witnesses' prepared testimony.

In his remarks, Mr. Cilluffo says that, in addition to the recruiting by the Revolutionary Guards, another extremist militia, the Basij, "are paid to do cyberwork on behalf of the regime, [and] provide much of the manpower for Iran's cyber-operations."

Both militias are thought to be under the control of Iran's clerical leadership, headed by supreme leader Ayatollah Ali Khamenei. Two Revolutionary Guard leaders have been indicted by U.S. prosecutors in connection with a suspected plot to assassinate Saudi Arabia's ambassador to the United States by bombing a prominent Washington restaurant.

"Over the past three years, the Iranian regime has invested heavily in both defensive and offensive capabilities in cyberspace," states testimony from Ilan Berman, vice president of the hawkish American Foreign Policy Council, in his remarks for Thursday's hearing.

Estimates of the skill level of Iran's hacker army vary, but Mr. Cilluffo points out that a veritable "arms bazaar of cyberweapons" is accessible through the Internet hacker underworld.

"Adversaries do not need capabilities, just intent and cash," he states.

Mr. Cilluffo was recruited by President Bush on Sept. 12, 2001, the day after the terrorist attacks on the World Trade Center and the Pentagon. He helped set up the Office of Homeland Security in the White House and left for George Washington University in 2003.

In 2009, Iran's nuclear program was attacked by a cyberweapon called Stuxnet. Although there is no definitive evidence of Stuxnet's origins, Iran has blamed the United States and Israel and has been girding for a conflict in cyberspace ever since.

"For the Iranian regime the conclusion [drawn from Stuxnet] is clear: War with the West, at least on the cyberfront, has [already] been joined, and the Iranian regime is mobilizing," states Mr. Berman.

The tensions between Iran and the West have taken unconventional forms besides cyberwarfare.

Iran claimed this month that it has been able to copy sensitive technology from a U.S. drone that crashed over its territory. It also has accused the United States and Israel of killing several of its nuclear scientists.

In a statement released Wednesday night, Rep. Dan Lungren, California Republican and chairman of the cybersecurity, infrastructure protection, and security technologies subcommittee said that "if recent reports are accurate that Tehran is investing $1 billion to expand their cyberwarfare capabilities, Iran will be a growing cyber threat to our U.S. homeland."

The congressional testimony will be presented as the world waits for the next round of talks about Iran's nuclear program – which Tehran insists is for peaceful purposes – next month in Iraq.

The United States and other members of the U.N. Security Council are pushing Iran to end its program of uranium enrichment. In exchange, trusted third-party countries would provide fuel for its civilian nuclear program. Enriched uranium can be used as fuel, but it can also be further enriched quickly and used in a nuclear weapon.

"Tensions between the West and Iran are increasing over Iran's illicit nuclear program, making the potential for an Iranian cyberattack against the homeland a real possibility," said Rep. Patrick Meehan, Pennsylvania Republican and chairman of the counterterrorism and intelligence subcommittee, the other panel at Thursday's hearing.

As negotiators prepare for the next round of talks, the tightening screw of international sanctions and the looming threat of an Israeli military strike against Iran's nuclear sites have provoked threats from leading figures in the Revolutionary Guards.

Mr. Cilluffo notes that "Iran is not monolithic: command and control there is murky, even within the [Revolutionary Guards], let alone what is outsourced."

He notes that the Lebanese-based militant Hezbollah movement — which Iran has frequently used as a terrorist proxy — has begun recruiting its own cybermilitia of skilled hackers.

"Iran has a long history of demonstrated readiness to employ proxies for terrorist purposes," Mr. Cilluffo's testimony states.

"There is little, if any, reason to think that Iran would hesitate to engage proxies to conduct cyberstrikes against perceived adversaries."

Those proxies could make it hard to prove that Iran was behind the attacks.

Mr. Berman's testimony notes that an extremist newspaper affiliated with the Revolutionary Guards last year warned the United States to "worry about 'an unknown player somewhere in the world' attacking a section of [U.S.] critical infrastructure."

In 2009 and 2010, a hacker group calling itself the Iranian Cyber Army attacked Twitter and the Chinese search engine Baidu, as well as Iranian websites belonging to the opposition Green Movement.

"In the event of a conflict in the Persian Gulf," attacks like that on Twitter "could provide Iran an avenue for psychological operations directed against the U.S. public," states Mr. Cilluffo.

Such operations would aim at sowing fear and confusion by attacking systems Americans use in their daily lives.

In a Persian Gulf military standoff, Iran also might combine computer-network attacks against U.S. military information and communications systems with more conventional jamming techniques "to degrade U.S. and allied radar systems, complicating both offensive and defensive operations," Mr. Cilluffo adds.

Some parts of the federal government, such as U.S. Strategic Command and the State Department's Nonproliferation Bureau, have begun to pay attention to the Iranian threat of a cyberattack, but no one in the administration is "tasked with comprehensively addressing the Iranian cyberwarfare threat," Mr. Berman warns.

"The U.S. government, in other words, has not yet even begun to get ready for cyberwar with Iran," he concludes.
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File On Hitler's Mental State Turns Up In Cambridge Home

From Cambridge News, 04/05/2012

A top secret psychological profile of Adolf Hitler – written by a Cambridge expert – has turned up 60 years on.

Cambridge University psychoanalyst, Joseph MacCurdy, penned the report in 1942 on the orders of Mark Abrams, a pioneer of market research, who served with the Government’s Psychological Warfare Board.

The report was based on a speech the Nazi leader made in 1942, which Dr MacCurdy studied.

The Cambridge academic’s analysis revealed that Hitler was displaying “epileptic defeatism” and was “seriously contemplating the possibility of utter defeat”.

It described the Fuhrer as a “paranoid messiah” who was caught in a “web of religious delusions”.

Remarkably, the report also made several accurate predictions about Hitler’s future tactics in the war, correctly forecasting he would not conquer Russia or attempt to take England by air again after defeat in the Battle of Britain.

The British war cabinet used information in the report for propaganda, openly mocking the Luftwaffe’s “impotence” when it was identified by experts as a sore point in Hitler’s speech.

Social historian, Dr Scott Anthony, found the document while at the home of a relative of Mr Abrams. He has now given it to Cambridge University.

Dr Anthony said it would have given the British Secret Service a fascinating insight into Hitler’s deteriorating mental condition.

He said: “I could not believe it when we found this document. I was completely shocked and I just kept reading it over and over again – it really is a fascinating piece of history.

“It has stayed with the family of the Abrams since the war and has never been read by anyone else.

“What is so amazing is how sophisticated the analysis of Hitler was. The psychological profiling of Hitler is a facet of the war that is not yet public knowledge but it appears the report was remarkably accurate and the recommendations at the end were implemented by the Allies.”

Table of Contents


Profile of Adolf Hitler from 1942 uncovered

From The Telegraph, 7 May 2012

Adolf Hitler had a "messiah complex" and became increasingly obsessed with the perceived Jewish "enemy within" as World War II turned against Germany, according to a secret 1942 assessment. 

The British intelligence report, which lay apparently unread from the war until its recent rediscovery, found that the Nazi dictator turned to "Jew-phobia" as the likelihood of defeat increased. 

The wartime analysis, now made public by the University of Cambridge, was commissioned by social scientist Mark Abrams and written by his colleague Joseph MacCurdy, a Cambridge academic. 

Abrams, a world-renowned pioneer of market research and opinion polling, worked with the BBC's Overseas Propaganda Analysis Unit and the Psychological Warfare Board during World War II. 

"At the time that it was written, the tide was starting to turn against Germany," said Cambridge historian Scott Anthony, who led research into Abrams which resulted in the paper being unearthed in a family collection. 

"In response, Hitler began to turn his attentions to the German home front. 

"This document shows that British intelligence sensed this happening. 

"MacCurdy recognised that, faced with external failure, the Nazi leader was focusing on a perceived 'enemy within' instead - namely the Jews. 

"Given that we now know that the 'final solution' was commencing, this makes for poignant reading." 

Abrams thought that transcripts of Hitler's broadcasts could be close-read for propaganda and intelligence purposes, revealing hidden "latent content" and subconscious insights into the enemy's state of mind. 

His work was fed directly into Allied counter-propaganda. 

The newly re-aired analysis covered a radio speech Hitler gave on April 26, 1942. 

"Its content would presumably reflect his morbid mental tendencies on the one hand and special knowledge available to him on the other," the opening lines said. 

An earlier report found three such tendencies, termed "shamanism", "epilepsy" and "paranoia". 

"Shamanism" referred to Hitler's hysteria and compulsion to feed off whipped-up crowds, which was in decline. MacCurdy's report pointed to the "dull flatness" of delivery in Hitler's broadcast. 

The other two were developing characteristics. 

"Epilepsy" covered his cold and ruthless streak, combined with a tendency to lose heart when ambitions failed. MacCurdy's analysis found Hitler's speech showed him to be "a man who is seriously contemplating the possibility of utter defeat". 

"Paranoia" was the third and most worrying tendency, exposed through the dictator's "Messiah complex", in which Hitler thought he was leading a chosen people on a crusade against evil incarnate in the Jews, the paper said. 

It notes an extension of the "Jew phobia" and says that Hitler now saw Jews not just as a threat to Germany, but as a "universal diabolical agency". 

It is now known that weeks before the speech, senior Nazis had set plans in motion for the "final solution": the attempted extermination of the entire Jewish population. 

"Hitler is caught up in a web of religious delusions," MacCurdy concluded. 

"The Jews are the incarnation of evil, while he is the incarnation of the spirit of good. 

"He is a god by whose sacrifice victory over evil may be achieved. He does not say this in so many words, but such a system of ideas would rationalise what he does say that is otherwise obscure." 

The document has been added to an archive on Abrams' work held at Cambridge and is now available to researchers.

Table of Contents


Major Cyber Attack Aimed At Natural Gas Pipeline Companies

By Mark Clayton, Christian Science Monitor, May 5, 2012

A major cyber attack is currently under way aimed squarely at computer networks belonging to US natural gas pipeline companies, according to alerts issued to the industry by the US Department of Homeland Security.

At least three confidential "amber" alerts – the second most sensitive next to "red" – were issued by DHS beginning March 29, all warning of a "gas pipeline sector cyber intrusion campaign" against multiple pipeline companies. But the wave of cyber attacks, which apparently began four months ago – and may also affect Canadian natural gas pipeline companies – is continuing.

That fact was reaffirmed late Friday in a public, albeit less detailed, "incident response" report from the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT), an arm of DHS based in Idaho Falls, Idaho. It reiterated warnings in the earlier confidential alerts made directly to pipeline companies and some power companies.

The ICS-CERT is charged with helping secure the nation's industrial control systems – computerized systems that open and close valves, switches, and factory processes vital to the chemical, industrial, and power sectors. Their "fly away" teams visit factories, power plants, and pipeline companies to investigate cyber intrusions.

"ICS-CERT has recently identified an active series of cyber intrusions targeting natural gas pipeline sector companies," the confidential April 13 alert warns. "Multiple natural gas pipeline organizations have reported either attempts or intrusions related to this campaign. The campaign appears to have started in late December 2011 and is active today."

Safeguarding industrial control systems from cyber attack is a major point of debate right now in Congress, which has been wrangling over whether to grant the federal government authority to require that vital sectors like the electric utility, oil and gas, and chemical industries meet certain levels of cyber security.

Approximately 200,000 miles of these interstate natural gas transmission pipelines in the US supply 25 percent of the nation's energy. Pipeline safety has been a major issue in recent years, highlighted by the San Bruno, Calif. pipeline explosion that killed eight people and destroyed 38 homes in the Bay Area in September 2010.

In Friday's public warning, ICS-CERT reaffirms that its "analysis of the malware and artifacts associated with these cyber attacks has positively identified this activity as related to a single campaign from a single source." It goes on to broadly describe a sophisticated "spear-phishing" campaign – an approach in which cyber attackers attempt to establish digital beachheads within corporate networks.

Spear-phishing has become one of the attack vectors of choice for cyber spies intent on infiltrating corporate networks. In such an attack, a specific person in the organization is researched, often using social networking sites like Facebook or LinkedIn in order to carefully craft a convincing e-mail that appears to be from a close associate.

But the seemingly benign e-mail typically contains a malicious software attachment or link. Once clicked on or opened, the malware or link creates a back-door for a hacker to then gain entry and begin prowling for valuable data.

Yet there are several intriguing and unusual aspects of the attacks and the US response to them not described in Friday's public notice. One is the greater level of detail in these alerts than in past alerts. Another is the unusual if not unprecedented request to leave the cyber spies alone for a little while.

Each of the three alerts, for instance, includes detailed descriptions of the cyber threat – much more detailed than previous ICS-CERT warnings over the years, say cyber security experts who have seen the alerts. Those private warnings included computer file names, computer IP addresses, and other key information that a company's cyber security experts could use to check to see if their networks have been infiltrated.

"This was far more detail than we've ever received in the past – and the number of alerts in succession was unusual," says one security expert who requested anonymity because he was sharing sensitive material. "It indicated to me this was pretty serious."

Amazingly, he says, companies were also specifically requested in a March 29 alert not to take action to remove the cyber spies if discovered on their networks, but to instead allow them to persist as long as company operations did not appear to be endangered.

"In essence they were saying: 'Do not put in any mitigation or blocks against these active intruders,’ " says the individual who has seen all three confidential alerts. "But if you're telling an investor-owned utility not to do anything, that's pretty unheard of. Step 1 is always block these guys and get them off the system. It's pretty unusual in the commercial world to just let them collect data. Heaven forbid that the intruders gain control. It kind of looks like our intel guys were trying to get more information."

Beyond indicating that multiple companies were targeted and some other systems compromised, neither the alerts nor the public notice indicate just how many companies have been infiltrated. The documents also do not indicate that any companies' pipeline operations – or their vital computerized industrial control systems that run pumps – have yet been affected.

But other cyber security experts familiar with the alerts warn that access to a company's corporate system can eventually allow a hacker to wind through a corporate network and into the vital industrial control processes. Those systems, if infiltrated, could allow hackers to manipulate pressure and other control system settings, potentially reaping explosions or other dangerous conditions.

"There's not enough information available yet to tell exactly what is the target or goal here," says Jonathan Pollet, founder of Red Tiger Security, who specializes in industrial control system security and who has worked extensively in the oil and gas industry. "But it's a concern because if they access the corporate network it's often just a short step to the next level and right into their control system network."

One reason ICS-CERT may have acted, he believes, is because of the large number of companies discovering attackers on their networks. As many as 20 companies have already come forward to tell ICS-CERT of the infiltrations, Mr. Pollet says. That number could not be independently verified. A DHS spokesman was unavailable to comment at press time Saturday.

Even so, there is at least some support for Pollet's assertion.

Sanaz Browarny, chief, intelligence and analysis, of the control systems security program at DHS, told a security conference last month that “on a daily basis, the U.S. is being targeted.” In her presentation, as reported in Homeland Security News Wire, she said that ICS-CERT’s response team had taken 17 trips to private utilities last year, seven of those as a direct result of sophisticated spear-phishing attacks. She did not, however, indicate the attacks were against a specific type of utility.

There are also signs the threat could extend across North America. A Canadian cyber security expert told the Monitor that authorities in his country also are on alert since the US warnings, although it is not clear if any Canadian companies are affected, he said.

At least one confidential US alert, a portion of which was obtained by the Monitor, urged companies to remain on guard – and send back information.

"ICS-CERT has received additional reports involving targeted and compromised organizations within the gas pipeline sector," according to the April 13 alert. "Analysis from those reports, including the analysis of hard drives and logs, has yielded new indicators of compromise…. Organizations are strongly encouraged to review this report and contact ICS-CERT to report their findings." 
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Afghan National Security Forces Develop Information Operations

By Chief Petty Officer Oscar Troncoso, ISAF Regional Command North, 9 May 2012   

CAMP SHAHEEN, MAZAR-E SHARIF, Balkh province, Afghanistan – Wars can be influenced, shaped and ultimately won or lost, with information. International Security Assistance Force leaders know all too well that part of the fight for the hearts and minds of the Afghan people is in the arena known as Information Operations.

The goal of Information Operations is to combat enemy misinformation that leads to misperceptions with accurate and reliable information that, on one hand, the population can trust, and on the other hand, chisel away at the will of the enemy. While building trust among the Afghan population has been one of ISAF’s most important challenges, it is even more critical that the element of trust is nurtured and sustained by Afghan National Security Forces. 

At Regional Command North headquarters based in Camp Marmal, the Information Operations branch has played an important role for years during ISAF’s mission of supporting ANSF in order to provide security and disrupt insurgent activities, which results in a safe and stable population. An Information Operations section within the ANSF, however, had not yet been formally established – until now. A multi-national team of mentors, Maj. Lars Flink of the Netherlands army and Lt. Ian Roberts of the United States Navy, have been working at Camp Shaheen for the past four months to partner and assist with the establishment of an Information Operations department within the 209th Corps of the Afghan National Army.

“RC North has done a lot of planning in the information environment,” said Flink, who is an Information Operations training officer at the Army Staff Officers Training School in Amersfoort, Netherlands. “The best thing for them is to do it themselves. They know better how to communicate with their own population. The Army and security forces of Afghanistan are there to provide security and communicate the effects of that security so that their public can trust and support them. When we leave, this will be very important,” said Flink, who is winding down his second mission in Afghanistan.

According to Roberts, a reservist from Washington state who is also on his second mission in Afghanistan, the 209th Corps already had two important sides of the Afghan information triangle: Language Awareness Skills and Religious Cultural Awareness. The missing piece in the triad was Information Operations. This is where the support of the RC North Information Operations branch came in.

Lt. Col. Ghulam Mustafa of the 209th Corps is heading the partnership with Flink and Roberts. Mustafa leads a newly created team as part of the ANA’s new Information Operations branch. The 209th’s Info Ops branch is the first of its kind within the ANA, founded after the first Information Operations course in January, 2012. Mustafa, along with other ANA instructors, provided an Information Operations brief – the first for leaders of the 209th Corps - on April 16 at Camp Shaheen.

“It was general information about our new Information Operations department,” said Mustafa. “They were glad to be part of our presentation. It is an important part of the professional education of our officers. It is the first time that they hear about such information. I am sure that our Information Operations section will have a positive effect.” 

Roberts believes that his partnership with Flink was enhanced, and not hindered, by the fact that he came from a different country.

“We complement each other culturally,” explained Roberts. “I offer an American perspective, and he offers me a perspective from the Netherlands. I see this added element in a coalition environment as a great advantage. That element added to the success of our working relationship.”

Flink’s approach with his collaboration with Roberts is no different than his approach with Afghans. “My partnership with Roberts is the same way as our partnership with our Afghan counterparts,” explained Flink. “It’s not about the rank. It’s about learning the culture here, and seeing how it works. I started going to Camp Shaheen with Roberts, who they already knew. I trusted him, and the Afghans saw that we worked well together. After my third trip to Camp Shaheen, Lt. Col. Mustafa introduced me to his peers. This was an act that I knew as an act of trust,” said Flink.

An important key that opened up the opportunity to successfully partner with the ANA was laying that foundation of trust. The culture in Afghanistan requires that trust be firmly in place before a working relationship can flourish and move toward common goals.

“Their culture is not what I’m accustomed to in my country, where it is direct and to the point,” said Flink. “It’s not just about who you are. It’s more about who your family is, and what your history is. It takes time and patience,” said Flink, who previously served in the southern province of Uruzgan as part of the first Dutch Task Force.

Even with challenges that come along with a partnership, Roberts believes that their weeks of hard work alongside the 209th Corps Information Operation team are starting to pay dividends. More importantly, it has shifted towards a shouldering of responsibility by the Afghan team.

“Over the weeks and months, we were able to establish rapport with Lt. Col. Mustafa’s team,” said Roberts. “We have partnered with them on tasks such as planning, transition, training and current events that drove some of our activities. They are better prepared to establish an Info Ops community in the 209th ANA. The overall process has exceeded my expectations for success. We’ve progressed very far, made great strides, and met milestones.”

One of the milestones was coordinating and delivering the initial Information Operations course, which lasts 10 days. The comprehensive curriculum begins with three days that cover the military decision making progress. Another significant milestone was that Mustafa, for the first time, completed an Information Operations campaign plan in support of his ANA commander.

Flink is confident in the capabilities of the ANA and believes that Information Operations training is a key in sustaining a successful transition.

“I enjoy working with them,” stated Flink. “You can learn a lot from them because they know so much. As long as they keep up the training, we make sure to continue to mentor, and they can keep it going in the right direction, they will be ready for transition.”

Roberts also believes that the ANA is ready to take the next step and continue to prepare their capabilities.

“Initially we developed the concept of Information Operations to facilitate the training. The training needs to be on going in order for them to increase their skill set to become more effective,” said Roberts.

Even though the Information Operations branch of the 209th Corps is in its inaugural stage, he has faith that it will play a significant role in gaining the trust of the Afghan population, and more importantly, winning over their proverbial hearts and minds. 

“We are starting to see the infancy of Info Ops with the ANA,” said Roberts. “They will be able to influence the local populace to foster support for their mission. They realize that the information environment affects people’s perceptions, and it can affect the will of the enemy to fight. That is the ultimate goal.”
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Omaha Cast Net That Caught Cyberthieves

By Matthew Hansen, Omaha World-Herald, 30 April 2012

Imagine for a moment that you are the chief financial officer of a small American business.

You are sitting at your desk sometime in 2009. You are doing your job. You are answering emails.

Here's one from the Internal Revenue Service with the subject line “Tax Statement” and a message about underreported income. Don't want to get crosswise with the IRS, you think, and click on a link.

The link leads to nothing. You try again. Still nothing.

Odd, you think. Then you immediately forget about it.

Several weeks or months later, you are sitting at your desk, doing your job, when the phone rings.

It's an agent from the Omaha office of the FBI.

He asks: Did you just authorize a withdrawal of $30,000 into a personal checking account?

No, you say, as your eyes widen and your pulse quickens. Why?

This is how you learn you've been robbed.

And not just robbed, but robbed repeatedly. Robbed so stealthily, so completely, that you didn't even realize the money was missing.

This, roughly, is how dozens of small businesses and nonprofits — even an Iowa Catholic diocese — learned from the Omaha office of the FBI in 2009 and 2010 about a group of Ukrainian hackers, malicious software named Zeus and a plan to steal $70 million seemingly ripped from the pages of a futuristic thriller.

Weysan Dun, the FBI's special agent in charge in Omaha, agreed to share his version of this very real case, dubbed Operation Trident Breach, during his last week in office. The 30-year FBI veteran officially retired from the bureau Friday.

He agreed to talk extensively about Operation Trident Breach for the first time in part because he and the FBI view it as a success.

The investigation began in Omaha and eventually involved 100 agents working out of the Omaha office. It ultimately led to 64 arrests in several countries, although computer security experts believe the cybercrime's masterminds are still free in Ukraine.

And Dun agreed to detail Operation Trident Breach because, quite simply, it frightens him.

Dozens of chief financial officers clicked on fake IRS emails and unwittingly helped a previously unknown group of cybercriminals unleash what is still the biggest heist of its kind in U.S. history.

And here's the truly scary part: Operation Trident Breach is a metaphorical drop in what seems to Dun and other law enforcement officials to be a bottomless bucket.

The computer systems of Nebraska and U.S. companies, both big and small, are attacked daily.

Crime syndicates and foreign governments, chiefly China and Russia, carted off nearly $1 trillion in money, intellectual property and other proprietary information last year, said Gen. Keith Alexander, head of the National Security Agency.

And far too often, Dun believes, we serve as the de facto guide for these thieves, practically escorting them into our bank accounts, giving them the combinations to our safes and politely looking the other way as they walk with the loot out the front door.

“The current state of affairs has to change,” Dun said. “Most people aren't at all aware of how vulnerable they are.”

***

The phone rang and Justin Kolenbrander, the FBI agent in charge of the Omaha Cyber Crime task force, picked it up.

An employee of a financial company — a man who had previously completed an FBI training program for private industry — was on the other end of the line.

He told Kolenbrander he had noticed a pattern of about four dozen suspicious withdrawals from several banks. Kolenbrander took the tip to Dun, his boss.

“Look into it,” Dun said.

That's how the investigation that came to be known as Operation Trident Breach began in 2009.

Within weeks, Kolenbrander and another Omaha-based FBI agent, James Craig, realized they had a gargantuan fish on the line. It quickly became clear that dozens of small businesses and nonprofits around the country were losing money in the same fashion.

The Omaha agents traced the movement of the money to various spots in the United States and ultimately to Ukraine, though at first it wasn't clear who was on the receiving end.

(A request to speak to Kolenbrander and Craig was denied because, Dun said, parts of the investigation still are open.)

The pattern the agents unraveled went as follows:

Someone in charge of finances at a small business or nonprofit would receive an email, usually purporting to be from the Internal Revenue Service, the Federal Deposit Insurance Corp. or the company's bank.

The criminals chose smaller companies on purpose. Fortune 500 companies tend to have robust defenses against cybercrime.

“They weren't trying to go after Microsoft for a reason,” Dun said.

Dun shared several examples of these fake emails — commonly known as “spear phishing” — and noted how realistic they looked.

Spear phishing can be far more advanced than the IRS scam, said Brian Krebs, a cybercrime expert who has written extensively about Operation Trident Breach.

In a more recent case, four employees at a company simultaneously received and opened emails, complete with an Adobe PDF file attachment, that looked as if they had come from one of the company's clients. The company lost more than $100,000 from the resulting cybertheft.

“These are really hard to defend against, because they aren't tech issues you can solve with software or hardware,” Krebs said. “The hackers learn about a relationship and use that trust. ... They found out where people expect to get emails from and they go in sideways.”

In the pattern that the Omaha FBI agents were following, if an employee clicked on the fake IRS email, a malicious software, or malware, would infect the computer. Within minutes, the victim's computer would be controlled by a variant of Zeus, a famed piece of malware first observed by experts in 2007.

Zeus essentially can take over a victim's computer, allowing the criminal to see everything, including banking passwords and other seemingly secure information.

Even worse, it allows the person controlling Zeus to emulate the victim online.

As the FBI watched, the Ukrainian criminals used Zeus to steal dozens of chief financial officers' online identities, withdraw money from their business accounts and place it in personal checking accounts scattered across the United States.

Often the companies learned they had been hacked — and in some cases lost hundreds of thousands of dollars — only when an Omaha FBI agent called and alerted them to the cybertheft.

How do you lose thousands of dollars without realizing it?

Sometimes companies don't balance their books on a daily basis, Krebs said. And sometimes the hackers actually make it appear that companies paid, say, their employees instead of placing money in the checking accounts of complete strangers.

“These guys are good,” he said.

FBI agents followed the money trail to a group of Eastern European young adults who previously had entered the United States, usually on forged student visas.

These so-called “money mules” would open checking accounts, wait until the Ukrainian ringleaders (using Zeus) transferred money from the businesses into those accounts and then walk into the banks to make what often appeared to be completely legitimate withdrawals.

They would then wire most of the stolen money to Ukraine or the United Kingdom, sometimes using Western Union, and keep maybe a 10 percent cut for themselves.

The mules often end up being the weak link of big cyberheists such as the one investigated during Operation Trident Breach, Krebs said.

They tend to be young and prone to bouts of stupidity, sometimes flaunting new cars or new clothes.

In one instance, a mule held up a pile of $100 bills, had a friend snap a photo and posted it on her Facebook profile, said Gary Warner, director of research in computer forensics for the University of Alabama-Birmingham, in an NBC report.

Warner was out of the country and unavailable for comment for this story.

The FBI and a number of outside experts, including Warner, tracked the use of the malware. They eventually proved that the hallmarks of this particular type of Zeus were linked to thousands of suspicious withdrawals and led back to one group of Ukrainian hackers.

As the bust neared, more than 100 FBI agents and computer specialists came to Omaha to work out of the office leading the investigation.

In late September 2010, Omaha agents flew to Ukraine, the Netherlands and London, helping to coordinate a massive international effort to arrest dozens of hackers, money launderers and mules in a one-day sweep.

On arrest day, Dun and several other agents helped direct the busts from a war room at Omaha FBI headquarters, located in a dark-windowed, three-story building in the southwest part of the city.

They nabbed 13 people in the United Kingdom, including several who helped to run the conspiracy.

They nabbed several dozen in the United States, mostly money mules; 27 have now been convicted in American courts.

In Ukraine, they nabbed five people — the big fish, detained with the help of an elite Ukrainian military unit.

It was the largest “automatic clearinghouse” bust in the history of the FBI, and it was started and led by the little-known Omaha office.

Since joining the FBI in 1982, Dun has put violent East Coast drug lords behind bars and investigated high-profile corruption cases in Illinois. But Operation Trident Breach was one of the most important investigations of his three-decade career.

“Seventy million dollars,” he said during a break between packing up boxes in his office recently. “It would be absolutely impossible for a (street) gang to get away with that much money.”

Only one glitch: Krebs said the five Ukrainian masterminds were released after a brief detention. Dun won't discuss the arrests themselves, saying they are part of an ongoing investigation.

“These guys are still operating,” Krebs said. “Still very active. Still very sophisticated. ... If they aren't out in the open, they are definitely unfettered.”

***

Sometimes when Brian Krebs is on a plane, flying on the way to a consulting job or speaking engagement, he finds himself seated next to a small-business owner.

By the end of the flight he has told the business owner to quit using Windows for financial transactions, because it's the operating system most affected by Zeus.

Or he has persuaded the small-business owner to close his business bank account. Just use a personal one if possible, because it affords consumer protections that a business account won't, if you are hacked.

Or maybe the small-business owner gets off the plane a little shaken and uncertain about ever banking online again.

If Krebs happens to talk to a CEO of a larger company, he suggests a serious daylong seminar on computer security. He also suggests what he calls “regular fire drills” for cyberattacks, where an outside company is brought in to customize a spear phishing or other hypothetical attack on the company.

If an employee clicks on a link that unleashes the hypothetical computer virus, there's more training to be done, Krebs said.

“What if part of an employee's bonus was tied to how they did on these security assessments? People would really care about this stuff then.”

When Dun thinks about Operation Trident Breach and the FBI, his thoughts drift from that success to the 200 or 300 other, similar investigations the agency has open at any given time.

And what of the unknown number of masterminds living somewhere in the world, maybe out of the FBI's grasp, who are inventing even better ways to steal money? Or shut down the power grid of a major American city? Or disrupt our water supply?

“Just because it hasn't happened yet doesn't mean it can't,” Dun said. “The potential threat for terrorists (to use Zeus or other malware) is very real.”

One solution, he thinks, is a segmentation of the Internet, where the equivalent of a gated community is created for the financial sector and other areas deemed to need more security.

But even before that, Dun thinks, we need to collectively have our eyes widen and our pulse quicken at the thought of the drumbeat of financial cybercrime.

On some level, he thinks, we are all the chief financial officer, accidentally allowing thieves into our bank accounts, and unaware that we can't even see that the money is gone.

So do we want to sacrifice security for the ease of online financial transactions? Do we want to accept the risk of cybercrime as the 21st century risk of doing business?

“The offense is so far ahead of the defense here,” Dun said. “We really need to collectively realize this as a society. We need to figure out how to make this work.”
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Army Wants To Monitor Your Computer Activity

By Joe Gould, Army Times, May 5, 2012

In the wake of the biggest dump of classified information in the history of the Army, the brass is searching for ways to watch what every soldier is doing on his or her Army computer.

The Army wants to look at keystrokes, downloads and Web searches on computers that soldiers use.

Maj. Gen. Steven Smith, chief of the Army Cyber Directorate, said the software was one of his chief priorities, joking that it would take the place of a lower-tech solution: “A guy with a large bat behind every user as they go to search the Internet.”

“Now we’ve been in the news — I don’t know if you’ve seen it — with a little insider threat issue,” Smith continued.

Smith did not mention Pfc. Bradley Manning by name. However, the effort comes in the wake of the former intelligence analyst’s alleged leak of hundreds of thousands of pages of classified documents to the anti-secrecy organization WikiLeaks in 2009 and 2010. Manning faces a military trial on 22 counts, including aiding the enemy.

According to Smith, the Army will soon shop for software pre-programmed to detect a user’s abnormal behavior and record it, catching malicious insiders in the act. Though it is unclear how broadly the Army plans to adopt the program, the Army has more than 900,000 users on its computers.

Smith explained how it might work.

“So I’m on the South American desk, doing intelligence work and all of a sudden I start going around to China, let’s say,” Smith said. “That might be an anomaly, it might be justified, but I would sure like to know that and let someone make a decision, almost at the speed of thought.”

The scenario echoes the allegations against Manning: As an intelligence analyst charged with researching the Shiite threat to Iraqi elections, Manning raided classified networks for State Department cables, Afghanistan and Iraq war logs and video from a helicopter attack, according to courtroom testimony.

Software of the type Smith describes is at various stages of development in the public and private sectors. Such software could spy on virtually any activity on a desktop depending on its programming, to detect when a soldier searches outside of his or her job description, downloads massive amounts of data from a shared hard drive or moves the data onto a removable drive.

The program could respond by recording the activity, alerting an administrator, shutting down the user’s access, or by feeding the person “dummy data” to watch what they do next, said Charles Beard, a cybersecurity executive with the defense firm SAIC’s intelligence, surveillance and reconnaissance group.

“It’s a giant game of cat and mouse with some of these actors,” Beard said.

What’s exciting, Smith said, is the possibility of detecting problems as they happen, on what cybersecurity experts call “zero day,” as opposed to after the fact.

“We don’t want to be forensics experts. We want to catch it at the perimeter,” Smith said. “We want to catch this before it has a chance to be exploited.”

A governmentwide effort

The Army’s efforts dovetail with a broader federal government initiative. President Obama signed an executive order last October that established an Insider Threat Task Force to develop a governmentwide program to deter, detect and mitigate insider threats.

Among other responsibilities, it would create policies for safeguarding classified information and networks, and for auditing and monitoring users.

In January, the White House’s Office of Management and Budget issued a memo directing government agencies that deal with classified information to ensure they adhere to security rules enacted after the WikiLeaks debacle.

Beyond technical solutions, the document asks agencies to create their own “insider threat program” to monitor employees for “behavioral changes” suggesting they might leak sensitive information.

The interagency Insider Threat Task Force is aiming to complete work on the new standards by October. These standards may address training and employee awareness protocols, said John Swift III, senior policy adviser to a task force now working on the draft policy.

Deanna Caputo, lead behavioral psychologist for Mitre Corp., said both technical solutions and monitoring of human behaviors are needed for a successful detection and prevention program.

“To think that we can tackle the problem simply by technical solutions is a mistake,” Caputo said.

A “culture of reporting” is essential, she said. “We need to up the ante and expect a little bit more from our people” to report abnormal behaviors among their co-workers. However, “there is a fine line with that [reporting]. People need to trust they are in a safe environment to do their job.”

Carnegie Mellon’s Software Engineering Institute has compiled 700 insider threat case studies, and come up with two broad profiles of insiders who steal intellectual property in business settings.

One is an “entitled independent” disgruntled with his job who typically exfiltrates his work a month before leaving. The other is an “ambitious leader” who steals information on entire systems and product lines, sometimes to take to a foreign country, such as China.

According to Patrick Reidy, who leads the FBI’s insider threat program, such users may be conducting authorized activities for malicious ends, and their actions would not register on intrusion detection or anti-virus systems.

“People look at computers and networks but not people and data,” he said. “The insider threat is all about people.”

Reidy, Swift and Caputo discussed the effort at a defense industry convention in Washington, D.C., on April 4.

The ‘Pre-Crime’ division

Private industry and the Defense Advanced Research Projects Agency are among the entities that have technological solutions in various stages of progress.

Raytheon’s SureView software captures any security breach or policy violation it’s programmed to find and can “replay the event like a DVR,” for a local administrator or others to view, according to the company’s website. The software’s trigger is programmable and can be set to any behavior considered suspicious or not.

Working with Raytheon, a group of cadets from the U.S. Military Academy at West Point last year conducted a simulation of an insider attack at a forward operating base. Cadets looked at how to fine-tune the way SureView detects potential threats and eliminate false positives for innocuous behavior, said West Point computer science professor Col. Greg Conti.

“It was very powerful, very flexible and allowed you to monitor with very fine resolution activities on the desktop, and the real trick becomes how you detect anomalous behavior,” Conti said. “Predictive models are kind of the holy grail. When you see that no one else has done something but bad guys, you can start being predictive.”

At SAIC, which is testing a behavior analytics system, Beard likened behavioral modeling to the Pre-Crime unit from the science fiction movie “Minority Report.” Instead of using psychics to stop crimes before they occur, the software would be programmed to detect behavior that has preceded malicious acts in the past.

In real life, researchers are examining the behavior of malicious insiders to see what actions they took before they acted out. That in turn would be used to teach the software what behavior to flag.

“We may want to administer policies that say, ‘Gee, gosh, why do you really want to download 300 [megabytes] of stuff or a gig of data in a single session?’ ” Beard said. “We look for the antecedents of behavior that would suggest based on past history that bad things are going to take place.”

That could be visiting restricted websites, requesting access to information outside of one’s job description or asking for large amounts of storage media — or likely some combination of the above. Individually, the actions may not seem problematic, but combined and in the context of human intelligence, they could raise alarms.

“We start taking those things and recombining them to say, ‘What is going on in the environment?’ ” Beard said. “Any one of those things independently can be totally innocuous and innocent, but when you put them together — plus their job, plus their access, plus the things they are working on — you may be looking at it as a counterintel kind of thing.”

Drawbacks and challenges

Cybersecurity expert Michael Tanji, an Army veteran who has spent nearly 20 years in the U.S. intelligence community, said he sees potential drawbacks and unanswered policy questions. He asked how the Army would implement such technology without unintentionally stifling cross-disciplinary collaboration among soldiers.

Knowing they are being monitored, personnel might avoid enterprising or creative behavior for fear it would be flagged by monitoring software, he said.

Tanji also predicted the technology would come at a considerable financial cost, both to warehouse the data collected by the software and to pay the added staff needed to monitor the reports it generates.

“A brigade-sized element that uses computers on a regular basis would probably need a company-sized element just to keep up with the data that comes in,” he said.

Reidy, the FBI official, said such concerns were valid. Because software may report benign behavior as malicious and vice versa, he cautioned against using technical solutions alone to solve insider threats.

“After a major incident, and no offense to any vendors, but the charlatanism always goes up,” he said. “It’s absolutely amazing how many phone calls I get from people who say they have solved the WikiLeaks problem or solved this or that problem. Everybody’s got to eat, but it’s simply not true.”

Finding bad behavior amid the vast sea of keystrokes, downloads and Web browsing on military computers is no easy task, DARPA acknowledges.

A DARPA solicitation for Suspected Malicious Insider Threat Elimination, or SMITE, announces it is attempting to recognize “moving targets” — telltale patterns of behavior amid “enormous amounts of noise (observational data of no immediate relevance).”

The program, based in behavioral science, would have to distinguish anomalous behavior from normal behavior, and deceptive and malicious behavior from anomalous behavior, the solicitation reads.

A solicitation for another program — Anomaly Detection at Multiple Scales, or ADAMS — uses accused Fort Hood shooter Maj. Nidal Hasan to frame the problem. It asks how to sift for anomalies through millions of data points — the emails and text messages on Fort Hood, for instance — using a unique algorithm, to rank threats and learn based on user feedback.

The program is trying to look beyond computers to spot the point when a good soldier turns, whether that means homicidal or suicidal or ready to dump stolen data.

“When we look through the evidence after the fact, we often find a trail — sometimes even an ‘obvious’ one,” the solicitation states. “The question is, can we pick up the trail before the fact, giving us time to intervene and prevent an incident? Why is that so hard?”
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A Clunky Cyberstrategy

By Rebecca MacKinnon, ForeignAffairs.com, April 26, 2012 

Right now, more than 100 foreign intelligence organizations are trying to hack into the digital networks that undergird U.S. military operations. The Pentagon recognizes the catastrophic threat posed by cyberwarfare, and is partnering with allied governments and private companies to prepare itself.

Soon after Egyptian President Hosni Mubarak was ousted from power last year, protesters stormed the Egyptian national security headquarters, in which police records are housed. Some Egyptians found files the authorities had compiled about them. Others uncovered files focusing on friends and colleagues. There were wiretap transcripts, reams of printouts of intercepted e-mails, and mobile messages, communications once thought to be private.

As it turns out, American-made technology had helped Mubarak and his security state collect, compile, and parse vast amounts of data about everyday citizens. The Egyptian government was using "deep packet inspection" technology purchased from Narus, a Sunnyvale, California-based firm owned by Boeing. The company's most successful product is NarusInsight, which according to Narus' website, helps "network and security operators obtain real-time situational awareness of the traffic traversing their networks." In short, the same technology not only assists network administrators in pursuing attackers and intruders; it can also help governments patrol their citizens' online activities. Narus' core clients are the U.S. Department of Homeland Security and the National Security Agency, but a good portion of the company's business comes from abroad. In 2005, Narus signed a multimillion-dollar licensing deal for the use of its technology with Egypt, Palestine, Saudi Arabia, and Libya.

Noting the Narus case this week is particularly ironic as the White House announced new sanctions against Iran and Syria on Monday, aimed at technology that Tehran and Damascus are using to target their own citizens. On Monday, President Barack Obama said of the Internet and mobile technologies that they, "should be in place to empower citizens, not suppress them." 

In the Internet age, it is technically trivial for corporations and governments to gain access to people's private communications and track their movements. The Obama administration recognizes that online freedom requires not only an open and uncensored Internet, but also one on which government and corporate surveillance powers are appropriately constrained, so that citizens are protected against abuse, and abusers are held accountable. Without strong global standards of public transparency and accountability in how surveillance technologies are deployed, the empowering potential of the Internet diminishes quickly.

Yet, even as the White House clamps down in Iran and Syria, other parts of the U.S. government are driving the development of policies, regulatory norms, and business practices that make a mockery of Washington's well-meaning efforts to expand Internet freedom abroad. Put another way, although the State Department funnels millions of dollars to nonprofits fighting censorship and surveillance beyond U.S. borders, repressive digital surveillance around the world continues to expand in scope and sophistication.

Over the past four years, as part of Secretary of State Hillary Clinton's "global Internet freedom" agenda, the State Department has spent more than $70 million promoting Internet access around the world. The money has funded projects that produce circumvention software -- for example, Tor, Psiphon, Ultrasurf, and Freegate -- that has helped millions of people in China, Iran, and other countries access censored websites. Other initiatives have provided Internet security training for activists and bloggers. State Department-funded groups now publish technical training manuals in more than a dozen languages.

Underscoring the point, last December Clinton gave a speech at a Dutch-sponsored Internet freedom conference in The Hague, calling for a "global coalition to preserve an open Internet." Soon after her speech, the 34 member-states of the OECD adopted principles that stressed keeping the Internet open and interconnected and called on member states to "ensure transparency, fair process, and accountability." But then the document pivoted -- it emphasized the need to "encourage co-operation to promote Internet security" and "give appropriate priority to enforcement efforts." That language provided a loophole for governments to do what they deem necessary as long as the goal is labeled "security" and "enforcement." 

Path breaking as Clinton's global Internet agenda may be, it is dwarfed by a multi-billion dollar global censorship and surveillance technology industry. The bulk of that work emanates from research and development labs owned by companies based in North America and Western Europe whose main clientele -- as in the case of Narus -- are law enforcement and national security agencies of their own governments. According to the Washington Post, at a surveillance technology trade show held last year near Washington, D.C. known informally as the "wiretappers' ball," 35 federal agencies, alongside representatives from state and local law enforcement, joined representatives of 43 countries to inspect the wares of companies who manufacture the world's most state-of-the-art surveillance tools and devices. Such trade shows are held regularly around the world as part of a global market that sells an estimated $5 billion dollars worth of cutting edge surveillance equipment every year.

Despite the Obama administration's proclaimed commitment to global Internet freedom, the executive branch is not transparent about the types and capabilities of surveillance technologies it is sourcing and purchasing -- or about what other governments are purchasing the same technology. Trade shows such as the wiretappers' ball are highly secretive, and ban journalists from attending. None of the U.S. agencies that attended the wiretappers' ball -- including the FBI, the Secret Service, and every branch of the military -- were willing to comment when a reporter queried them about their attendance. 

Revelations over the past several years, however, show that these technologies are deployed in illegal and unconstitutional contexts. The American Civil Liberties Union recently uncovered evidence that police departments around the United States used of cell phone tracking technology in non-emergency situations -- without court orders or warrants. In 2004, a whistleblower revealed that the National Security Agency built a secret room inside an AT&T facility in San Francisco, into which all phone and e-mail traffic passing through the facility was copied. The software used to inspect the data and transmit anything of interest back to the NSA came from Narus. According to national security expert James Bamford, secret NSA rooms using Narus technology are still operating at AT&T facilities around the country.

Meanwhile, on Thursday the House of Representatives passed the Cyber Intelligence Sharing and Protection Act (CISPA), a cyber-security bill that supersedes all existing privacy laws by authorizing Internet service providers and other companies to share information -- including customers' private communications -- with the National Security Agency and other federal entities. Civil liberties groups opposed the bill out of concern that it allows the sharing of citizens' personal communications without due process or judicial oversight. Indeed, even as American networks come under constant attack by cyber-criminals and military-grade overseas hackers, CISPA threatens to undermine the citizen's right to privacy from unreasonable search and surveillance.

An eleventh-hour announcement that Obama will veto CISPA in its present form signaled that the White House understands the problems of unfettered surveillance. An e-mail from the Office of Management and Budget sent on Wednesday afternoon cautioned that, "legislation should address core critical infrastructure vulnerabilities without sacrificing the fundamental values of privacy and civil liberties for our citizens." The White House has also sought to promote responsible consumer data collection and sharing practices by companies. In February, it released a blueprint for a Consumer Privacy Bill of Rights and made a pledge to work with companies and civil society to ensure that citizens' private information is collected and used in a responsible, transparent manner. 

Vetoing CISPA and promoting consumer privacy are important steps, but if the United States is to have a truly credible global Internet freedom agenda, both the administration and Congress have to demonstrate a clear and consistent commitment to Internet freedom at home.

There are several steps to be taken. First, Congress should pass legislation requiring "know your customer" due diligence standards for companies selling network security technology that can also be used for censorship and surveillance. Monday's sanctioning of Iran and Syria was a first step, but as the Narus case in Egypt shows, the abuses are by no means limited to those two countries. The Electronic Frontier Foundation (EFF), an organization dedicated to protecting civil liberties of Internet users, has called for legislation modeled after the Foreign Corrupt Practices Act. The EFF recommends a framework for companies to audit and keep track of their customers. Companies should have a due diligence process to determine the likelihood that their technologies will be used to carry out human rights abuses before doing business with a particular country or distributor. 

Congress can also establish requirements on tech firms to report on how user information is gathered and retained, and how and under what circumstances it is shared with governments (including the U.S. government) in all markets in which a company operates. Google has taken a step in this direction with its Transparency Report, which tracks the numbers of requests it receives from governments to take down content or hand over user information, broken down by country. Similar reporting could be required of all U.S. companies.

In many ways, Washington must lead by protecting U.S. citizens against unaccountable surveillance at home. Requiring regular and accurate reporting by government agencies, as well as federal and state law enforcement, on how information about citizens' activities is obtained would limit the potential for abuse. Likewise, a comprehensive review of federal and state surveillance practices, subjected to the same standards applied by the administration to CISPA would establish clearer standards for what is acceptable, and what is not. 

There is also specific legislation that needs reform, firstly the Patriot Act, which gives several government agencies sweeping authority to spy on individuals inside the United States -- and in some cases without any suspicion of wrongdoing. Likewise, the time has come to rescind the FISA Amendments Act, which was passed in 2008 and gave the NSA new power to conduct comprehensive dragnet surveillance of Americans' international telephone calls and e-mails, without a warrant, without suspicion of any kind, and without sufficient judicial oversight. 

Lastly, the Electronic Communications Privacy Act was passed in 1986 and never revised, despite the massive technological innovations that have taken place since. ECPA requires authorities to obtain a warrant in order to access to a document stored on a computer but makes it much easier to access documents and personal communications stored by third-party e-mail and web-hosting services without a warrant requirement. In the age of cloud computing this leaves Internet users exposed to unreasonable search and surveillance without legal recourse.

The U.S. global Internet freedom agenda will only succeed in the long run if the United States can find a way to live up to its own values and offer a vision -- in practice -- of what a digital future based in civil liberties can provide. So long as confusion reigns, there will be no successful global Internet agenda, only contradiction.
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Us Army Cyber Command Has Never Seen A Cyber Attack

By Liam Tung, CSO Online (Australia), 17 May, 2012

The US Government, like most others, is openly building up offensive ‘cyber’ capabilities, but the arms race is on before the world has even seen a real cyber attack, says Robert Clark, operational attorney for the U.S. Army Cyber Command. 

“With all due respect to all my friends out here doing this, we’ve never seen a cyber attack because I’m looking at a very specific definition of what a cyber attack is,” Clark on Tuesday told the AusCERT conference in Queensland.

“Stuxnet was not a cyber attack. Estonia, nope. Georgia, nope.”

The cyber attacks on Estonia and Georgia could not be considered real because neither could be tied back to a nation-state.

“If you can’t tie it back to a nation state, you can’t call it a cyber attack because the law of armed conflict applies between states, not individuals,” said Clark. 

China remains the poster-child for industrial and national espionage, but Clark noted that while espionage on domestic turf carries tough penalties, espionage is not illegal under international law and was rife. The question of where and when to use ‘cyber’ force, however, is more complicated.

Stuxnet, thought to have been developed by Israel with the aid of the US, was definitely a “game changer”, said Clark, but it too failed to qualify for one reason. 

“Iran didn’t call it an attack. They didn’t step up and say, ‘We’ve had a cyber attack’. Why? I don’t know,” said Clark, explaining that a critical criterion for an attack is the target's declaration that the incident is, in fact, ‘an attack’.

“The nation state that gets attacked gets to announce and decide whether they have suffered a ‘use of force’ or an ‘armed attack’.” 

In turn that might influence how to define a proportional response. 

Still, Stuxnet did satisfy two other conditions of ‘armed conflict’, including physical destruction of a system and, assuming Israel was behind it, a proportional response to an “imminent threat”.

“Under the law of armed conflict, you have to have necessity, proportionality; it’s got to be a non-discriminatory weapon, which means it’s got to be a targeted weapon,” said Clarke.

“[Stuxnet] was very discriminatory because it was looking for that one SCADA system, that Siemens machine, with the Iranian subsystem and the Finnish aspect in there.” 

Symantec researchers in 2010 detailed the trigger for Stuxnet was at least 33 frequency converter drives made by Fararo Paya in Iran or by Finnish company Vacon. Because it was unlikely to find Iran’s equipment anywhere but Iran, the finding suggested the malware was designed specifically to target Iran's facility. 

“And if it wasn’t there, this thing goes off the box June 24th 2012, or it would just go away or just lay there dormant, doing nothing. So it was a very discriminatory device.”

Was Stuxnet proportional if it was an attack by one state on another?

“I don’t know. Which one is better: dropping a 20,000 pound bomb on the dang thing or knocking it out with a cyber attack? So no deaths, just destruction—very proportional to the threat being faced,” said Clark.

Table of Contents


Video: Chinese Information Warfare seminar
Posted on 15 May, 2012 by CWZ
The Potomac Institute Cyber Center hosted a special program on Fundamentals of Chinese Information Warfare and Impacts on the Western World on Friday, May 11, 2012. The special guest speaker was William T. Hagestad II, author of the new book 21st Century Chinese Cyberwarfare
Program

Opening Remarks:

Michael S. Swetnam, Chairman and CEO, Potomac Institute for Policy Studies

Speaker:

William T. Hagestad II, Author, 21st Century Chinese Cyberwarfare

Commentary by:

Dr. James Mulvenon, Vice President, Intelligence Division and Director, Center for Intelligence Research and Analysis, Defense Group, Inc.

Amb. David J. Smith (Ret.), Potomac Institute Senior Fellow and Director, Potomac Institute Cyber Center

William's first book, "21st Century Chinese Cyber Warfare" was published on 1 March 2012!

This single volume of information about the People's Republic of China and her cyber warfare doctrinal development and history can be ordered either directly on this website - (HERE) or via Amazon.com

Lieutenant Colonel (RET) William Hagestad is an internationally recognized subject matter expert on the Chinese People's Liberation Army & Government Information Warfare. He advises international intelligence organizations, military flag officers, and multi-national commercial enterprises with regard to their internal IT security governance and external security policies. The linguistic, historical, cultural, economic and military aspects of the Chinese Cyber Warfare are his forte. When national cyber security or protection of intellectual property is in question from Chinese Cyber Threats, Hagestad is consulted.

Enlisting in the United States Marine Corps in 1981, LtCol Hagestad's military experience and service spans over 27 years. He served in numerous command posts, including acting as the Anti-Terrorism Office for Marine Central Command during the initial build-up and subsequent operations in Iraq during 2002-2003, and serving with both I and II Marine Expeditionary Force (MEF) and the US Army's 1st Armored Division in Ramadi, Al-Anbar Province Iraq during 2006-2007. His personal decorations in the Navy Commendation Medal, Navy include the Achievement Medal with Gold Star, Operation Iraqi Freedom Medal with single campaign star, and the Global War on Terrorism Medal He continued to serve in an advisory position as an Anti-Terrorism/Force Protection Officer until retiring in 2011. 

LtCol Hagestad provides current cyber threat assessments to international defense, intelligence and law enforcement entities. He speaks both domestically and internationally on the Chinese Cyber Threat. His first book, “21stCentury Chinese Cyber Warfare” was published March 2012.

Video Link: http://www.youtube.com/watch?feature=player_embedded&v=h4qlHMJkbs8 – note: video is just under 2 hours long.
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Adm. McRaven Defends U.S. Information Operations Overseas 

From National Defense magazine (Blog Post), 23 May 2012

TAMPA, Fla. — The leader of U.S. Special Operations Command is defending military information campaigns that have come under attack on Capitol Hill.

The House Defense Appropriations Committee last week voted to cut $81.5 million from the Pentagon's $251.6 million request for military information support operations (MISO) aimed at generating support overseas for U.S. activities. Critics say that the Defense Department has done a poor job of quantifying results of such efforts.

But SOCOM Commander Adm. William McRaven said that MISO programs, now being audited by the Government Accountability Office, are essential tools that in many ways can help prevent serious conflicts. The commander said he is one of many officials working with lawmakers to explain to them exactly what these operations can do for the military.

But it has been difficult to break through the misconceptions, he said.

“There is some baggage that comes with information operations. There is this belief that it is psychological operations, that we are somehow conducting . . . nefarious operations to influence people and frankly that's not the case,” McRaven said. “Military information operations are about the truth. It's about putting the truth out there.”

Army special operators describe MISO as the use of persuasion to influence perceptions and encourage desired behavior. Soldiers assigned to these tasks communicate information to large audiences through radio, television, leaflets and loudspeakers. During Desert Storm, these operations led to the surrender of thousands of Iraqi soldiers, officials said. MISO relies “on logic, fear, desire or other psychological factors to promote specific behaviors,” according to an Army special operations recruiting website. “The ultimate objective of [MISO] is to convince enemy, neutral and friendly governments, forces and populations to take actions favorable to the United States and its allies.”

SOCOM works hand-in-hand with the State Department and local populations in particular countries to make sure “we are putting out the right message,” he said. The message may be about stopping corruption or AIDS prevention, but it always is based on truth, he said.

“I just think we have to get that message to Capitol Hill and make sure they understand the true nature of MISO operations,” McRaven said. “I think they'll come around.”
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China 'Pursuing Steady Military Build-Up'

From World News Australia, 19 May 2012, 

China is exploiting Western commercial technology, conducting aggressive cyber espionage and buying more anti-ship missiles as part of a steady military build-up, the Pentagon said.

Beijing aims to take advantage of "mostly US" defense-related technologies in the private sector in a concerted effort to modernize the country's armed forces and extend China's reach in the Asia-Pacific region, the Pentagon wrote in a report to Congress.

The annual assessment of China's military resembled previous reports but adopted more diplomatic language, possibly to avoid aggravating delicate relations with Beijing, analysts said.

"I am struck by the decidedly mellow tone," Christopher Johnson of the Center for Strategic and International Studies told AFP.

Chinese officials are sure to privately welcome the report's wording, after having been irritated by a strategy document issued by President Barack Obama in January that portrayed China as a military rival.

"This is much friendlier" than the January strategy paper, Johnson noted.

The report said Beijing had a goal of leveraging "legally and illegally acquired dual-use and military-related technologies to its advantage."

"Interactions with Western aviation manufacturing firms may also inadvertently benefit China's defense aviation industry," the Pentagon warned.

Echoing recent warnings from intelligence officials, the Pentagon also blamed China for "many" of the world's cyber intrusions over the past year targeting US government and commercial networks, including companies "that directly support US defense programs."

The report warned that "Chinese actors are the world's most active and persistent perpetrators of economic espionage," and predicted that those spying efforts would continue.

China's investments in cyber warfare were cause for "concern," said David Helvey, acting deputy assistant secretary of defense for East Asia and Asia Pacific security affairs.

Beijing was clearly "looking at ways to use cyber for offensive operations," Helvey told reporters.

The American military has long worried that China could potentially limit the reach of US naval ships in the western Pacific with new weapons, and the Pentagon report underlined those concerns.

China "is also acquiring and fielding greater numbers of conventional medium-range ballistic missiles (MRBMs) to increase the range at which it can conduct precision strikes against land targets and naval ships, including aircraft carriers, operating far from China's shores beyond the first island chain," said the report.

Beijing is pouring money into advanced air defenses, submarines, anti-satellite weapons and anti-ship missiles that could all be used to deny an adversary access to strategic areas, such as the South China Sea, it said.

US strategists -- and some defense contractors -- often refer to the threat posed by China's so-called "carrier-killer" missiles, but Helvey said the anti-ship weapons currently have "limited operational capability."

China's military budget officially reached $106 billion in 2012, an 11.2 percent increase.

But the US report said China's defense budget does not include major expenditures such as improvements to nuclear forces or purchases of foreign-made weapons. Real defense spending amounts to $120 to $180 billion, the report said.

US military spending, however, still dwarfs Chinese investments, with the Pentagon's proposed budget for 2013 at more than $600 billion.

Despite a sustained increase in defense spending over the past decade, China has experienced setbacks with some satellite launches and ambitious projects to produce a fifth-generation fighter jet and modern aircraft carrier still face challenges, according to the report.

Although looking to expand its traditional missions to include counter-piracy and humanitarian efforts, the top priority of the People's Liberation Army remains a possible conflict in the Taiwan Strait.

The report said China is focused on preventing the United States from intervening successfully in support of Taiwan.

The document was released as the House of Representatives voted to force the US government to sell 66 new fighter-jets to Taiwan.

President Barack Obama's administration, anxious to keep ties with China on track, is only planning to upgrade existing planes. The measure still needs Senate approval.
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Winning Without Fighting: Chinese Legal Warfare

By Dean Cheng, Heritage Foundation, May 21, 2012 

Download PDF 

More Abstract: Over the past decade, there has been growing interest in legal warfare or “lawfare.” While the U.S. is focusing on the interplay between the law and counterinsurgency operations, China is approaching lawfare from a different perspective: as an offensive weapon capable of hamstringing opponents and seizing the political initiative. Indeed, Chinese planners are almost certainly preparing legal war plans aimed at controlling the enemy through the law or using the law to constrain the enemy. Consequently, the United States must take steps to prepare for the possibility of legal warfare and incorporate defensive measures into its strategic, operational, and tactical policies.

Over the past decade, many nations have demonstrated a growing interest in legal warfare or “lawfare.” In the United States, lawfare discussions are focusing on the interplay between the law and counterinsurgency operations. Specifically, the U.S. is concerned that opponents, especially insurgents, may employ legal means to secure victories that they cannot obtain on the battlefield.

The People’s Republic of China (PRC), and, in particular, the People’s Liberation Army (PLA), is approaching lawfare from a different perspective: as an offensive weapon capable of hamstringing opponents and seizing the political initiative in wartime.

Context: The “Three Warfares” 

Chinese writings often refer to the “three warfares” (san zhan): public opinion warfare, psychological warfare, and legal warfare. Chinese analyses almost always link the three together, as they are seen as interrelated and mutually reinforcing.

1. Public opinion/media warfare is the struggle to gain dominance over the venue for implementing psychological and legal warfare. It is seen as a stand-alone form of warfare or conflict, as it may occur independent of whether there is an actual outbreak of hostilities. Indeed, it is perhaps best seen as a constant, ongoing activity, aimed at long-term influence of perceptions and attitudes. One of the main tools of public opinion/media warfare is the news media, including both domestic and foreign entities. The focus of public opinion/media warfare is not limited to the press, however; it involves all of the instruments that inform and influence public opinion (e.g., movies, television programs, and books). 

2. Psychological warfare provides the underpinning for both public opinion/media warfare and legal warfare. With regard to the PLA, psychological warfare involves disrupting the enemy’s decision-making capacity by sapping their will, arousing anti-war sentiments (and therefore eroding the perception of popular support), and causing an opponent to second-guess himself—all while defending against an opponent’s attempts to conduct similar operations. 

3. Legal warfare is one of the key instruments of psychological and public opinion/media warfare. It raises doubts among adversary and neutral military and civilian authorities, as well as the broader population, about the legality of adversary actions, thereby diminishing political will and support—and potentially retarding military activity. It also provides material for public opinion/media warfare. Legal warfare does not occur on its own; rather, it is part of the larger military or public opinion/media warfare campaign. 

In order to be as effective as possible, both psychological warfare and legal warfare require the use of public opinion warfare. Public opinion warfare and legal warfare require psychological warfare guidance so that their targets and methods can be refined. Public opinion warfare and psychological warfare are, in turn, strengthened by information gleaned through legal warfare.[1]

Legal Warfare: Chinese Definitions 

In the People’s Republic of China, and especially the PLA, the concept of legal warfare (falu zhanzheng or falu zhan) has sparked a great deal of discussion. This interest was codified when, on December 5, 2003, the PRC promulgated the “Political Work Regulations of the Chinese People’s Liberation Army”—a regulation specifying that the General Political Department (GPD), in its implementation of political work, was to undertake the “three warfares.”[2]

From the Chinese perspective, political warfare, including legal warfare, is seen as a form of combat. Military combat preparations include the development and innovation of military political work, as well as more kinetic forms of operations. Indeed, political warfare is seen as a vital complement for more traditional forms of military operations. While they may not be decisive in their own right, political warfare tactics nonetheless may allow their practitioner to seize the initiative and otherwise multiply the effects of military power.

Legal warfare, at its most basic, involves “arguing that one’s own side is obeying the law, criticizing the other side for violating the law [weifa], and making arguments for one’s own side in cases where there are also violations of the law.”[3] The instruments of legal warfare include national laws as well as the full range of legal instruments: legislation, judicial law, legal pronouncements, law enforcement, and legal education.

Like more conventional forms of warfare, legal warfare is conducted under a unified command organization. It will include the use of the law in implementing offensive actions, defensive actions, counterattacking actions, and other forms of combat. Legal warfare includes such operations as legal deterrence (falu weishe) and the imposition of sanctions (zhicai).

In order to influence domestic and foreign populations and leaders, legal warfare is most commonly employed before the outbreak of physical hostilities. Furthermore, such a preemptive legal strike can weaken opposing coalitions while building support for one’s own side. In wartime, “The aim is to psychologically dissipate the other sides’ fighting will in both the military and the civilian realms, while exciting one’s own military and civilian passions and obtaining international sympathy and support.”[4]

Legal warfare is also an important tool for consolidating gains made during a war.

Context: Influences Shaping Legal Warfare 

Underlying the Chinese interest in legal warfare are two broad influences: a different view of the role of law and a perception that other states already employ legal warfare.

Chinese Views of the Role and Rule of Law. Important historical and cultural considerations inform the PRC’s understanding of legal warfare, an understanding that is very different from that of the West. The concept of the rule of law—that the law exists as a distinct autonomous entity and applies to both the ruler and the ruled—is one of the foundations of the West’s legal traditions. Despite its importance to the West, however, the rule-of-law maxim remained weak throughout imperial China and was ultimately devastated by Maoist rule.

The Confucian and Legalist schools of thought had the greatest impact on imperial Chinese understanding of the law. Confucianism emphasized morality and ethics as the proper basis for managing society. Laws were secondary to the network of obligations enunciated under the Confucian ethic, supplemented by the presence of “moral men” who would apply the law and, more important, enforce morality and ethics. The Legalist “school” (more a loose set of ideas articulated by various scholars who disagreed with Confucianism) placed more emphasis on the creation of legal (as opposed to ethical) codes. But, like the Confucianists, the Legalists saw the law as a means of enforcing societal (and state) control of the population. No strong tradition that held the law as a means of constraining authority itself ever developed in China.

In the broadest sense, pre-1911 Chinese society viewed the law from an instrumental perspective—a means by which authority could control the population rather than a control extended over authority. Thus, imperial China may be said to have experienced rule by law, not rule of law. Not surprisingly, a strong, independent judiciary failed to develop in imperial China, while lawyers were neither numerous nor held in high esteem.[5]

During the early years of the PRC, Chinese legal development was influenced by the Marxist perspective that the “law should serve as an ideological instrument of politics.”[6] Consequently, during the formative years of the PRC, the Chinese Communist Party (CCP) considered the law to be essentially an instrument of governance, but not a constraint upon the Party, much less the Great Helmsman (Mao Zedong). In any case, the Party exercised rule by decree rather than through legal mechanisms. During the Cultural Revolution, Mao himself effectively abolished both the judiciary and the legal structure.[7]

Since the passing of Mao, the CCP has made a concerted effort to create a body of laws—a tacit admission that governance by decree is incompatible with the expansion and modernization of China’s economy. Most of these new regulations, however, focus on commercial and contract law; the legal structure for criminal and civil law remains weak, and international law is virtually nonexistent. Moreover, the law remains an instrument that applies primarily to the “masses,” as opposed to the Party. As a result, China is still subject to rule by law rather than the rule of law.

Chinese Perception of Legal Warfare in the West. If China has an instrumentalist view of the law, it perceives that others share that perspective, at least when it comes to the role of law in international relations and especially warfare. As Carl von Clausewitz observed, “War is an act of force to compel our enemy to do our will…. [Attached to] force are certain self-imposed, imperceptible limitations hardly worth mentioning, known as international law and custom, but they scarcely weaken it.”[8]

Nor is this solely a matter of legal philosophy. According to PLA analyses of recent conflicts, including the two Gulf Wars, the United States is one of the leading practitioners of legal warfare.

For example, Chinese analysts note that in the first Gulf War, the United States obtained U.N. authorization for sanctions, as well as the use of force, against Iraq, thus providing itself with a legal basis for waging war. The ability to impose sanctions legally is a powerful instrument of legal warfare, as it affects all the partners of the sanctioned state (including those who might have opposed the imposition of sanctions in the first place). Chinese authors also note that the U.S. used the law to justify such actions as the bombing of both the al-Firdos bunker (which Chinese writings describe as an air raid shelter) and retreating Iraqi forces.[9]

Furthermore, PRC analyses note that in the Kosovo conflict, even though the United States failed to obtain U.N. authorization, the U.S. argued that its actions were “consistent with the law” because they were undertaken under NATO auspices.

Finally, the PRC studied the second Gulf War, a conflict for which the U.S. did not obtain formal U.N. authorization and in which NATO was not involved. Beijing believes Washington was able to manipulate international law to portray the Iraqis as violating previous U.N. resolutions regarding weapons of mass destruction. These violations were, in turn, sufficient to provide a legal justification for the invasion of Iraq. Even more disturbing, in the view of PRC authors, was the use of threats of legal prosecution, in many cases transmitted directly to Iraqi generals to dissuade them from following any orders Saddam Hussein might have issued for the use of WMD.

It should be noted that, from the Chinese perspective, it was the Iraqis who waged more successful, albeit defensive, legal warfare in the second Gulf War. Through adroit legal and diplomatic maneuvering, Iraqi officials were able to prevent the U.S. from securing U.N. approval for its actions.

The Iraqis’ legal advantage, however, did not translate into meaningful military or political benefit. According to PRC analyses, by conducting over a decade of public opinion warfare, the United States was able to demonize Saddam Hussein to the extent that Baghdad was unable to capitalize on its legal warfare victories. Consequently, no nation was willing to support Iraq openly, despite (in Beijing’s view) Iraq’s superior legal case and the lack of legal authority for the American action. Legal warfare, therefore, is not decisive on its own—it must be backed by military capability.[10]

Aside from recent wars, the Chinese also perceive a legal warfare component in two major irritants in Sino–U.S. relations. The United States has long justified the sale of arms to Taiwan as a requirement of the Taiwan Relations Act (TRA). In particular, the following clause is essential: “The United States will make available to Taiwan such defense articles and defense services in such quantity as may be necessary to enable Taiwan to maintain a sufficient self-defense capability.”[11] From Beijing’s perspective, the U.S. is claiming that its domestic laws justify, if not require, interference in what Beijing has long termed a purely domestic concern.

Similarly, Beijing has argued that the annual Department of Defense (DOD) report to Congress on Chinese military developments is an obstacle to better relations and has compared these documents with the Cold War–era Soviet Military Power reports. That the report is mandated under the fiscal year (FY) 2000 National Defense Authorization Act does little to assuage the Chinese, who consider these reports to be an example of legal warfare facilitating public opinion warfare, which in turn serves the American goal of stoking the “China threat” fear.

Legal Warfare: American Views 

In some ways, the Chinese definition of legal warfare is not that different from the one held by U.S. analysts, who define legal warfare (or lawfare) as “a method of warfare where law is used as a means of realizing a military objective.”[12] Thus, both Chinese and American analysts, at one level, see legal warfare as the use of law as an instrument of war. Upon closer examination, however, the differences between the two nations’ understanding of legal warfare become clear.

First, American analysts often point out that discussions of legal warfare are distinct from the use of laws to determine whether a nation is justified in going to war (jus ad bellum) or to govern the conduct of armies and nations in war (jus in bello). Whether a war is just is, from the American perspective, an issue separate from the concept of legal warfare.

On the other hand, the proper conduct of armies and nations, especially in the context of the Laws of Armed Conflict (LOAC), is seen as integral to legal warfare. A brief, non-exhaustive review of American writings suggests that U.S. analysts of legal warfare focus on how charges of violations of the LOAC might be used to frustrate or hinder American military operations, especially in the context of counterinsurgency (COIN) operations.

In his landmark 2001 essay on legal warfare, then-Colonel Charles Dunlap observed that a particular form of legal warfare was gaining broader acceptance: “a cynical manipulation of the rule of law and the humanitarian values it represents.”[13] Dunlap raised the concern that lawfare was pursued not so much to ensure that nations followed the LOAC, but to “destroy the will to fight by undermining the public support that is indispensable” for successful war-fighting, especially in democracies such as the United States. [14]

Dunlap himself has since somewhat modified this view, emphasizing that the concept of legal warfare is neutral rather than pernicious. He has recently described legal warfare as “the strategy of using—or misusing—law as a substitute for traditional military means to achieve an operational objective,” eliminating the presumption that it is misuse of the law (while noting that such misuse may nonetheless occur).[15]

Even where it is not seen as a deliberate misuse of the law, there are concerns that legal warfare will hamper Western, and especially American, military operations. As a summary of a 2003 Council on Foreign Relations conference observes, “Lawfare can be used to undercut American objectives.”[16] Furthermore, the 2005 National Defense Strategy of the United States (NDS) placed lawfare (the use of “judicial processes”) alongside terrorism and international fora in its list of American vulnerabilities.[17] In the 2008 NDS, the Department of Defense noted that there is a significant concern with violent extremist movements “hiding behind international norms and national laws when it suits them, and attempting to subvert them when it does not.”[18] The 2008 NDS goes on to state that there is a need to address “growing legal and regulatory restrictions that impede, and threaten to undermine, our military readiness.”[19]

The U.S. remains concerned that Western military commanders will operate under excessive restraint, choosing to err on the side of caution for fear of violating international law—especially the LOAC. Exacerbating this undue caution would be concerns about undercutting public support, both at home and abroad, if military operations were seen as contravening legal standards.

In some respects, Western militaries have already begun to restrain themselves. From the suspension of airstrikes after the bombing of the al-Firdos bunker in the 1991 Gulf War to imposition of restrictive rules of engagement governing airstrikes in Afghanistan, fear of legal sanction (and attendant loss of public support) has constrained the West’s ability to exploit its considerable military advantages.[20] For example, the DOD is said to have forgone certain cyber attacks against Slobodan Milosevic during the Kosovo conflict because of the possibility that such actions might be construed by some as constituting war crimes.[21] More controversially, permission for an orbiting Predator drone to attack Mullah Omar early in the Afghanistan war was reportedly withheld due to legal concerns about civilians in Omar’s convoy.[22]

Differences Between American and Chinese Views on Legal Warfare 

In surveying (briefly) American and Chinese views on legal warfare, it becomes apparent that there are both strategic and operational/tactical differences between those views.

Strategic Level. The most important strategic difference between the two nations is that there is little evidence that Chinese analysts and decision-makers see legal warfare as a misuse of the law. Given the much more instrumentalist view of the law in Chinese history, the idea that the law would be employed toward a given end (in support of higher military and national goals) would be consistent with Chinese culture but problematic, if not antithetical, from the Western perspective.

Chinese writings specifically note that the purpose of legal warfare is to obtain military, and not legal, victory. In this regard, it is essential to recall that legal warfare occurs only in the context of actual warfare; legal disputes and proceedings in a non-military context are not legal warfare. Consequently, legal warfare, from the Chinese perspective, must focus on a conflict’s political objective: attaining previously determined objectives and retaining the political initiative.

A second strategic difference is that the Chinese view legal warfare (as well as public opinion warfare and psychological warfare) as beginning before the onset of formal hostilities—and continuing afterward. This distinction has important implications, as it entails pre-war “preparation of the battlefield” and post-conflict legal maneuverings that, like wartime legal warfare activities, are aimed at fulfilling larger strategic goals.

In this regard, PRC writers assign equal importance to preparing the legal and physical battlefields. Such preparations include the creation of legal experts—both military lawyers and a cadre of internationally recognized legal scholars—whose opinions will carry influence abroad as well as at home.

Such efforts also involve the legal preparations so that legal warfare will have a proper foundation. While much of the discussion focuses on domestic laws and regulations, it is also likely to involve influencing international laws and customary legal understandings. One Chinese article noted that publicizing Chinese laws and regulations is essential so that Chinese legal perspectives are “recognized by the international community.”[23]

In this light, the passage of several Chinese laws governing territorial claims over Taiwan should be seen both as providing a foundation for legal warfare and as a means of influencing the broad international community. In particular, the 2005 Anti-Secession Law should be seen as providing the basic legal justification for any move against Taiwan (or Tibet or Xinjiang). In addition, though, the 1992 Law on the Territorial Sea and the Contiguous Zone may also have a legal warfare function even though it was enacted before the recent focus on lawfare. Similarly, China’s idiosyncratic interpretations of the U.N. Convention on the Law of the Sea (UNCLOS), whether it is regarding its claims to the South China Sea or to the Arctic, should be seen as strategic-level preparation for legal warfare.

Operational/Tactical Level. The PRC’s discussions of legal warfare (and political warfare in general) emphasize the importance of coordinating military and legal operations. This blurring of the political and the martial is in sharp contrast to the attitude of U.S. military operators who consider psychological operations (renamed military information support operations or MISO) as distinct from typical military activities.

In this regard, the General Political Department may simplify the PLA’s legal warfare efforts. At present, there is an entire GPD chain of command that is separate from the operational chain of command (but still within the PLA). Therefore, the PLA is potentially able to execute a unified political warfare campaign from strategic to tactical level. Furthermore, because of the intimate, extensive links between operational and political officers, it is possible that legal warfare operations may be integrated into military operations more smoothly than in Western military operations. When considered alongside the PLA’s commitment to waging political warfare under a unified command structure, these facts suggest that there may be a political warfare cell within the campaign headquarters that oversees Chinese legal warfare operations, especially within the joint campaign command headquarters (JCCH).[24]

Such coordinated legal warfare operations, in turn, would most likely be offensive in nature. As noted, there is a fundamental cultural divergence about the role of the law in general, a divergence that extends to the LOAC. Western military legal experts appear more focused on ensuring that their forces and commanders are not liable to war crimes charges than they are on undertaking offensive legal warfare, unlike their Chinese counterparts.

This variance is compounded by the differences between the PRC and the U.S. in their allocation of legal warfare responsibilities. With regard to the American side, it is diplomats (informed by a variety of legal and political advisers) who are often responsible for “offensive” legal warfare rather than traditional military forces, much less military legal bodies. Not only are these actions not necessarily coordinated with military actions; they are not even necessarily considered (by the implementing bodies) to be offensive legal warfare.

By contrast, Chinese writings suggest a conception of legal warfare that would involve a range of activities intended to seize the initiative on the legal and public opinion battlefield in addition to disrupting an opponent’s military activities. These activities would include legal coercion/deterrence efforts, which would warn an opponent that they were under close scrutiny for possible violations of the laws of armed conflict; legal strikes, which would charge the enemy with operational activities in violation of international and domestic laws; and legal counterattacks, which would highlight the enemy’s attempts to slant or misrepresent international law, unfavorably contrast their conduct with one’s own (in legal terms), and counter any enemy legal activities.[25]

Potential Chinese Application of Legal Warfare 

Chinese planners are almost certainly preparing legal war plans aimed at “controlling the enemy through the law, or using the law to constrain the enemy [yifa zhidi huo yong fa zhi di].”[26] Some of these efforts are likely indistinguishable from typical governmental activities, such as the expansion of the military legal infrastructure. For example, China has been expanding its entire corpus of laws while training additional lawyers, so it is quite probable that the military would benefit from additional human resources whether it was engaging in legal warfare or not.

The PRC, however, will likely take some actions that stand out as obvious attempts to advance a legal warfare agenda. In the pre-war context, some of the possible legal warfare measures include research into third-party laws and regulations and exploitation of identified vulnerabilities, influencing international legal customs and laws, and creating a cadre of international legal experts. The last two have already been mentioned. The first, however, is an important additional consideration.

There can be little doubt that the PLA and Chinese leaders in general are well aware that the success of U.S. military operations often hinges on access to foreign bases. Much of the recent discussion of anti-access/area-denial operations has focused on the physical weapons that might be employed to prevent American military access. But the increasing emphasis on political warfare suggests that there are additional (rather than alternative) anti-access measures available to Beijing.

The most obvious such measure would be the filing of a variety of legal motions in American courts aimed at delaying any American intervention. These motions could be filed in response to a host of issues, ranging from the War Powers Act to the right to mobilize various American resources. More subtle actions could include legal action related to environmental or labor law—areas that, while not directly related to foreign policy and national security, could still have an impact on U.S. military operations.

Such efforts are not limited to the U.S. and may also be aimed at any of America’s allies and security partners—such as Australia, Singapore, and the Philippines—that might provide the U.S. with forward basing facilities. Such efforts would be coordinated not only with military activities (overflights, naval exercises), but also with economic measures such as promises of expanded investment or threats of factory closures, as well as diplomatic-legal steps such as support in other territorial or economic disputes (e.g., World Trade Organization cases).

In particular, Japan appears vulnerable to legal warfare. Japan’s pacifist constitution (as embodied in Article IX) and Japanese laws and policies pertaining to national defense and military engagement (e.g., rules governing arms trade) create fertile ground for the raising of legal issues about support provided by Tokyo to the United States. One could imagine, for example, legal challenges to the U.S.–Japan defense guidelines in a period of tension, coupled with a PRC public diplomacy and public opinion campaign warning Japan of dire consequences should it challenge China. Similarly, any provision of Japanese weapons, or even fuel and food, to American forces might be seen as contravening Japanese rules regarding arms exports to belligerents.

Such challenges are likely to begin in peacetime, both (ideally for the Chinese) in order to prevent Japanese cooperation with the U.S. and in order to hamper American logistical planning. For example, American military planners would have to take into account the possibility that Japanese courts might limit Japanese cooperation with the U.S. Such a scenario would require American military planners to account for the spare parts and ammunition expected from Japanese sources—how much additional transport space would be required? This might not be a likely scenario, but given Japanese political ineffectiveness over the past several years, it must be considered.

The intensity of such measures is likely to rise as a crisis deepens or as military operations become more imminent. Such an uptick in activity would provide valuable intelligence and warning (I&W); however, in this scenario, local lawyers—not Chinese nationals or the Chinese government—might take many of these theoretical legal actions.

Nor would these measures necessarily be carried out at China’s behest; organizations or persons with no visible sympathies or links to the PRC could drive these actions. For example, an environmental activist group could attempt to limit the U.S. Navy’s anti-submarine warfare activities on the grounds that sunken nuclear-powered boats would constitute an environmental hazard. Similarly, where there is universal jurisdiction, there might also be attempts to use third-party national courts to issue warrants for the arrest or subpoena of American and allied military and political leaders, again without an explicit Chinese role.

In the wartime context, possible legal warfare measures include charges of war crimes against U.S. and allied forces and exploitation of “fault lines” between U.S. and allied laws. As noted, American analysts are concerned that during a conflict, the U.S. military might be accused of violating the LOAC, particularly if enemy forces tried to spark such a violation by, for instance, hiding forces among civilians.

Indeed, such concerns are hardly hypothetical: Consider the American experience with the Iraqis in the 2003 conflict (where Iraqi forces were deployed near mosques and hospitals) and the Israeli experience in Lebanon in 2006 (where Hezballah forces dispersed forces and matériel among civilians)—two recent examples of deliberate attempts to create violations of the LOAC. The potential resources available to a nation as large and wealthy as the PRC would multiply the problem substantially. Other possible forms of legal warfare might entail activities intended to raise doubts about which nation started a conflict.[27]

Chinese legal warfare measures would almost certainly occur in conjunction with psychological and public opinion/media warfare measures. Chinese analyses of the second Iraq War suggest that the ability of the coalition to contact Iraqi commanders and warn them not to employ weapons of mass destruction is deeply disturbing. It would not be surprising if the PLA sought to engage in comparable legal and psychological warfare operations against U.S. and allied commanders, attempting to dissuade them from engaging in military activities (e.g., attacking key infrastructure or transportation targets) that could be seen as violating norms or laws.

Moreover, in the context of a Taiwan contingency, Chinese legal warfare would most likely include not only offensive legal operations against the United States and its allies, but also a campaign in support of public opinion/media warfare measures intended to demonstrate that China’s actions were justified. Such a campaign would entail references to the Anti-Secession Law, perhaps as part of a legal/public opinion warfare effort to portray the CCP as having no choice but to act. At the same time, Beijing would almost certainly argue that any such conflict was a domestic issue because, as the PRC believes, Taiwan is part of China. How such a legal argument (that conflict with Taiwan was an internal affair) would affect Chinese policies ranging from the PRC’s “no-first-use” of nuclear weapons through treatment of prisoners of war is unclear.

Current PRC behavior suggests that one should not necessarily expect the Chinese to refrain from engaging in activities that they condemn in others. The Chinese do not necessarily accept that they operate under the same legal regime that they expect of others. For instance, the Chinese claim that although Okinotori (controlled by Japan) should not be an island, Chinese-claimed portions of the Spratlys should be. In 2010, they argued that the United States should not engage in naval activities in the Yellow Sea (an international body of water) while they themselves were engaged in major transits of the Miyako Straits. These actions suggest that China does not necessarily feel bound by the rules it invokes.

In the post-war context, Chinese legal warfare efforts would be aimed at consolidating gains that had been made and obtaining additional benefits where possible. It is difficult, at this time, to determine what those legal warfare measures might entail, but they would likely include adjudication of new frontiers and borders, dealing with prisoners of war (both those captured by the Chinese and those suffered by the PLA), and addressing war crimes charges. China almost certainly would also continue to push legal arguments that justified actions it had undertaken.

An American Response: The Future of U.S. Lawfare 

American emphasis on the rule of law has generally assumed that one’s adversaries will not engage in offensive lawfare—legal activities that are designed specifically to hamstring the opposition rather than seek legal redress. Chinese writings on legal warfare, however, serve as a warning that this might not be the case in the event of a Sino–American conflict. Equally as important, however, Chinese analysis suggests that international law, including the structuring of treaties, must be considered through the prism of legal warfare and how it might be exploited against American and allied interests.

The United States therefore must take steps to prepare for the possibility of legal warfare and incorporate defensive measures into its strategic, operational, and tactical policies. Specifically, the U.S. should:

Carefully examine new international commitments. At the strategic level, the growing Chinese interest in legal warfare highlights the need to examine new international commitments carefully. For example, Chinese legal warfare operations suggest that it would be wise for America to remain outside the U.N. Convention on the Law of the Sea (UNCLOS) regime. It has been insinuated that American failure to join UNCLOS leaves the U.S. vulnerable to legal warfare under UNCLOS, but a treaty that the United States has not ratified can hardly be seen as constraining the U.S. By contrast, once the treaty has been ratified, the U.S. would be subject to its jurisdiction.

In the context of U.S. naval operations, the PRC’s legal warfare could pose real problems. The Chinese claim that, under their interpretation of UNCLOS, foreign naval operations within another nation’s 200 nautical mile Exclusive Economic Zone (EEZ) should be subject to the approval of the owning state.[28] Such a position is at odds with the American interpretation but not necessarily that of other states, including India.[29]

There is little question that the Chinese are trying to use UNCLOS to restrict U.S. naval operations at a time when the Chinese navy does not yet have the wherewithal to do so directly. Joining UNCLOS would only further jeopardize American freedom of navigation. Yet it is by no means clear that China would feel itself constrained by the UNCLOS rules. In the ongoing confrontation with the Philippines over islands and shoals in the South China Sea, China has refused to submit to UNCLOS arbitration, although both Manila and Beijing are signatories.

Similarly, American championing of an international code of conduct for space operations begs the question of whether such a code of conduct could ultimately be wielded against American national security interests. As China seeks to develop anti-access/area-denial capabilities, American countermeasures are likely to entail operations against Chinese sensor networks—including space-based ones. Yet the code of conduct proposed by the Obama Administration would restrict interference with space-based systems (including jamming) and forbid the testing of systems that might generate space debris. If a military will fight the way it trains, how are American forces expected to practice defeating anti-access/area-denial systems? The lives of thousands of American servicemen hang on the answer to that question.

Incorporate legal warfare countermeasures into U.S. operational planning and training. At the operational and tactical levels, Chinese legal warfare suggests a need for U.S. operational planning and training that incorporates legal countermeasures. For an example of an effective legal countermeasure program, the U.S. need look no further than the Israeli “operational verification” measures, which provide Israeli combat units with trained documentation teams. In order to counter charges of illegal activities, these teams provide real-time documentation of military activities.[30] Such a move, of course, effectively cedes the initiative to opponents, as it grants them a measure of credibility by viewing their charges as something that requires rebuttal. 

Train American military legal experts to be more conversant with foreign military legal systems. Rather than focusing on how Chinese forces might be subjected to others’ application of legal warfare, PLA writings suggest that the Chinese will focus on identifying how opposing forces may be violating the LOAC and national and international laws. Consequently, American military legal experts should become more conversant with the military legal systems of the PLA (and other potential opponents) so as to be able to assess their adherence to the LOAC and their own national laws. In the cases of violations, not only should there be prosecution (which may not occur until after the conflict is concluded), but ample publicity should be focused on foreign failure to adhere to international norms, the LOAC, and national legal regimens. 

Address issues of legal interoperability with allied and friendly forces. One question posed by the legal warfare debate is of particular concern: The issue of legal interoperability and whether differences among allies’ legal systems and infrastructures might not create points of vulnerability.

In NATO’s Operation Allied Force in Kosovo, for example, “differences between the nineteen coalition members over what constituted a legal and legitimate target impacted unity of effort, lengthened NATO’s military decision cycle, and adversely affected the efficiency and morale of tactical level units.”[31] Lawyers from many of the coalition forces each reviewed targets according to national laws and regulations, apparently in an uncoordinated fashion and often with very different views of what constituted a legitimate military target. NATO forces faced a relatively overmatched opponent who had not spent months or years potentially preparing for legal warfare (including influencing both national and international laws). Against the PRC, such legal interoperability problems could be problematic—especially if exacerbated by pre-war attempts to alter or modify such legal concepts as what constitutes valid military targets.

To avoid the potential problems of incompatible legal strictures, there needs to be pre-war engagement of key allies regarding such issues as targeting policies and a reconciliation of points of difference. Just as communications, logistics, and other support functions cannot be coordinated “on the fly,” neither can the legal policies that govern how the military selects its targets.

Preparing for Legal Warfare 

Given the PRC’s understanding of lawfare as an offensive weapon, the U.S. must alter its current legal warfare strategy; no longer can America regard lawfare from a purely defensive standpoint. Indeed, offensive legal warfare—whether practiced by the PRC or by militarily overmatched insurgents—can neutralize America’s military might while damaging its allies and strategic partners.

Sun Tzu, the great Chinese military strategist, once cautioned, “Know your enemy.” The American military, in planning its future lawfare strategies, especially with regard to the PRC, would be well served to heed Sun-Tzu’s advice.
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Read No Evil – Senior Censor Defends Work, Denies Playing Big Brother 

By Nawara Fattahova, Kuwait Times, 3 May 2012

Different professions have different tastes. Sometimes we wonder how the work of some people goes on, especially if it is not very common. The censors who are responsible for censoring books and other publications do an interesting job, which becomes harder during some periods of the year, yet it seems they enjoy it. In Kuwait, freedoms are respected yet within certain limits. “The limits of freedom in the press, TV, radio or other media is organized by law no. 3/2006 concerning Press and Publications, law no. 61/2007 concerning Visual and Audio Media, and related by-laws,” Dalal Al-Mutairi, head of the Foreign Books Department at the Ministry of Information told Kuwait Times.

These laws set the basic rules to deal with right and wrong acts announced or published in the media. “This is also related to books, electronic publications and games and many other things. There are certain red lines that should not be crossed by the publishers, writers, authors and others. In order to check the application of the laws and that it’s not violated, there are inspectors and censors working at the Ministry of Information,” she added.

Dalal started her career as a censor at the Foreign Books Department and became the head of the department after a few years. “Many people consider the censor to be a fanatic and uneducated person, but this isn’t true. We are the most literate people as we have read much, almost every day. We receive a lot of information from different fields. We read books for children, religious books, political, philosophical, scientific ones and many others,” she pointed out.

“As a censor, I read a book from beginning to the end, word by word. In case the censor makes a mistake, the head of the department will be responsible for this mistake, as they should also read the book. The time to finish censoring a book depends on the kind of the book. For instance, a philosophical book needs about four days to read,” Dalal added.

This department was set up in the year 2000. “Before we were working in the censorship department that included newspapers, magazines, books and any other printed material. It was then separated into a foreign books section and an Arabic books section. The censor in the foreign department is responsible for many different languages. We have censors who speak French, German, Urdu, Hindi and others but 95 percent of the publications are in the English language,” noted Dalal.

“We have a list of banned books in Kuwait and we deal with publications containing forbidden material that are not on this list, and which we have to censor. The author or the distributor of this censored publication can appeal the decision issued by the censorship department at the ministry, and then another committee will review the publication to give its decision. Usually we are not very strict with foreign books,” she admitted.

According to the law, if there is a violation, the censor writes a report about it. “Nobody can distribute any book unless he has a license to do so. The distributor should bring a copy of the book to our department. Sometimes we receive complaints from people regarding some books. Then we investigate with the printing press that published and printed this book. The printing house is responsible for the material and books printed by it and they should inform the Ministry of Information that they are printing a book, and then the book is not distributed without a license. There are some censors and inspectors from our department who inspect different printing presses to check their license,” Dalal stated.

Some distributors import huge quantities of books, which may contain restrictions, and in this case it will bring him great financial losses. “We always advise the distributors to bring just one or a few copies in the beginning to submit them to the censorship department. After acquiring the approval to distribute them, he can then ship in the rest of the stock,” stressed Dalal.

The greatest load on the department is during the Book Fair. “We start censoring the books in this fair about three months before it is held. We receive about 7,000 to 8,000 books to read. There are about 15 censors working on this fair. These censors take the books home with them to finish their reading. If we find a book containing restrictions, we write a report that is passed to a committee which decides that certain books will be banned from the fair,” she highlighted.

The media or press sometimes exaggerates in describing the situation or news. “Always during each Book Fair, the media writes about banning hundreds of books from being sold. And they blame us for this. The committee that decides the ban consists of members in high positions from outside and inside the Ministry of Endowments and the Ministry of Information. The censor is not responsible for the ban. He only reads and gives his opinion according to the law,” she added.

Working as a censor is interesting. “I like this work. It gives us experience, information and we always learn something new. It takes about a year or a year and a half to become a censor, as the person is first employed as a censor assistant. The employee first starts slow in reading and it takes him a week or days to finish a book. Also, beginners are not given political or religious books in the beginning as these are difficult. Instead we give them children’s books or some scientific books, which are easy,” said Dalal.

In some religious books, the censorship department cooperates with the Ministry of Endowments. “Religious opinions may differ and that’s why we demand a professional explanation, although we have some censors who are graduates of the Faculty of Islamic Law. Some religious issues are transferred to the Ministry of Endowments and Islamic Affairs. The banned books include publications printed in Israel, Christian missionary and Jewish books and other similar books,” she noted.

During regular days, we receive books that need to be approved for distribution in the morning itself. “The censors don’t have any particular timing, they just have to read, and we can’t press them as we don’t want them to make mistakes. If there is pressure such as during the fair time, the head of the department works with the censors to finish the work,” Dalal pointed out.

The censors have to pass some courses and practicals to be eligible to do this job. “After graduating and appointment to this job, the new censor receives practical training at the Ministry of Information. For instance, he or she is given a book containing violations to be censored and we see how good they are. Within a year or so, they will be completely trained. Also the employee receives a course about the laws related to censorship. Usually the employees are graduates from the college of political science, history and similar fields,” she concluded.
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NORAD, NORTHCOM Launch Joint Cyber Division

By Kathleen Hickey, Government Computer News, May 22, 2012

A new cyber division, jointly managed by the North American Aerospace Defense Command (NORAD) and U.S. Northern Command’s (Northcom) Operations Division, is up and running after approval by Defense Secretary Leon Panetta earlier this month.

The U.S. Northern Command Joint Cyber Center (JCC) has three main missions: improving cyber domain situational awareness, improving the defense of the commands’ networks, and providing cyber consequence response and recovery support to civil authorities upon request, according to an announcement from the joint center. 

The division includes members from the intelligence, operations, and command and control systems divisions as well as a four- to 12-person Cyber Support Element from U.S. Cyber Command. It also will work closely with action officers from the plans, training and resources divisions as well as the Homeland Security Department and other agencies. 

JCC will be fully operational within 10 months, said Air Force Col. Bob Wright, NORAD and Northcom JCC chief. “Once established, we’ll identify possible threats in the cyber domain and address each of these threats in close collaboration with our mission partners,” Wright said. 

The U.S. Cyber Command centralizes command of cyberspace operations, organizes existing cyber resources and synchronizes defense of U.S. military networks. NORAD is a United States and Canada binational organization for aerospace and maritime warning and aerospace control for North America. Northcom plans, organizes and executes homeland defense and civil support missions.

The joint operation is one of several ongoing efforts to shore up the nation’s cyber defense.

Earlier this month, the Defense Department expanded a public-private partnership program to share cyber threat “Secret” classified information it has saved on private computer networks with all of its eligible contractors.  

Also, late last month the House of Representatives passed several cybersecurity bills: The Cybersecurity Enhancement Act of 2011, H.R. 2096; the Advancing America’s Networking and Information Technology Research and Development Act of 2012, H.R. 3834; Cyber Intelligence Sharing and Protection Act; and the Federal Information Security Amendments Act, GCN reported. 

The Senate, meanwhile, is considering several cybersecurity bills that differ on who would have primary responsibility for protecting the nation’s critical infrastructure. The Cybersecurity Act of 2012 introduced by Sen. Joseph Lieberman (I-Conn.) would give responsibility to the Homeland Security Department while also setting some requirements for private industry.

Sen. John McCain (R-Ariz.), however, has argued that DOD should be in charge of infrastructure protection, and a Republican task force has recommended a more piecemeal approach to cybersecurity, with an emphasis on information sharing, rather than regulation, and no oversight role for DHS. 

None of the bills in Congress seem likely to become law anytime soon, however.

In March 2011, Gregory Wilshusen, the Government Accountability Office’s director of information security issues, told a subcommittee of the House Homeland Security Committee that the federal government continues to face significant challenges in protecting the nation’s critical cyber infrastructure and federal information systems.
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Army Cyber Talks Strategic Vision, Operations with Swedish Delegation

By Jennifer Downing/Army Cyber Public Affairs, Belvoir Eagle, May 24, 2012

The U.S. Army Cyber Command hosted members of the Swedish armed forces and students from the Swedish National Defense College May 10 at Fort Belvoir’s Nolan Building, followed by a tour of the Army Cyberspace Operations and Integration Center.

Army Cyber Commander, Lt. Gen. Rhett A. Hernandez, along with other Army Cyber Command officials shared command briefings and lessons learned with Swedish Maj. Gen. Anders Brannstrom, deputy director of Joint Operations/Director C3 Organization, Swedish Air Force. Brannstrom expressed interest in learning about the Army Cyber mission, cyber defense issues, and the operational and organizational construct of 1st Information Operations Command, also located at Fort Belvoir. Students from the Swedish National Defense College participated in the discussions, taking lessons learned back for their asymmetric threat studies.

"I hope we can show you who we are, where we are from an Army Cyber Command point of view, share lessons learned and develop a partnership," said Hernandez. "We need to approach cyber operations like we address other military operations —we need to treat land operations and network operations similarly."

The strategic vision of the command and posture of the Army towards a cyber future was also a discussion point between both commands. Col. Thomas Goss, chief, Strategic Initiatives Group, said the trend of convergence is seen Army-wide.

"We see convergence in different areas — decision making processes, equipment, information, and influencing cyber network operations … we need to approach this in a way that connects these links together," he said.

The Swedish delegation visit marks the fourth foreign visit for Army Cyber since the command’s inception in October 2010.
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Hillary Clinton Confirms US Al-Qa'ida Cyber Attack 

From AP via The Australian, May 25, 2012

US cyber experts hacked Yemeni websites, replacing al-Qa'ida propaganda that bragged about killing Americans, Hillary Clinton confirmed yesterday. 

In a rare public admission of the covert cyber war against extremists, the US Secretary of State said cyber experts based at the State Department hacked Yemeni tribal websites.

"Within 48 hours, our team plastered the same sites with altered versions of the ads that showed the toll al-Qa'ida attacks have taken on the Yemeni people," she said.

"Extremists are publicly venting their frustration and asking supporters not to believe everything they read on the internet."

Mrs Clinton described the cyber effort as part of a multi-pronged attack on terrorism that went beyond attacks such as the Navy Seal raid that killed Osama bin Laden to include the propaganda battle, and the longer, slower campaign of diplomats working with special operations troops to shore up governments and economies and train local forces.

Yemen is considered a model and a test case of that effort. US diplomats have been working to stabilise the fledgling government of President Abed Rabbo Mansour Hadi, who replaced ousted Yemeni strongman Ali Abdullah Saleh. Mr Saleh stepped down in February as part of a US-backed power-transfer deal brokered by Gulf Arab countries aimed at ending political unrest.

Mr Hadi has faced the twin challenges of Saleh loyalists refusing to relinquish their government and military posts, and of al-Qa'ida attacks in the south, where the group has established a large safe haven from which to attack Yemeni troops.

The White House responded by issuing an executive order last week threatening sanctions against individuals who challenge Mr Hadi's government. It dispatched a new batch of special operations forces to train Yemen's army to help withstand al-Qa'ida attacks that have killed hundreds of Yemeni troops.

Mrs Clinton said the cyber attack was launched by an interagency group of specialists, including diplomats, special operators and intelligence analysts, housed at the State Department. Called the Centre for Strategic Counterterrorism Communications, its experts patrol the internet and social media to counter al-Qa'ida's attempts to recruit new followers.
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Meet ‘Flame’, The Massive Spy Malware Infiltrating Iranian Computers

By Kim Zeller, Wired: Danger Room, 28 May 2012

A massive, highly sophisticated piece of malware has been newly found infecting systems in Iran and elsewhere and is believed to be part of a well-coordinated, ongoing, state-run cyberespionage operation.

The malware, discovered by Russia-based anti-virus firm Kaspersky Lab, is an espionage toolkit that has been infecting targeted systems in Iran, Lebanon, Syria, Sudan, the Israeli Occupied Territories and other countries in the Middle East and North Africa for at least two years.

Dubbed “Flame” by Kaspersky, the malicious code dwarfs Stuxnet in size – the groundbreaking infrastructure-sabotaging malware that is believed to have wreaked havoc on Iran’s nuclear program in 2009 and 2010. Although Flame has both a different purpose and composition than Stuxnet, and appears to have been written by different programmers, its complexity, the geographic scope of its infections and its behavior indicate strongly that a nation-state is behind Flame, rather than common cyber-criminals — marking it as yet another tool in the growing arsenal of cyberweaponry.

The researchers say that Flame may be part of a parallel project created by contractors who were hired by the same nation-state team that was behind Stuxnet and its sister malware, DuQu.

“Stuxnet and Duqu belonged to a single chain of attacks, which raised cyberwar-related concerns worldwide,” said Eugene Kaspersky, CEO and co-founder of Kaspersky Lab, in a statement. “The Flame malware looks to be another phase in this war, and it’s important to understand that such cyber weapons can easily be used against any country.”

Early analysis of Flame by the Lab indicates that it’s designed primarily to spy on the users of infected computers and steal data from them, including documents, recorded conversations and keystrokes. It also opens a backdoor to infected systems to allow the attackers to tweak the toolkit and add new functionality.

The malware, which is 20 megabytes when all of its modules are installed, contains multiple libraries, SQLite3 databases, various levels of encryption — some strong, some weak — and 20 plug-ins that can be swapped in and out to provide various functionality for the attackers. It even contains some code that is written in the LUA programming language — an uncommon choice for malware.

Kaspersky Lab is calling it “one of the most complex threats ever discovered.”

 “It’s pretty fantastic and incredible in complexity,” said Alexander Gostev, chief security expert at Kaspersky Lab. 

Flame appears to have been operating in the wild as early as March 2010, though it remained undetected by antivirus companies.

 “It’s a very big chunk of code. Because of that, it’s quite interesting that it stayed undetected for at least two years,” Gostev said. He noted that there are clues that the malware may actually date back to as early as 2007, around the same time-period when Stuxnet and DuQu are believed to have been created.

Gostev says that because of its size and complexity, complete analysis of the code may take years.

 “It took us half-a-year to analyze Stuxnet,” he said. “This is 20-times more complicated. It will take us 10 years to fully understand everything.”

Kaspersky discovered the malware about two weeks ago after the United Nations’ International Telecommunications Union asked the Lab to look into reports in April that computers belonging to the Iranian Oil Ministry and the Iranian National Oil Company had been hit with malware that was stealing and deleting information from the systems. The malware was named alternatively in news articles as “Wiper” and “Viper,” a discrepancy that may be due to a translation mixup.

Kaspersky researchers searched through their reporting archive, which contains suspicious filenames sent automatically from customer machines so the names can be checked against whitelists of known malware, and found an MD5 hash and filename that appeared to have been deployed only on machines in Iran and other Middle East countries. As the researchers dug further, they found other components infecting machines in the region, which they pieced together as parts of Flame.

Kaspersky, however, is currently treating Flame as if it is not connected to Wiper/Viper, and believes it is a separate infection entirely. The researchers dubbed the toolkit “Flame” after the name of a module inside it.

Among Flame’s many modules is one that turns on the internal microphone of an infected machine to secretly record conversations that occur either over Skype or in the computer’s near vicinity; a module that turns Bluetooth-enabled computers into a Bluetooth beacon, which scans for other Bluetooth-enabled devices in the vicinity to siphon names and phone numbers from their contacts folder; and a module that grabs and stores frequent screenshots of activity on the machine, such as instant-messaging and email communications, and sends them via a covert SSL channel to the attackers’ command-and-control servers.

The malware also has a sniffer component that can scan all of the traffic on an infected machine’s local network and collect usernames and password hashes that are transmitted across the network. The attackers appear to use this component to hijack administrative accounts and gain high-level privileges to other machines and parts of the network.

Flame does contain a module named Viper, adding more confusion to the Wiper/Viper issue, but this component is used to transfer stolen data from infected machines to command-and-control servers. News reports out of Iran indicated the Wiper/Viper program that infected the oil ministry was designed to delete large swaths of data from infected systems.

Kaspersky’s researchers examined a system that was destroyed by Wiper/Viper and found no traces of that malware on it, preventing them from comparing it to the Flame files. The disk destroyed by Wiper/Viper was filled primarily with random trash, and almost nothing could be recovered from it, Gostev said. “We did not see any sign of Flame on that disk.”

Because Flame is so big, it gets loaded to a system in pieces. The machine first gets hit with a 6-megabyte component, which contains about half-a-dozen other compressed modules inside. The main component extracts, decompresses and decrypts these modules and writes them to various locations on disk. The number of modules in an infection depends on what the attackers want to do on a particular machine.

Once the modules are unpacked and loaded, the malware connects to one of about 80 command-and-control domains to deliver information about the infected machine to the attackers and await further instruction from them. The malware contains a hardcoded list of about five domains, but also has an updatable list, to which the attackers can add new domains if these others have been taken down or abandoned.

While the malware awaits further instruction, the various modules in it might take screenshots and sniff the network. The screenshot module grabs desktop images every 15 seconds when a high-value communication application is being used, such as instant messaging or Outlook, and once every 60 seconds when other applications are being used.

Although the Flame toolkit does not appear to have been written by the same programmers who wrote Stuxnet and DuQu, it does share a few interesting things with Stuxnet. 

Stuxnet is believed to have been written through a partnership between Israel and the United States, and was first launched in June 2009. It is widely believed to have been designed to sabotage centrifuges used in Iran’s uranium enrichment program. DuQu was an espionage tool discovered on machines in Iran, Sudan, and elsewhere in 2011 that was designed to steal documents and other data from machines. Stuxnet and DuQu appeared to have been built on the same framework, using identical parts and using similar techniques. 

But Flame doesn’t resemble either of these in framework, design or functionality.

Researchers aren't certain how Flame infects its initial target before spreading to other machines, but this graph suggests possible infection vectors. Courtesy of Kaspersky
Stuxnet and DuQu were made of compact and efficient code that was pared down to its essentials. Flame is 20 megabytes in size, compared to Stuxnet’s 500 kilobytes, and contains a lot of components that are not used by the code by default, but appear to be there to provide the attackers with options to turn on post-installation.

 “It was obvious DuQu was from the same source as Stuxnet. But no matter how much we looked for similarities [in Flame], there are zero similarities,” Gostev said. “Everything is completely different, with the exception of two specific things.”

One of these is an interesting export function in both Stuxnet and Flame, which may turn out to link the two pieces of malware upon further analysis, Gostev said. The export function allows the malware to be executed on the system.

Also, like Stuxnet, Flame has the ability to spread by infecting USB sticks using the autorun and .lnk vulnerabilities that Stuxnet used. It also uses the same print spooler vulnerability that Stuxnet used to spread to computers on a local network. This suggests that the authors of Flame may have had access to the same menu of exploits that the creators of Stuxnet used.

Unlike Stuxnet, however, Flame does not replicate automatically by itself. The spreading mechanisms are turned off by default and must be switched on by the attackers before the malware will spread. Once it infects a USB stick inserted into an infected machine, the USB exploit is disabled immediately.

This is likely intended to control the spread of the malware and lessen the likelihood that it will be detected. This may be the attackers’ response to the out-of-control spreading that occurred with Stuxnet and accelerated the discovery of that malware.

It’s possible the exploits were enabled in early versions of the malware to allow the malware to spread automatically, but were then disabled after Stuxnet went public in July 2010 and after the .lnk and print spooler vulnerabilities were patched. Flame was launched prior to Stuxnet’s discovery, and Microsoft patched the .lnk and print spooler vulnerabilities in August and September 2010. Any malware attempting to use the vulnerabilities now would be detected if the infected machines were running updated versions of antivirus programs. Flame, in fact, checks for the presence of updated versions of these programs on a machine and, based on what it finds, determines if the environment is conducive for using the exploits to spread.

The researchers say they don’t know yet how an initial infection of Flame occurs on a machine before it starts spreading. The malware has the ability to infect a fully patched Windows 7 computer, which suggests that there may be a zero-day exploit in the code that the researchers have not yet found.

The earliest sign of Flame that Kaspersky found on customer systems is a filename belonging to Flame that popped up on a customer’s machine in Lebanon on Aug. 23, 2010. An internet search on the file’s name showed that security firm Webroot had reported the same filename appearing on a computer in Iran on Mar. 1, 2010. But online searches for the names of other unique files found in Flame show that it may have been in the wild even earlier than this. At least one component of Flame appears to have popped up on machines in Europe on Dec. 5, 2007 and in Dubai on Apr. 28, 2008.

Kaspersky estimates that Flame has infected about 1,000 machines. The researchers arrived at this figure by calculating the number of its own customers who have been infected and extrapolating that to estimate the number of infected machines belonging to customers of other antivirus firms.

All of the infections of Kaspersky customers appear to have been targeted and show no indication that a specific industry, such as the energy industry, or specific systems, such as industrial control systems, were singled out. Instead, the researchers believe Flame was designed to be an all-purpose tool that so far has infected a wide variety of victims. Among those hit have been individuals, private companies, educational institutions and government-run organizations.

Symantec, which has also begun analyzing Flame (which it calls “Flamer”), says the majority of its customers who have been hit by the malware reside in the Palestinian West Bank, Hungary, Iran, and Lebanon. They have received additional reports from customer machines in Austria, Russia, Hong Kong, and the United Arab Emirates.

Researchers say the compilation date of modules in Flame appear to have been manipulated by the attackers, perhaps in an attempt to thwart researchers from determining when they were created. 

“Whoever created it was careful to mess up the compilation dates in every single module,” Gostev said. “The modules appear to have been compiled in 1994 and 1995, but they’re using code that was only released in 2010.”

The malware has no kill date, though the operators have the ability to send a kill module to it if needed. The kill module, named browse32, searches for every trace of the malware on the system, including stored files full of screenshots and data stolen by the malware, and eliminates them, picking up any breadcrumbs that might be left behind.

“When the kill module is activated, there’s nothing left whatsoever,” Gostev said.

UPDATE 9am PST: Iran’s Computer Emergency Response Team announced on Monday that it had developed a detector to uncover what it calls the “Flamer” malware on infected machines and delivered it to select organizations at the beginning of May. It has also developed a removal tool for the malware. Kaspersky believes the “Flamer” malware is the same as the Flame malware its researchers analyzed.

Table of Contents


21st Century Chinese Cyber Warfare

By Chris Archer, Hour of the Time, 05/23/2012

The history of Chinese warfare on American networks is rooted in the history of how China views the western world. According to Lt Col Bill Hagestad, Author of ‘21st Century Chinese Warfare’, you “cannot pick up a newspaper or read a blog without hearing about the cyber threats from the People’s Republic of China regarding their use of cyber and information warfare”. The following interview delves into this in detail and examines how the US can prepare for Chinese cyber attacks.

Mr Hagestad - earlier this year you published a book called 21st Century Chinese Cyber Warfare. Why is the book so important and contentious in the current cyber sphere.

Good question Chris. It’s important because anyone, anywhere, regardless of the industry they’re in, yet more specifically the Information Security profession, cannot pick up a newspaper or read a blog without hearing about the cyber threats from the People’s Republic of China, regarding their use of cyber and information warfare.

The combination of Chinese Communism and the unique cultural and linguistic heritage of the People’s Republic of China are driving this activity and your book delves into this in detail. Maybe you could explain how?

Yes. One has to go back no greater than 200 years to look at how the Chinese view the Western world. Perhaps further back, taking an example in history of the Mongol invasion of China. The Chinese are sick and tired of having foreign forces come and invade them and extract the natural resources of their country. They know they cannot defend themselves kinetically with the military they have, so what they have decided to do is take the high ground and take the advantage in the cyber realm, i.e. the internet, and take that fight to their foes through the use of Cyber and Information Warfare.

How can the US prepare for Chinese Cyber Attacks? What should they understand first and foremost?

Yes, that’s a good question. That gets back to the earlier question, understanding who China really is and I think that is something that’s not known. There are a lot of people who say they’re China experts, I would never claim to be a China expert. All I can tell you is I love the country of China but I also love my country and when there is a unique crossroads of understanding one’s own culture and a foreign culture, only then can you start to be able to defeat it. There are many anecdotes from SunTsu, the Chinese war God from 500 B.C. His writings can give us some proper guidance in those regards, but how can the U.S. government defend itself? I think the most important thing is to start to develop a concrete offensive and perhaps establish some political dialogue to go along with that but when the political dialogue erodes, dissolves, or becomes useless they can go forward with offensive cyber capabilities and combine it with kinetic farms.

So in your current role as a cyber security strategist, where have you seen the most common mistakes within the security of government networks and what are the most common challenges at present?

That’s easy. Take a look at all of the discoveries of Chinese attacks on corporate networks, military networks, and intelligence organizations. Typically they have been on a network for years, months, before they’re discovered. Typically information security professionals will use an intrusion prevention system to detect those so they can mitigate them in terms of isolating where that problem or breach is. Most current commercial intrusion prevention systems do guard against zero day traps but those are all English based. What I’ve discovered is that no one’s looking at attacks that are based in China in Chinese. The ultimate form of cryptography is the Chinese language; if you want to defeat any English based intrusion prevention system.

What impact is China’s use of cyber espionage having on the military and suppliers of military equipment? 

The most distinct one is it’s a threat that’s not understood and for anyone in the military, if you don’t know or understand who your foe is you can’t possibly defeat them. I recall in January hearing from U.S. cyber command that they have not defined what cyber space is. As someone who has been to war a couple of times, I always brief my Marines and always prepare for success in going to combat by understanding what is the area of operations that I’m going to operate in.  In military, whether it’s the U.S. or the British or the Indonesian, or the Chinese, if you don’t understand where your foe is operating it’s hard to understand and limit their action and defeat them ultimately.

What is the possibility of China’s use of information warfare or cyber espionage escalating into something else? Cyber warfare for example.

Yes, that’s already happening actually. If you look at the most recent developments in the South China Sea between the Republic of the Philippines and the People’s Republic of China, initially the Chinese view of the world is that they don’t have to abide by any international rules of the sea, and the particular HuangYan Islands they are claiming sovereign control over. The Filipino people are saying, ‘no that’s our territory’. In this case it started in the physical world where the Chinese were sending small Naval frigates down to do a little push and shove with the Philippine Navy and Fisherman are caught in the middle on both sides. The HuangYan Island situation has escalated into the cyber realm where the Chinese are taking down Filipino sites and vice versa. In fact, ‘anonymous’ has come to the
 aid of the Republic of the Philippines and is taking the Chinese to task in the Cyber realm, so it’s gone from physical to cyber and hopefully the escalation of force will not go beyond the cyber where the Filipinos say we need the aid of a government like the U.S. who is building a presence in Australia and the Philippines and saying ‘help us defeat or mitigate the physical threat by the Chinese Navy’. That would be the worst thing that could possibly happen as a result of the cyber activity.

How is the rising cyber threat from China likely to impact military supply chains and procurements? For example: an increasing number of components for military equipment are being sourced outside NATO countries. How can the military and suppliers of this equipment ensure no killer switches or malware has been imbedded into manufacturing components?

It’s back to my earlier comment. Now when it’s written in a language other than English, granted it’s zeros and ones and the basic prose of electronic information and language, but if those ones and zeros are not recognized by reverse engineering or a scientific engineering lab that has been designed to detect malware or hit and kill switches, those hit and kill switches and malware may be baked in without being detected until after they’re given the ability to turn on in a critical system such as a weapons guidance or a satellite of some sort. It’s difficult. If the material’s going to be sourced outside of NATO counties it will need to be examined much more closely through the lens of a foreign language such as Chinese. Now remember, as a culture and a country, China had over 20,000 separate dialects that are possible combinations for writing use in malware. Granted, 1949 Mandarin standardized, but in terms of Mandarin Chinese there’s simple or ‘Pu Tong Hua’, there’s complex characters, and literary Chinese. You can imagine the cryptological combinations would be almost impossible to dictate or recognize even if you did know Chinese as a native speaker.

When do you think defense will catch up with the offense in terms of the military being able to fend off or deter electronic or information warfare?

I think that the militaries are predisposed to go on the offensive. Right now they’re all in a defensive mode, meaning they’re protecting networks and critical pieces of information, but at some point it’s going to transition to the point where they’re going to use offensive cyber capability to defeat an enemy. The problem with attacking an enemy is attribution of where and who are bringing those attacks on the U.S. That’s the critical piece that’s missing right now is there’s no attribution from offensive weapons capability in the cyber realm cannot be used with any efficiency or effectiveness.
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A Quiet Opening: North Koreans in a Changing Media Environment
By Nat Kretchun and Jane Kim, InterMedia, May 2012
In this report, Kretchun (Intermedia) and Kim (East-West Coalition) show “how North Koreans’ growing access to a range of media and communication technologies is undermining the state’s monopoly on what its citizens see, hear, know, and think.” Drawing on research among refugees, travelers and defectors from North Korea, the authors conclude that despite lack of evidence that North Korean leader Kim Jong Un plans to loosen state control of media and information, the reach of uncensored media is expanding and giving many North Koreans alternative news and views.
Link to PDF – document is 4.3Mb
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The 'Art of Clandestine Courier Delivery' Helped Bin Laden Stay Hidden for So Long

By Carlton Purvis, Security Management, 05/22/2012

In a letter found in his Abottabad compound, former al Qaeda leader Osama bin Laden said the kill or capture of senior members was the result of operational security (OPSEC) failures that could have been avoided. Bin Laden recognized that practicing good OPSEC made operations slower, but saw it as a necessary trade-off for secure communication. 

“Reality has proven that American technology and its sophisticated systems cannot arrest a mujahid if he does not commit a security error,” he said in a message composed sometime between 2010 and 2011.

The Combating Terrorism Center at West Point recently released 197 pages (175 pages translated from Arabic) of documents found by Navy SEALs in bin Laden’s Abbottabad, Pakistan compound. The documents included letters from bin Laden discussing al Qaeda OPSEC strategies. 

As a precaution, bin Laden avoided using the phone and e-mail. His million-dollar Abbottabad compound had no phone or internet connection. All of his communication went through letters hand-carried by couriers on electronic storage devices.

Upon delivery, the messages were saved on an empty storage device -- if the device was intercepted by an intelligence agency, agents would only gain access to the single message. Using courier exchanges, it would take at least a week to send a message and receive a response, the CTC estimated. 

Bin Laden was particularly concerned about U.S. aerial surveillance capabilities, recommending against meeting hostage negotiators in areas within range of U.S. surveillance.

From the CTC:

Bin Ladin devised what may be termed as the “art of clandestine courier delivery.” It started with Bin Ladin saving his letters or media statements on some sort of electronic storage device (such as a thumb drive or a memory card) before handing it to his courier who picked it up from his residence. His courier would then meet the courier of the intended recipient in a tunnel or at a “roofed section of a market,” preferably on an overcast day to avoid U.S. surveillance. The electronic media would then be handed to the recipient’s courier who would, in turn, hand carry the message/electronic device to the intended recipient.

Bin Ladin provided clear guidance that each leader should not have more than one or two couriers and that each courier should meet with his counterpart no more than twice a week. To minimize the likelihood of someone providing the locations to the United States or its allies, Bin Ladin stated that leaders “should know the locations of the brothers, but they should not know your locations, except for the carriers” and that this applied to “every amir.” Finally, it was not uncommon for the recipient to be directed to delete the message after reading it. 

Bin laden also worried about tracking devices embedded in common items. For al Qaeda members traveling he advised ditching items they had prior to the trip, luggage included, “because it might have a chip.”

He was "clearly OPSEC savvy or he would not have evaded the United States for close to a decade after the 9-11 attacks. His letters provide some insight into the range of considerations and calculations he made,” said the CTC in the most recent issue of its newsletter, the CTC Sentinel. 

The irony of bin Laden’s strict OPSEC requirements: It was ultimately aerial surveillance and his courier’s movements to and from his compound that would reveal his location, leading to the U.S. raid where he was killed by Navy SEALs.

“The Americans have great accumulative experience in photography due to the fact that they have been doing it in the area for so many years. They can distinguish between houses frequented by men at a higher rate than usual,” he warned in one letter.
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Iran Deploys the Photoshop Weapon

From Strategy Page, May 29, 2012

Earlier this year Iran announced that it had converted some of its An-140 passenger transports into martime patrol aircraft and equipped them with the FLIR (forward-looking infrared) Systems Ultra8500 optronic sensor. There are two things wrong with this. First, Iran produces the An-140 under license with the understanding that the aircraft only be used for civilian purposes. Second, FLIR Systems is an American firm that is forbidden, by law, from selling thermal imaging systems like the Ultra8500 to Iran. FLIR Systems quickly denied that it had sold any of its Ultra8500s to Iran. Shortly after that it was revealed (by close examination of the photos Iran had provided to the media showing the Ultra8500 optronic sensor on its An-140s) that the Iranian photos had been doctored ("photoshopped") to make it look like the An-140s had Ultra8500s. This sort of deception is common with the Iranians, who like to boast about imaginary weapons. This is done mainly for internal consumption. The Iranian military has no illusions about keeping the truth from foreign intelligence agencies. The Iranian people, however, are another matter. 

That said, some An-140 transports have been converted to serve as maritime patrol aircraft, but they are equipped with more mundane (and less capable) sensors. Most of these twin turboprop aircraft are built in Ukraine. Since introduced in 2007, the 19 ton An-140 has been used mainly as a civilian aircraft (it can carry 52 passengers). Some An-140s sold to Russia are modified for military use. The civilian version sells for about $9 million each, but the militarized version (sturdier landing gear, more electronics, configured to carry five tons of cargo) increases the price to about $12 million. This is about half the price of a similar Western aircraft. That economy comes at a cost, as five of the 35 An-140s delivered so far have crashed. However, two of those were An-140s built under license in Iran. 

The 19 ton An-140 has a range of 1,300 kilometers and a cruise speed of 460 kilometers an hour. The military version will probably be able to carry about five tons of cargo. The Russian Air Force wants to rebuild its air transport fleet and replace existing An-24s. The An-140 is a radical upgrade of the 21 ton An-24 of Cold War fame.
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