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Stuxnet: US Can Launch Cyberattacks But Not Defend Against Them, Experts Say 

By Gerry Smith, Huffington Post, 06/01/2012 

Since President Barack Obama took office, the United States, along with Israel, has launched a series of cyber attacks that have damaged Iran's nuclear program, according to a June 1 story in The New York Times. These attacks are apparently the first time that the United States used a cyberweapon to damage another country's infrastructure, the Times writes.

But should another country launch a similar attack, experts say the United States remains woefully unprepared to defend itself.

James Lewis, a senior fellow at the Center for Strategic and International Studies, said the United Kingdom, Russia, China and Israel all have cyberweapons, while France, Germany, Iran and North Korea are trying to develop them.

"We're in a place where these weapons exist and people will use them," Lewis said. 

However, the United States "does not really have any defense against this," he said. "We depend on the kindness of strangers that someone hasn’t launched something against us," said Lewis.

Last year, the Pentagon said that computer sabotage coming from another country can constitute "an act of war."

According to the Times, Obama accelerated covert cyber attacks against Iran that began during the Bush administration. One attack temporarily took out nearly 1,000 of the 5,000 centrifuges Iran used to purify uranium, slowing the country's ability to develop nuclear weapons, the Times reports, citing interviews with current and former U.S., European and Israeli officials involved in the cyber program. 

Since these attacks by computer worm became public in 2010, security researchers have speculated that the United States and Israel were behind them, although neither country had publicly acknowledged its role. Cybersecurity experts have dubbed the worm Stuxnet and called it the most sophisticated cyberweapon ever created.

The confirmation that the United States was behind Stuxnet is another sign of the Obama administration's efforts to build up the country's offensive cyber capabilities. Earlier this week, the Washington Post reported on a Pentagon effort to develop new technologies to launch cyber attacks, including a plan to map the entirety of cyberspace and build a system that can launch cyberweapons without human operators typing in the code.

But experts say America's ability to defend itself in turn is lagging. The computers that ran Iran's nuclear centrifuges and were hacked by Stuxnet were made by the German company Siemens, whose industrial control systems are used around the world. In December, Siemens announced it was working to fix security flaws in those systems after the U.S. Department of Homeland Security warned that such flaws could make public utilities, hospitals and other critical infrastructure vulnerable to cyber attack, according to Reuters.

"We now live in a world where industrial control systems can be attacked in the event of a crisis. That goes for ours as well as everybody else's," warned Stewart Baker, a former assistant secretary at the Department of Homeland Security. 

And yet, Baker said, "We do not have a serious plan for defending our industrial control systems even though our entire civil society depends on it."

Congress is considering legislation to bolster the cybersecurity of the nation's most vital computer networks. Sens. Joe Lieberman (I-Conn.) and Susan Collins (R-Maine) have introduced a bill that would require power plants and other critical infrastructure to meet baseline security standards. The bill, which has the support of the Obama administration, is expected to receive a vote in coming weeks. 

But Republicans and business lobbyists have opposed imposing cybersecurity regulations, saying they hurt private companies, which control the majority of critical infrastructure. Last month, the House passed a cybersecurity bill that did not set security standards, but instead focused on greater sharing of information between the public and private sectors.

Some experts saw irony in the news that the United States was behind Stuxnet. Jason Healey, director of cyber statecraft initiatives at the Atlantic Council, said some current and former government officials have cited Stuxnet as an example of why the federal government needs to impose security regulations on critical infrastructure. 

"They've said, 'Look at this dangerous thing out there,'" noted Healey. "But we wrote it. We unleashed this thing. It's like an arsonist calling for a better fire code."

Healey said the United States must better secure its own cyber defenses before it launches more cyber attacks on other countries.

"I'm hearing a lot today about glass houses and stones," he said.
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Offensive Information Warfare and Red Teams

By Uri Fridman, SOFRep.com, June 2, 2012 

It’s 0100. The moon sits high in the sky over the target’s facility. Four men dressed in BDUs and gear are sneaking in by the tree line, about 50 meters outside the building outer perimeter fence. Pausing occasionally to peer through night vision monoculars to scan the perimeter. They make it to the final penetration position.

One of the men keys a mike and relays their position to the TOC (Tactical Operations Center) where another team is ready for the next phase of the operation. This team is comprised of highly skilled digital operators with backgrounds in computer hacking, intelligence, electronics and networking.

They’ve already spent the better part of 2 months preparing the mission’s digital package: digital intelligence gathered via OSINT and direct digital actions (DDA) – in other words, through good, solid network and computer hacking.

They’ve also performed an onsite analysis: they used laptops and highly sensitive antennas to scan for radio frequencies emanating from the target and a good solid recon by observing guard patrol schedules and looking for holes in the perimeter for possible breach points.

They are now ready to execute the next DDA in support of the team on the ground. This digital op will enable the team to bypass the fence’s security and remain undetected.

Suddenly, a patrol vehicle appears near the corner of the building, its headlights coming in directly to the men. The operators freeze. Not a single movement. The vehicle passes, and the men remain undetected.

Minutes later, the men reach the fence’s back gate. They wait. The team at the TOC is busy with their computers. They have full access to the command and control (C2) computers deep inside the bowels of the target. The backdoor they installed not long ago provides a full range of options.

One of the digital soldiers sends a pre-recorded command, and the C2 computer disables the camera and disengages the lock on the fence’s back door. The ground team moves in quietly. The gate is closed and the security features are enabled again.

At around 0200, the operators enter the target’s office, where he – a well known terrorist – plans the next attacks on the free world. Not this time, the operators think. They place the specially crafted explosive device under the chair and leave, undetected.

The story above might seem out of a Hollywood movie, however, it is as close to a real operation as I am allowed to write. The digital operators are part of a special breed of people working for a very skilled red team.

What are Red Teams? They’re the special operation forces of the security industry. They are composed of highly skilled individuals hired by clients (government and private) to break into their own networks and physical security. These guys find the security flaws so they can be patched before someone with malicious plans can sneak in.

The DoD defines them as an organizational element comprised of trained and educated members that provide an independent capability to fully explore alternatives in plans and operations in the context of the operational environment, and from the perspective of adversaries and others.

You can read more about Red Teams in:

Inside NSA Red Team Secret Ops With Government’s Top Hackers
Anatomy of a Red Team Attack
Red Teams can be used to support SOF units as intelligence gathering elements. They can also be used to augment those units by providing digital and comm support and running digital operations (DO) to make the operators on the ground more efficient.

In past operations where my team was involved, we supported those units in two different phases.

1.We provided the initial digital recon of the target, including inside information about sentry schedule, different access routes (those that were locked during the night hours and those open but monitored), number of personnel inside the facility during the different times of the day, hardware and software information, provided a complete site casing including detailed sketches based on the design blueprints extracted from a computer, and a week’s worth of daily activity logs hour per hour.

2.We also acted as a direct action support team, providing real time information about what the target was doing inside the premises, location of sensitive computers, disabling alarms and other security features in real time, etc.

All that information was carefully analyzed and compared with the intel gathered by the unit’s own intel guys and was found either at the same level or, in most cases, more accurate.

The guys on the ground went in having a clear image of what to expect on the site and what to look for once they were inside the building.

Another type of operations the Red Teams can run is the DDA. Direct digital action ops are what people today refer as “cyber-battles.” The digital operators study the targets, prepare their weapons (a weaponized PDF, a website containing malicious code, a backdoor ready to be dumped into the target’s system by hiding it inside another program, etc) and perform the attack. Attacks can disrupt the ability of the target to reach the Internet or communicate with their people; it can destroy their backends and frontends (software); it can disperse wrong information and generate chaos, and it can bring the whole enemy operation to a halt.

Digital warfare, also known as cyber warfare (although I don’t like to use that term), is increasing in tempo. Governments are realizing that the future battles are going to be fought both on the real and the virtual worlds.

Red teams can help, if only by pointing the weak spots on our own defenses.
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Cyber Warfare...Brought To You by J.C. Wylie 

Posted at Information Dissemination, May 31, 2012

Future thinking about cyber operations is often analogized to early airpower doctrine. Like the early airpower theorists, Gregory Rattray also points out that cyberwar theorists also make the mistake of assuming that cyber operations capabilities will be standalone strategic weapons. The cyber weapon, in other words, is not always going to get through. More likely is cyber warfare operations and tactics augmenting regular operations and tactics. In other words, the difference is between an unrealistic vision of cyberwar and a very much plausible conception of cyberwarfare.

Naval warfare and special operations theory may present a better prism for viewing how cyber operations will play out. In his seapower classic Military Strategy: A Theory of Power Control, Rear Admiral J.C. Wylie argued that the aim of strategy was to gain some measure of control over the adversary. There were essentially two styles of strategy: sequential and cumulative. Sequential strategy utilizes force in discrete, linear packages. An land army on campaign sweeping through a territory destroys an enemy state layer by layer, division by division. Cumulative forms of strategy, on the other hand, build gradual and nonlinear pressure on an opponent.

The classic example is the relationship between the land war in the European Theater of Operations and the Combined Bomber Offensive. By tying down precious German resources, the Bomber Offensive amplified the strategic effect of the land campaigns. Airpower advocates were, of course, wrong that a strategic airpower offensive would on its own negate the need for a land campaign. But the Bomber Offensive cannot simply dismissed as a failure merely because it did not live up to its planners' strategic expectations.  In naval warfare, the Pacific Theater of operations paired a sequential strategy of advance through fortified island networks with the cumulative destruction of the Japanese merchant fleet by submarines. To go even farther back in military history, Winfield Scott's Anaconda Plan, which exploited Union strength on the rivers and the oceans, amplified the strategic effect of land operations in the Western and Eastern theaters of operation.

So how does Wylie fit into cyber operations? Well, first let's take a look at what Kings' College professor Thomas Rid has written about the characteristics of cyber weapons:

Cyber-weapons span a wide spectrum. That spectrum, we argue, reaches from generic but low-potential tools to specific but high-potential weaponry. To illustrate this polarity, we use a didactically helpful comparison. Low-potential 'cyber-weapons' resemble paintball guns: they may be mistaken for real weapons, are easily and commercially available, used by many to 'play,' and getting hit is highly visible -- but at closer inspection these 'weapons' will lose some of their threatening character. High-potential cyber-weapons could be compared with sophisticated fire-and-forget weapon systems such as modern anti-radiation missiles: they require specific target intelligence that is programmed into the weapon system itself, major investments for R&D, significant lead-time, and they open up entirely new tactics but also novel limitations. This distinction brings into relief a two-pronged hypothesis that stands in stark contrast to some of the debate's received wisdoms. Maximising the destructive potential of a cyber-weapon is likely to come with a double effect: it will significantly increase the resources, intelligence and time required to build and to deploy such weapons -- and more destructive potential will significantly decrease the number of targets, the risk of collateral damage and the coercive utility of cyber-weapons.

We also know that certain weapons are modular and customizable for multiple roles, the development and acquisition cycle (at least compared to certain air superiority platforms) is very agile, weapons utilize the target system itself as a means of inflicting coercive damage, and they are heavily customized to the target and difficult to utilize in a salvo capacity. Because of this, it is unlikely they can be utilized as a standalone strategic weapon.

DoD seems to realize this too. Take a look at this graf from an article on DARPA's Plan X:  

Cyberwarfare conjures images of smoking servers, downed electrical systems and exploding industrial plants, but military officials say cyberweapons are unlikely to be used on their own. Instead, they would support conventional attacks, by blinding an enemy to an impending airstrike, for example, or disabling a foe’s communications system during battle.

Yup, sounds cumulative. DoD's vision of cyber capabilities is explicitly based on the presumption that they amplify the capabilities of conventional attacks. 

One vision of how cumulative strategy might be realized in a cyber context can be found in a distillation of cumulative strategy in the special operations community. James D. Kiras has argued in his work on special operations that the relationship between special operations forces and general purpose forces also demonstrates the intersection of cumulative and sequential strategy. Special operations forces use psychological and material attrition to raise cumulative costs of operating, enhancing the striking power of conventional forces. A group of commandos raising havoc in the enemy rear area disrupts the target's logistics and forces tactical dispersion, weakening the ability to win the fight in the forward edge of the battle area. Unlike the stereotype of attrition encountered in maneuver warfare literature, attrition can have nonlinear cumulative effects. The kind of damage inflicted by cumulative capabilities, be it naval forces, airpower, or special operations units, snowballs into a fearsome weapon.

Lukas Milevski has made the analogy that cyber operations have many of the same characteristics as special operations forces. High-risk special operations depend on significant amounts of target intelligence, surprise (the zero-day exploit), and are utilized against targets in which tailored and customizable means trump general purpose conventional power. Moreover, Milevski observes that utilizing an exploit against an important system also simultaneously ensures that the same vulnerability cannot be exploited readily again through exposure.  While Milevski is right to observe how the specialized nature of cyber operations generates a particular kind of cumulative pressure that augments sequential strategy, there is more to the Wyliean metaphor than simply special operations theory.

The routine conflation of intelligence exploitation systems with weapons is but one symptom of what NDU professor Sam Liles argues is a common confusion of information security (the protection of systems) and the optimization of networks with offensive warfare. Network-centric enhancement to make war or the ability to manage and provision a network, Liles observes, is not the same thing as waging war.  Liles also argues in another post that the real ream of cyberspace is the zone of command, control, coordination, data and cognition---a "seam" between the respective domains that US military doctrine (at times artificially) defines. Such a conception broadens not only our conception of cyberspace but also our idea of what our means of cyber operations may be. We aim to use the seam to achieve a measure of control over the adversary. Moreover, just as the purpose of operations on the sea is to effect events on land, cyber operations ultimately are a means of exploiting the seam cumulatively to amplify the conventional (sequential) campaign.

Finally, this paragraph also demonstrates once again that some of the better ideas about this subject were written fifteen years ago: 

Another goal is the creation of a new, robust operating system capable of launching attacks and surviving counterattacks. Officials say this would be the cyberspace equivalent of an armored tank; they compare existing computer operating systems to sport-utility vehicles — well suited to peaceful highways but too vulnerable to work on battlefields. The architects of Plan X also hope to develop systems that could give commanders the ability to carry out speed-of-light attacks and counterattacks using preplanned scenarios that do not involve human operators manually typing in code — a process considered much too slow. Officials compare this to flying an airplane on autopilot along predetermined routes.

John Arquilla and David Ronfeldt originally conceived the role of cyber war not as a standalone strategic weapon but the integration of cyber tactics and operations into warfare as a whole. Hardened systems capable of surviving hits and giving back, at speeds faster than tactical operators can contemplate, as a means of amplifying conventional effects are well within the idea of warfare they predicted in their early works.

J.C. Wylie's works are, of course, an highly imperfect means of thinking about information power. But they offer a starting point as doctrine development, operational tests, and perhaps wartime employment further determine the American approach.
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Intel Community’s Sharing of Cyber Tools Raises Legal Questions

By Zachary Fryer-Biggs, Defense News, Jun. 5, 2012 

Before the establishment of U.S. Cyber Command in 2010, a combatant commander who wanted to take down an enemy’s surface-to-air missile sites or other defenses without blowing them up had only one option: Call the National Security Agency at Fort Meade, Md., and plead for assistance.

NSA jealously guarded its role as steward of the nation’s offensive cyber weapons, said one retired intelligence official, but that is changing. In May 2010, the Senate added “chief of Cyber Command” to the duties held by NSA’s director, Army Gen. Keith Alexander. Alexander subsequently directed NSA to begin turning over offensive cyber tools to Cyber Command.

Over the last few months, the dual-hatted general has set in motion an even bigger change. Cyber Command has begun arming combatant commanders with a selection of offensive tools and establishing teams of cyber warriors, called combat-support elements, at military sites beyond Fort Meade.

This is adding complexity to the legal questions being asked by members of Congress, retired defense officials and independent experts.

Alexander made a vague reference to the shift earlier this year in prepared testimony to Congress: “Our goal is to ensure that a commander with a mission to execute has a full suite of cyber-assisted options from which to choose, and that he can understand what effects they will produce for him,” he told the House Armed Services Committee.

These tools are at the moment focused on narrow, tactical goals — like taking a surface-to-air missile site offline — but observers wonder if the change amounts to opening the door to broader use of cyber weapons in military operations, or possibly outright normalization — meaning cyber weapons would be treated by the same rules governing the use of conventional weapons.

A U.S. Cyber Command spokesman said that the command would not comment on the deployment of cyber tools.

“As a matter of policy, we don’t discuss operational matters, perceived or otherwise,” said Army Col. Rivers Johnson.

Currently, each use of cyber weapons is approved by the government case by case.

“These are untested or untried things,” said a retired senior intelligence official. “Every time you use a cyber weapon, I know the discussion that they’re having: ‘Are we establishing a precedent that we are comfortable attaching the name of the United States to?”

Legal Authorities

During his confirmation hearings in 2010, Alexander acknowledged his concerns about the framework governing the use of cyber weapons, and little has changed since. Although Cyber Command was declared fully operational in October 2010, there are still no rules of engagement specific to cyber weapons and their use offensively.

Outside experts said it remains unclear who would be legally authorized to use cyber weapons, especially if they are applied beyond the battlefield, for example to cut power to a city. The roles of the intelligence community are covered by Title 50 of the U.S. Code, while the armed forces are covered by their Title 10 authority. The laws predate the emergence of cyberspace and weapons.

“There are those that ardently believe that there is no role [for] cyber in Title 10,” said retired Marine Corps Gen. James Cartwright, who stepped down as vice chairman of the Joint Chiefs of Staff in August.

Cartwright, who is now with the Center for Strategic and International Studies, said that while there is some ambiguity overall, existing laws leave certain areas very clear: the right to use cyber tools in traditional military environments and the right to self-defense.

“You have the right to self-defense. You have the right to proceed with hot pursuit,” he said.

But by moving cyber weapons into the hands of combatant commanders, Alexander is beginning to treat them like traditional weapons. In one view, cyber weapons that might generate massive power outages or other dramatic effects are so tied to intelligence and presidential approval that they could not be placed under the authority of combatant commanders. But targeting a SAM site seems to be covered by existing laws on warfare, said current and retired officials knowledgeable about the program.

In his March congressional testimony, Alexander acknowledged that small combat-support elements will be stood up at each command’s headquarters. Contingents of Cyber Command personnel will be placed at those sites, and software information technology would be added to handle the tools.

So far, only U.S. Central Command has a contingent that is fully operational, while the effort at U.S. Pacific Command is in the development stages and a time line has yet to be drawn up for the other geographic commands.

The creation of these support elements has not been without friction. Exactly who “pushes the button” remains unclear, said a person with knowledge of the program. The integration of outside personnel at the commands also has been difficult because commanders don’t always like it when cyber experts show up, this person said. Cyber Command has been sending a combination of offensive and defensive tools to the commands as infrastructure and personnel are rolled out. In theory, at least, that should provide easier access to the offensive tools once the operational kinks are ironed out.

That doesn’t mean, however, that combatant commands will have carte blanche to apply the tools. Alexander has said any major strike outside of an existing operational zone and against anything other than an obvious military target would require high level approval, likely from the president.

Still, creating greater familiarity would be beneficial, the retired official said. “I can understand moving some tools forward so that combatant commanders get used to them, they train with them, they exercise with them, they fold it into their operational thinking. That’s all good stuff.”

Before Cyber Command could move some tools out of its own headquarters at Fort Meade, it had to receive them from the NSA. The decision to let Cyber Command have the tools was based on a combination of needed attention in the area, and a longstanding debate over the application of the legal codes defining who in government is in charge of military actions, and who is in charge of intelligence activities, and the situations in which those actions are allowed.

The intelligence community’s Title 50 authority does not expressly cover the use of weapons, leading some to argue that cyber capabilities needed to be transferred to a new command. This thinking played prominently in the decision to create Cyber Command.

In the year and a half that Cyber Command has been in full operation, interest has grown among defense officials for distribution of offensive tools beyond Fort Meade.

“What you’re seeing is that the commands want to treat them like all the other weapons,” said the retired senior intelligence official.

Some experts, however, said that the ongoing debate about legal authority and cyber is not a top priority at the Defense Department.

“From my personal experience, the friction between Title 10 and Title 50 is more of a Washington, D.C., thing and less an area of operations thing,” said Dale Meyerrose, former associate director of national intelligence and founder of the Meyerrose Group.

Meyerrose said that while the discussion remains, the line between what intelligence agencies can and cannot do has shifted in part due to the use of drones by the intelligence community in recent years.

“There’s been an evolution brought about by what’s happened in the Middle East in the last decade,” he said. “It’s an evolution of warfare. Think about how instrumental remotely piloted vehicles have become in the prosecution of combat operations, and so you’re not hearing of F-16 strikes, you’re hearing of drone strikes. So the view that has been a traditional mindset that says that Title 50 and Title 10 are always in a friction-filled situation has been modified.”

Balance of Power

Cyberspace also exists in an unusual domain, making the traditionally debated division difficult to apply. Intelligence agencies are constantly using networks to gather information, monitoring activity and maintaining a field of view. The awareness and position on networks means that intelligence agencies are uniquely positioned to recognize vulnerability and have the tools to exploit them. While Cyber Command has the ability to push the button on an attack or ability previously held by the NSA, the command still needs essentially targeting information from the NSA in many cases.

“In the cyber world, the intel guys actually take the Title 10 guys to the point of attack,” said a person who works on the project. “The intel guys map the network. The intel guys take them to the point where they say, ‘Hit the return button and everything will be OK.’Ÿ”

That reliance on the intelligence community to lead the way so that weapons can be used means that the balance of cyber power is unlikely to shift even as tools themselves are moved.

“The IC [intelligence community] and DoD missions will not change because of transfers of tools,” said Bob Gourley, chief technology officer at Crucial Point LLC, who previously held the same position at the Defense Information Agency. “Missions change when authorities change. The IC mission has always been to achieve deep penetration of our adversaries by all means possible. The DoD mission has always been to deter or fight wars. The change in cyberspace-related missions has been the tight coupling between the two missions, and that will likely continue even if responsibility for tools change.”

Gourley pointed to the technical capability of the NSA as being critical.

“NSA has a great ability to provide focus to highly technical activities, so my hope is that they will always have insight into and oversight of all cyber tools,” he said.

But while the intelligence community continues to play a critical role in cyber operations, a senior Cyber Command official said that standing up the command has allowed action.

“What’s changed is: We’ve got a much closer relationship with those organizations that have the authorities and the capabilities to provide that picture in real time, so that we can do something about it rather than after the fact — that’s what’s changed,” the official said in a late 2011 interview. “We can’t bring the intelligence mission in, but we can be the beneficiary of that, and that’s why sitting next to the NSA gives us the ability to have that relationship and benefit from that relationship.”

Now that Cyber Command has been declared fully operational, and it is beginning to help the geographic combatant commanders get up to speed in cyber, the intelligence community’s control over all things cyber is starting to loosen, if only slightly. Just how far the shift goes could depend on who succeeds Alexander, who has led NSA since 2005.

“They’re going to be even more eager to distribute tools when Alexander leaves, to accelerate this trend,” said Jason Healey, director of the Cyber Statecraft Initiative of the Atlantic Council. “An intelligence guy is going to be worried about control and intelligence gain/loss and all of these intelligence equities, whereas someone else — ”

Healey doesn’t fill in the blank, but he means, “Who knows?”
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Netline Launches New, Extremely Small and Accurate, Portable Jamming System to Counter IEDs  

From Defense Professionals, 7 June 2012

11:10 GMT, June 7, 2012 Tel-Aviv, Israel | Netline Communications Technologies (NCT) Ltd. - a leading producer of high-end electronic warfare and spectrum dominance systems for defense forces and homeland security agencies - launches a new, extremely small and accurate, low power portable jamming system, the C-Guard HHJ, at Eurosatory, June 11-15, Paris, Hall 6, Israel Pavilion, Booth #C748. The system prevents remote IED detonation while minimizing collateral interference. 

Netline has developed a breakthrough technology - miniaturized jamming exciters. This new technology has enabled the creation of extremely small, lightweight, accurate jammers, such as the C-Guard HHJ and the PJP - Portable Jammer Pack that will also be highlighted at the show. 

C-GUARD HHJ

The company's C-Guard HHJ portable modular jamming system - based on this advance - is a handheld cellular and RF jamming system. Especially useful in urban scenarios where collateral jamming interference can be problematic, the C-Guard HHJ prevents remote IED detonation without flooding the area with high power jamming signals. 

As a carry forward solution for EOD and combat personnel - including Special Forces, bomb squads, and SWAT teams - the lightweight C-Guard HHJ can be easily transported, either connected to a soldier's vest with clips, carried in a bomb disposal pouch, or installed on a robot - protecting human life and safeguarding forces in the field. The system blocks numerous cellular frequency bands, providing maximum total output of 6 W combined through a single antenna. 

PJP- PORTABLE JAMMER PACK

Also based on the miniaturized jamming exciter technology, the PJP (Portable Jammer Pack) is a small, lightweight and low power jammer for indoor applications, designed for use in urban warfare & low intensity conflicts, EOD scenarios with robots, and robot-borne carry forward solutions. The toss-enabled solution minimizes collateral interference and provides efficient stand-in jamming. It has an omni-directional antenna and 5 frequency bands within 25-2500 MHz.

The company will also showcase its entire EW Counter-IED portfolio at Eurosatory:

C-GUARD MANPACK 

The C-Guard ManPack is a lightweight IED Man-Portable jamming system intended for hand/robot carry forward, backpack, or vehicle installed operations. The ManPack is designed for ground troops, SWAT teams, and bomb squads operating under risk of encountering remote control improvised explosive devices (RC-IEDs) in difficult terrain such as sand, forests, and urban environments. It is designed to block wireless communication and prevent remote activation of roadside bombs and IEDs. With customizable configuration, the C-Guard ManPack can block any frequency band required. Designed for rapid deployment and continuous portable operation, it is fully weatherproofed and combat ready, with a robust mechanical design, long mission-life rechargeable batteries, and comes with radiation protection accessories. It can be installed in a vehicle and powered by the vehicle's battery. Fully programmable, the jammer continuously tests itself and provides real-time reports. 

C-GUARD SLIDER

The C-Guard Slider is a modular IED jamming system that enables extreme EW adaptability in the war against terror. Based on open and flexible architecture, each module is a self-contained single band jammer. Easily programmed and upgradeable, the Slider allows very low MTTR and minimal downtime during repairs. Each module can function independently. The Remote Control Unit (RCU) can be installed next to the driver. Designed to withstand harsh conditions, the C-Guard Slider supports multiple jamming schemes, mission profiles, and operating modes.

C-GUARD TXP ECM

The C-Guard TXP ECM is a lightweight, fully programmable, portable jamming system, designed for both military and homeland security markets. It jams all wireless communication devices, preventing remote activation of IEDs and thwarting unwanted wireless communications. Easily transported, it is housed in a ruggedized trolley-style pelican case which can be wheeled by one person or installed quickly in a vehicle. Supporting troops on the battlefield and anti-terror missions and bomb squads during EOD neutralizations, it can block any frequency band, continuously tests itself, and provides real-time reports. Available with different power levels, it can be connected to an external power source, a car battery, or use rechargeable batteries. 

JET - JAMMING EFFECTIVENESS TESTER

Netline is one of the few companies in the world offering this type of jamming coverage tester. The Jamming Effectiveness Tester (JET) is a simple device that provides real-time indication of jamming coverage of all types of jamming systems - including sophisticated or legacy jammers, active or reactive jammers, in all frequency bands. The tester enables field personnel to know with certainty whether or not their jammer is performing and protecting the forces. It also provides real-time indications regarding the maximum distances between vehicles in convoys that will ensure their staying within the protective jamming bubble. 
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Hackers, Bloggers 'Bunged Cash to Spin For Iran 2.0'

Put in a good tweet for us, says Revolutionary Guard

By John Leyden, the Register, 7th June 2012 

CyCon 2012 - The Iranian government is investing heavily in hacking expertise and online propaganda in order to promote its way of life under the country's post-Islamic Revolution regime - as well as using its new resources to tighten up control and surveillance of its citizens.

This is according to Jeff Bardin, chief intelligence officer at Treadstone 71, a US-based intelligence analysis firm. He told delegates to the International Conference on Cyber Conflict (CyCon) in Tallinn, Estonia that intelligence divisions within the Iranian military are working together with former members of hacking groups to fight "Western cultural influences" and online dissidents as well as promoting Iranian foreign policy objectives.

Key groups in the move include the Islamic Revolutionary Guard Corps (IRGC), the paramilitary Basij militia and the hacker group Ashiyane, according to Bardin. Ashiyane, which maintains an active forum, denies any affiliation with the IRGC or the Iranian government. But Bardin claimed that, contrary to its denials, Ashiyane actually offers training courses in IT security to Iranian government organisations as a preferred supplier.

Bardin said he believes the core members of Ashiyane were drawn from a hacker group that cut its teeth defacing Western websites and running more elaborate hacks as the so-called Iranian Cyber Army.

The Iranian Cyber Army used a DNS attack to hijack Twitter in 2010 before using much the same techniques to redirect surfers towards a defaced version of the home page of Chinese search engine Baidu weeks later.

Ashiyane appears to have expertise in running DDoS attacks to knock websites offline, web page defacement, infiltration and credit card theft, says Bardin.

The IRGC is an overarching organisation whose role in Iranian society has expanded behind its origins as a type of national guard to become a huge business empire and lynchpin of President Mahmoud Ahmadinejad's administration.

Shortly after playing a key role in suppressing dissent following the disputed presidential election of June 2009, the IRGC, by way of a company it is tied to, acquired a majority $8bn stake in the Iran Telecommunications Company. By controlling the telecoms infrastructure, the IRGC can now apply even heavier censorship controls on Iranian web access.

The Revolutionary Guard was established in 1979 to suppress counter-revolutionary forces but it has become is similar to what it was created to eliminate: the Shah's Imperial Guards. Bardin described the organisation as employing a "communist-style model" featuring regular "purges" and constant-jockeying for position and favour, a process often affected by external events.

"The IRGC didn't foresee the power of social networking" in the run-up to the 2009 Iranian presidential elections but is now pushing heavily to promote a Web 2.0 version of its brand of Islam.

Bardin said that the IRGC is paying online activists and bloggers to promote the Islamic Republic in forums, Facebook pages and elsewhere online, an assessment shared by Israeli intelligence analysts - but they reckon reckon cyber workers are paid $4.30 (£2.70) an hour, which is higher than the average wage.

Iran is seeking to promote its version of Islamic Revolution to the Shia populations of neighbouring Gulf states, such as Bahrain, as well as influencing political groups in Syria, Lebanon and Palestine – including Hezbolah and Hamas.

IRGC is very capable and the West shouldn't "underestimate its adversary," Bardin concluded.

Other IRGC operations may have included planting a back door in a Trojanised version of the Simurgh privacy tool to spy on Iranian surfers and the infamous Diginotar and Comodo digital certificate hacks, Barbin suggested.

Bardin's well-attended talk limited itself to Iran's information warfare and propaganda capabilities and deliberately skirted any reference to the infamous Stuxnet worm or the recently uncovered Flame worm, aside from a brief reference to Iran's development of a home-grown anti-virus capability. Bardin said he didn't want to discuss (presumed) US or Western capabilities in cyber-espionage.
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Raytheon to Extend BMS with Social Media Capability

By Andrew White, Shephard Media, 11 June 2012 

Raytheon BBN Technologies is seeking to expand the capability of its Broadcast Monitoring System (BMS) by allowing it to exploit social media, company officials have told Shephard.

First adopted by US Central Command for operations in Iraq from 2004 and onwards, the BMS creates an archive of international television and radio broadcasts, which is automatically translated into English.

Since 2004, other US Department of Defense (DoD) agents have embraced the technology including the US Army and Special Operations Command who have highlighted BMS's suitability for open-source intelligence (OSINT), PsyOps, information operations, public affairs and diplomacy.

Defence sources also suggested to Shephard that such a capability would prove beneficial to coalition forces conducting support and influence tasks in Afghanistan. The BMS is also used in DoD language schools for cultural awareness and language learning and sustainment.

Broken into three parts, a BMS display comprises a real-time video stream; automated transcription of the channel's original script; and a translation into English. Key words such as names, places and organisations are highlighted and linked to the transcript. Currently, the BMS is capable of translating 12 languages including Arabic, Mandarin Chinese, Pashto and Dari.

However, Raytheon officials said they were trying to extend BMS's capability even further by tapping into video and audio social media sites such as YouTube.

A spokesperson for the company said: 'This capability enables users with no foreign language skills to get the gist of a broadcast and triage enormous values of media, allowing skilled linguist to focus on translation tasks.'

Elsewhere, it is understood that the UK's Ministry of Defence is testing Raytheon BBN Technologies' TransTalk two-way translation device. The portable unit is designed to translate English into Iraqi Arabic, Pashto, Dari, Farsi, Malysian and Indonesian.

Integrated onto an Android smartphone, TransTalk can be used for force-on-force training; peer-to-peer communication between military personnel; intelligence gathering, medical/refugee scenarios; civil and administrative meetings; and session logging and evidence gathering. The unit can also be connected to speakers and microphones for check point commands.

One US military user commented: 'I conducted a tactical questioning session with the translation system. The Arabic speaker understood all the questions and I understood all the answers.'
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Social Media and Unconventional Warfare
By Lt. Col. (P) Brian Petit, Special Warfare, April-June 2012, Volume 25, Issue 2
Social media — blogs, social-network sites, information aggregators, wikis, livecasting, video sharing — has decisively altered that most extreme of socio-politico acts: revolution. The 2011 Arab Spring revolutions in North Africa and the Middle East were engineered through citizen-centric computer and cellular-phone technologies that streamed web-enabled social exchanges. The Arab Spring has profound implications for the U.S. special-operations mission of unconventional warfare. This article posits that the study, practice and successful execution of future UW must deliberately account for and incorporate social media. 

This article first examines the role of social media during the Arab Spring revolutions and uprisings. Next, social media’s profound political effects are woven to the historical and doctrinal practice of UW. Three areas of UW are analyzed: social mobilization, the digital underground and the weapon of the narrative. This article concludes with an appeal for the focused study of the nexus between social media and UW to include the practice of and experimentation with the use of social media enabled by handheld technologies.

The Arab Spring

Labeled alternately the Arab Spring or the Twitter Revolution, the spring of 2011 witnessed uprisings and revolutions in Tunisia, Egypt, Libya, Syria and Bahrain, with revolution-inspired, violent demonstrations following in multiple Middle Eastern, North African and European nations. The uprisings were sparked by the Dec. 17, 201, self-immolation of Mohammed Bouazizi, a frustrated Tunisian fruit-and-vegetable street vendor (with a computer science degree).1 Public outrage followed, led by viral social-media postings. Months later, across the Middle East and North Africa, social media achieved another innovative milestone: a decentralized community of web-based activists rapidly coalesced into politically powerful, loosely organized insurgents who produced not just riots, but astonishing revolutionary change.

The uprisings represented a true “starfish”2 moment: peer-to-peer relationships generated a collaborative will that sparked defiant acts of resistance spanning two continents. Social media proliferated compelling images and stories that resonated with all classes of citizens, worldwide, inspiring a mix of activism and outrage that ignited revolutionary sentiment. 

It is said that revolutions “come, they are not made.”3 Despite the unpredictability of revolutions, the Arab Spring uprisings demonstrated that the medium is as important as — or more important than — the message. Handheld technologies and social media connectivity aggregated small acts of resistance that produced frenzied revolutionary momentum. The lack of a cohesive revolutionary ideology was less significant than the collective thrill of millions of like-minded, networked citizens expressing dissent. 

Even if revolution was not the aim, it was the outcome. Social-media collaboration generated accidental revolutionaries. The connected masses forged rapid, digital alliances too dynamic to be ignored and too unpredictable to be countered. In a remarkably short time span, social-media communities viewed their collective action in historical terms, generating the key ingredient required for revolutionary momentum: inevitability. 

The pervasive and resilient character of web-based social media enabled rapid social organization that circumvented regimes and inspired bold and effective acts of resistance.  Social media demonstrated that it is effective in sparking revolutions. It also showed some proficiency in managing the tactics and flexibility required to sustain spirited, if disorganized, revolutionary momentum. Even the state-sponsored physical violence, media control and comprehensive counterrevolutionary measures could not effectively thwart the uprising.

The inspiring, liberating spirit of the Arab Spring has given way to a long year of discord, civil war and state-on-citizen violence. We are reminded that revolutions are messy, violent affairs, whether delivered by cell phone or pitchfork. Outcomes notwithstanding, the Arab Spring confirms that the digital networks that promulgate social-media content present both an environment and a communication-based weapon system.

UW Background

To place social media within UW, it is helpful to review the definition of UW, address special-operations responsibilities for the conduct of UW and give examples of UW campaigns.

UW is defined as “activities conducted to enable a resistance movement or insurgency to coerce, disrupt or overthrow a government or occupying power by operating through or with an underground, auxiliary and guerrilla force in a denied area.”4 UW is not a mechanism for creating revolutionary conditions — rather, it seizes on and supports existing political, military and social infrastructure to accelerate, stimulate and support decisive action based on calculated political gain and U.S. national interests.

U.S. Army Special Forces are the Department of Defense’s only military unit designed to conduct UW, and are specially trained to operate in politically sensitive, denied areas that characterize UW environments.

UW is inherently an interagency activity, which combines the military component of the U.S. Army Special Forces with the U.S. government agencies that possess the requisite authorities and capabilities to support a UW campaign.

The principle components of an insurgent or resistance movement are the underground, the auxiliary and the guerrilla force. UW pairs Special Forces with resistance groups, insurgents, revolutionaries, tribes or other cohesive indigenous social groups that qualify as a legitimate threat to an existing power. The insurgent forces must be determined to be a suitable partner, both militarily and politically, for the conduct of operations in support of U.S. national interests.

The two major U.S. wars of this decade — Afghanistan and Iraq — were initiated with successful Special Forces-supported UW campaigns.5 Strategically, UW offers a rapid, flexible option where large-scale conventional forces are not suitable or advisable.  UW and its nearly polar opposite, foreign internal defense, remain the principal mission for the Fort Bragg, N.C.-based United States Army Special Forces Command (Airborne).

Linking the Arab Spring and UW

To clarify, the Arab Spring revolutions are not case studies of UW. The majority of the Arab Spring uprisings are homespun insurrections in various phases of their revolutionary cycle. In Libya, the anti-Qaddafi regime rebels have received external support from the U.S. and NATO. This support, both direct and indirect, falls short of the full application of UW. As of this writing, NATO support to the Libyan rebels is best classified as indirect support6 or limited intervention.7
The value in examining UW against the Arab Spring is twofold. First, the Arab Spring revolutions and uprisings contain the envi­ ronmental complexities resident in UW environments. Studying these cases offers insight into the way UW environments might take shape in the future. Second, the aim of UW is to coerce, disrupt or overthrow an occupying power or government; precisely the aim of a revolutionary. The successes and failures of the resistance movements and the subsequent actions of the governments provide valuable information for informing future UW theory, doctrine and training principles.

Borderless social mobilization. UW will be affected by the advent of hyper-accelerated social organization. The ability of citizens to instantly connect, communicate and act constitutes an evolution of the military notion of mass. High-volume social-media content forms a relatively innocuous type of mass until they stimulate and assist in illegal acts of resistance or war. John Arquilla and David Ronfeldt, creators of the concept of netwar8 have synthesized cyber, social and military capabilities into a modern concept of “swarming.” Arquilla and Ronfeldt define swarming as “seemingly amorphous, but it is a deliberately structured, coordinated strategic way to strike from all directions.”9
Swarming in the digital domain can easily span time zones, geography, economic and cultural barriers. The Arab Spring demonstrated how social media can congregate its users digitally, then quickly shift to directing or influencing some form of focused physical mass or swarm.

In Egypt, thousands of social-media exchanges combined the normally benign activity of online social commentary with the unpredictable actions of revolutionaries, disenfranchised individuals and opportunists. The result? A persistent wave of e-mass inspired civil disobedience that toppled a 30-year regime in 18 days with a “narrative and a nudge.”10
Revolution in Egypt was stimulated by Wael Ghonim11, an Egyptian-born, Google regional marketing manager, who created a Facebook page titled, “We are all Khaled Said,” dedicated to a slain Egyptian businessman.12 Ghonim’s Facebook page became a catalyst for the revolution. In a modern example of swarming initiated by digital mass, Ghonim’s Facebook page went viral, igniting the masses against the 25-year rule of President Hosni Mubarak.

Wael Ghonim’s role in the revolution illustrates how social media has made the creation and mobilization of active revolutionaries in days and weeks — a stunning evolution that impacts the organizational principles of resistance movements.

Borderless social mobilization, enabled by digital mass, has compelling organizational implications for UW. Initially, borderless social mobilization allows like-minded groups to coalesce digitally with less risk than the traditional early, vulnerable stages of building a resistance movement. Subsequently, borderless social mobilization can be blended with traditional organizational methods, combining established techniques with innovative social-organization technologies. The organizational progression blends a digital front and a physical front, both of which are decentralized. The result is a multi-front, or more aptly, a “multi-sphere” campaign. This is the art and science of interpreting and acting on social-media cues as a principal element of combat-advising indigenous resistance forces. UW practitioners must now consider their organizational capacity to leverage social media in concert with traditional methods of supporting an underground, auxiliary and guerrilla force.

In the initial phases of digital-centric mobilization, U.S.-supported resistance forces can capitalize on the rapidity and relative safety of the decentralized cyber domain. For a regime attempting to defend or attack its internal threats, social media can create a highly decentralized and challenging front. As this decentralized front self-organizes in the cyber domain, a traditionally organized front of armed military capability— the supported guerrilla force — can organize in the physical domain. The threatened occupying power faces a multi-pronged, networked threat that is as difficult to predict as social media itself. This multi-sphere UW campaign methodology combines the chaotic power of borderless social mobilization with the lethality and precision of focused military effort.

This paradigm levels the physical realm of war with the digital realm, recognizing social-media-centric communication as an equal to tactical military actions. Without question, acts of war and violent, tactical military actions will always shape the narrative. Arguably, tactical actions and social narratives can rarely be separated. However, this scenario illustrates the “information order with an operations’ annex” supposition14 that emphasizes the lasting effects of effective information proliferation over the fleeting nature of successful tactical actions. We must recognize that citizen-generated media content will shape public perceptions with credibility and speed. Our meticulously crafted and dogmatically staffed military public-affairs releases will be poor competitors for influence in this environment. Our UW proficiency will depend on revised authorities, uncomfortable risk calculations and social-media aptitudes that are not normally associated with the military action.

Our application of UW information management must understand what sociologist Manuel Costells calls the shift from the age of mass communication to the age of mass self-communication.15 To shape the way people feel, think and behave, UW must consider social media as one would a catastrophic weapon system with no single owner or operator: how is it oriented, what are its targets, who understands its capabilities, how can one influence it, how can I protect myself and how can I leverage it against my adversaries?

Social media has expanded the possibilities for both U.S. and indigenous forces to mobilize, organize, recruit, communicate and network. The traditional resistance organization methods — furtive meetings, clandestine contacts, cellular structures — still have great relevance. However, social media is a proven accelerant, defying historical prognostications for the time required for irregular force information dissemination and organizational action. Previous methodical approaches and linear progressions of UW campaigns can now leverage unthinkably rapid social mediums. Managing this paradigm shift in a UW environment might be less suited for U.S. Cyber Command and better suited for a Special Forces Soldier with a smartphone, a computer and a cadre of a wired, indigenous underground. For SOF, herein lies our challenge: Will the Special Forces leader who recognizes a decisive but fleeting opportunity, have the command authority, legal authority, the connectivity, the situational awareness and the confidence to risk seizing the initiative through social media?

Future UW campaigns must be designed to anticipate, nurture and capitalize on the multi-sphere concept. As a start, current UW education, training and experimentation ven­ ues must widely educate and train our force on borderless social mobilization, the phenomena of digital mass, swarming and the impacts of hyper-accelerated social organization.
The Decentralized Underground
Successful insurgencies and resistance groups require leadership. In doctrinal UW, the underground is the nucleus of leadership that provides the direction, organization and stewards the strategy for the resistance force. Historically, the underground is a clandestine, cellular structure with adequate hierarchy to synchronize resistance actions. The proliferation of social media has introduced a new type of underground: a digitally connected, leaderless organization with varying levels of commitment to the cause.

The multiple-nation Arab Spring uprisings contained a similar pattern of electronic and physical mass that pre-existed any true unified leadership. In all affected countries, the resistance leadership formed after the initial revolutionary thrusts. To be sure, pockets of leadership did exist prior to revolutionary actions. However, these leaderless revolutions witnessed aspiring leaders scrambling behind the leading edge of the revolution, reacting and attempting to build organizational cohesion and primacy in the midst of upheaval.

Ori Bronfman and Rod A. Beckstrom describe the emergence of leaderless organizations in The Spider and The Starfish: The Unstoppable Power of Leaderless Organizations.16 The authors explain how decentralized organizations survive, thrive and, often, dominate. The first principle is “when attacked, a decentralized organization tends to become even more open and decentralized.”17 This principle aptly describes the behavior of nearly all 2011’s North African and Middle Eastern web-inspired insurrections.

Examined against UW doctrine, the leaderless Arab Spring revolutions were initiated by a previously non-existent, highly decentralized digital underground. Remark­ ably, these self-forming digital undergrounds performed the exact functions of a tradition­ ally organized underground: intelligence, counterintelligence, subversion, propaganda, control of networks and direction of tactical actions. The digital underground has additional characteristics evolving in the media age: redundancy, distributed leadership and the ability to survive by mutation.
As witnessed in 2011, these digital undergrounds can morph into highly visible “overgrounds.” Publicity, transparency and mass communication become their salient features. The revolutionary strength of a decentralized digital underground lies not in secrecy but publicity, signifying a complete reversal of the UW doctrinal template for undergrounds.
U.S. UW practice may have to contend with powerful “leaderless” forces impacting the operational environment. Working with resistance forces is already inherently nuanced and often chaotic. Future UW out­comes will hinge on skillfully channeling the chaos inherent in both the digital and physical domains and rapidly adjusting based on cues from each domain. The advent of spontaneously organized, leaderless resistance movements could be highly advantageous or unpredictability damaging. The challenge may lie less in the application of force, and more in understanding the nature of the resistance and anticipating how and when to sequence digital and physical actions needed to retain the initiative.
Battle tracking or more accurately — social tracking - the sentiment of these social forces and influencing their behaviors, will be a critical function of the U.S. UW headquarters. Future UW campaigns may require sophisticated “social-media operation centers” that track web- and cellphone-posted content, analyzing and potentially influencing the social-media indicators and resulting behavioral outcomes. The social-media common-operating picture will track and display Facebook feeds, Twitter posts, citizen-posted reports, YouTube videos, iReports and critically, their trends in viewership. The doctrinal decision-support matrix might contain actions to be taken when social-media tripwires are sprung. Battle drills might contend with flash mobs (creating or preventing), technology denial or patching detours around state-sponsored Internet censors.18
Political campaigns already use similar tactics — all open source — to engage, in real time, by keeping a Twitter stream open to instantly understand how their candidates’ messages and exchanges are viewed.19 Twitter provides instant feedback on how messages or actions are resonating. Political campaigns are increasingly skilled in enhancing a positive message or deflecting a negative outcome. The interpretations of the Twitter community can be more important than the candidate’s actual words or intent — this interpretation is seldom left to chance in the political arena and arguably it should never be left to chance during an UW action.

In future UW campaigns, we will have to recognize all forms of leadership, especially those that challenge our preconceived notions. Our prevailing mental images of insurgent leaders are the muddy-boots field leaders like Ernesto “Che” Guevara in the Bolivian jungles or the intrepid Afghan horsemen of the Northern Alliance. Our view of insurgent leadership must expand to the “digital commuter,” starfish-style leaders of the Egyptian revolution who stayed awake for days on end — sitting on their couches — feverishly texting and tweeting until the Mubarak regime capitulated.20
Both the military-style field leaders and the digital catalysts constitute insurgent leadership. While both play a factor, it is people who topple regimes, not cellular phones. SF should be prepared to effectively support both the decentralized digital insurgents and our traditional partners, the armed guerrilla leader. Success in future UW campaigns will likely blend the understanding of social networking with the application of SF advisers and U.S. joint firepower in support of a resistance movement or insurgency.
We must understand the nature of leaderless organizations and calculate how distributed leadership can support and not cripple, the U.S.-sponsored resistance group. Social media has radically changed the mechanics of how communication affects social organization. We must educate and train ourselves to recognize and interact with these nontraditional forms of leadership and power.

Weapon of the Narrative
Social media, wireless Internet, cellular phones and associated liberation technologies21 are increasingly the predominant methods of transmitting compelling narratives. The Arab Spring, the London riots,22 the San Francisco Bay Area Rapid Transit23 episode and most famously, the Occupy movements are examples of the emergence of a visually-oriented, ideologically impulsive Internet culture with the means to rapidly and collectively plan and act.

Electronic narratives are so pervasive that they generate actions before ideologies are considered. Nearly all the Arab Spring insurrections lack ideological cohesion for governing; what they have in common is powerful narratives for dismantling. Social media enabled the proliferation of these powerful narratives, amplifying what cultural anthropologists already know: narratives in the form of stories, rumors, biographies and pictures drive our behaviors and shape our convictions.

Future UW considerations must ascertain how to compete in a fickle psychological arena in the era of the electronic narrative. Historically, insurgent ideological indoctrinations were slow-boiling, methodical processes in which narratives were used for the “hook,” and ideological indoctrination followed. The methods of Mao Zedong and other communist insurgent methodologies employed compelling, emotive narratives to recruit supporters. Only after these narratives mobilized recruits would the communist political indoctrination be introduced. Following the political indoctrination, one could then be trained as a true guerrilla.

With greater emphasis on building a narrative and less on ideology, social media offers an alternative to the historical, linear progression of developing a resistance storyline. This shift is incidental and accidental; a byproduct of our digitized world. Social-media content — personal, citizen- centric, picture-rich, story-filled — promotes personal narratives in greater volume and frequency, resulting in the increasing centricity of personal chronicles that demote the importance of ideologies.

Social media proliferates information so quickly and broadly that the narratives replace ideology, at least temporarily. Whether it is narratives or ideologies that generate momentum, the psychological aspects of UW in the digital age require reviewing the agility of our methods of supporting insurgents, surrogates or resistance groups.

At its essence, UW is a method of psychological warfare. The merger of social media and UW is a natural progression. The U.S. Army John F. Kennedy Special Warfare Center and School was originally named the Psychological Warfare Center because of the inherent nature of special-operations forces and their emphasis on indirect, nonstandard methods.

Importantly, UW is a method for coercing and disrupting not just overthrowing. Coercion and disruption are psychological- influence methods used against our adversaries, where the objective is not to overthrow a regime but to achieve a more limited goal: creating a second front, supporting a deception operation, pressuring for peace or discrediting a regime’s ability to provide security.

Within UW, social media could prove to be a tool for persuading neutral populations to support an embryonic effort. A polarizing video, post or message could create favorable conditions for a UW campaign. Conversely, a detrimental posting could go viral, spreading negative perceptions that could erect unforeseen obstacles or foil well-sequenced actions. Future UW endeavors — even those in remote areas with little connectivity — remain subject to the perceptions created by citizen-generated information.

A UW campaign could be sequenced with psychological and social lines of effort as the principle “means” of delivery. Tactical actions would be planned and executed based on anticipating, shaping and exploiting social and psychological conditions.

For example, the digital lines of operation could be monitoring (understanding), posting (shaping), denying (blocking), spreading (pushing coverage), swarming (mass) and messaging (tactical or digital actions designed for psychological effect). In the digital domain, tactical actions would be evaluated as those having the most effect, derived from indicators quickly surfacing in social-media venues.

Experimentation is underway in current SF UW exercises to incorporate social media and handheld technologies into campaign planning and tactical execution. For technical analysis and application of social media in today’s operational environment, the Department of Defense Analysis Common Operational Research Lab is conducting real-time analysis on the effects of social media by integrating geospatial, cultural, relational and temporal data tracked, open source, from cellular phone technologies.24
As the Arab Spring results and the CORE Lab studies on Egypt25 have proven, social media is powerful tool for producing the psychological effects necessary for a skilled application of UW. The tradecraft options are unlimited and well beyond the scope of this article. The challenge is maintaining the psychological initiative where everyone — citizens, states, provocateurs, refugees, media, militaries, hackers — has equal access to information and therefore, influence.

Across our education and training domains, the SOF community must recognize that social media and its rapid and effective proliferation of narrative have expanded the boundaries of the UW battleground.
Conclusion
The future study, practice and successful execution of future UW must deliberately incorporate and account for the highly public sphere of social media. For U.S. SOF engaging in UW, the effective use of social media and the use of handheld technologies is perhaps less about technology training and more about mindset shifts in how we view the boundaries of UW.

To provide the widest range of options to our leaders, SOF must be prepared, rehearsed and comfortable in combining low-technology practices within a high-technology, commercially driven, social-media rich environment.

The classic UW image is of the under­ ground resistance-cell leaders meeting with U.S. advisers, clustered in a dark basement around a crumpled map, secretly organizing and planning their next tactical move. This image, and its low-tech nature, is not passé — it is more valid than ever. UW remains a business of trust, respect and the human connection that is the hallmark of language- trained, regionally-oriented, combat- experienced SF Soldiers. But the traditional image of UW is now incomplete. It has a counterpart image that is equally important: a scattered network of digerati, males and females, urban and rural, local and global, all texting, tweeting, posting and hacking from thousands of locations. Publicity is as paramount to the success of the digerati as is secrecy vital to the success of the traditional underground resistance cell. We must be prepared to operate in the secret and the public domains, simultaneously.

UW campaigns are bold and decisive acts of military and political will. Future campaigns will contend with mature and powerful social-media environments. The Arab Spring merits further analysis of border- less social mobilization, digital undergrounds and the weapon of the narrative. Refreshing the theories, education, training, authorities and experimentation of UW will serve us well when our nation calls and our best option is — once again — UW.
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Former Pentagon Analyst Says China Can Shut Down All the Telecom Gear It Sold To the US 

By F. Michael Maloof, Business Insider, Jun. 8, 2012

Chinese companies apparently have a covert capability to remotely access communications technology sold to the United States and other Western countries and could "disable a country's telecommunications infrastructure before a military engagement," according to former and current intelligence sources. 

The Chinese also have the ability to exploit networks "to enable China to continue to steal technology and trade secrets," according to the open source intelligence company Lignet, which is comprised of former U.S. intelligence analysts.

The issue centers on the Chinese firm Huawei Technologies Co. Ltd., which U.S. intelligence sources say has direct links to the Chinese government and the People's Liberation Army, or PLA. These sources assert that Huawei and other Chinese telecommunications firms such as ZTE Corp. have "electronic backdoors" to telecommunications technology sold to the U.S. and other countries.

Revelation of China's electronic backdoor capability into U.S. and Western telecommunications networks comes on the heels of recent WND/G2Bulletin revelations that China has been manufacturing counterfeit components that have made their way into sensitive U.S. weapons systems.

The problem of fake Chinese electronic components, which were installed by defense contractors without prior testing and are operating in U.S. military systems, is far more widespread than originally thought.

These parts don't just come directly from China but also from suppliers in Britain and Canada who redirect Chinese products to U.S. defense contractors.

These counterfeit components have been found in sensitive U.S. missile systems meant to thwart the potential of a Chinese missile attack, in night vision devices and in various military aircraft.

"We do not want a $12 million defense interceptor's reliability compromised by a $2 counterfeit part," Gen. Patrick O'Reilly, director of the U.S. Missile Defense Agency said.

Huawei, suspected of exploiting electronic telecommunications backdoors, continues to sell communications technology in the U.S. and other countries despite a supposed ban on the company that was supposed to keep it from bidding on cellular networks and government contracts, a current intelligence source said.

The electronic backdoor capability reportedly could allow the Chinese government through Huawei and ZTE to access information traveling through telecommunications networks or even sabotage electronic devices, Lignet said.

With this capability, China would be in a position to sabotage critical U.S. weapons systems and sensitive cyber sites and could include intelligence or systems used by defense contractors doing work on behalf of the U.S. government.

With cyber espionage on the rise and increasing attacks aimed at U.S. government computer systems, these sources contend that Huawei has achieved that capability on behalf of the Chinese government.

Sources say that Huawei can use its backdoor access to reach into foreign telecommunications company systems without its knowledge or permission.

In the case of the mobile phone maker ZTE, Lignet said that the company pursued a security vulnerability through an electronic backdoor on cell phones run on Google's Android system.

"This backdoor reportedly could allow someone to remotely control the phone," Lignet said.

In 2013 defense budget legislation, the House Armed Services Committee's Strategic Forces Subcommittee had introduced language to require a search of all U.S. nuclear weapons arsenals and infrastructure to remove products from Chinese companies such as Huawei and ZTE because of the possibility of "backdoors or code for espionage and/or sabotage purposes by the Chinese government," Lignet pointed out.

These revelations follow a warning by the U.S. Department of Defense that Chinese hackers are aiming malware at U.S. government agencies and industries that could threaten the nation's economy.

The indication is that these attacks are directed by the Chinese government itself.

"Chinese actors are the world's most active and persistent perpetrators of economic espionage," according to a DOD in a recent report to Congress. "Chinese attempts to collect U.S. technological and economic information will continue at a high level and will represent a growing and persistent threat to U.S. economic security.

"China is likely to remain an aggressive and capable collector of sensitive U.S. economic information and technologies, particularly in cyberspace," DOD added.

Another concern raised by sources is that Huawei and the other Chinese telecommunications companies also provide technology to Iran and the Taliban.

According to sources, Iran's security network relies on Huawei technology, raising the prospect, sources say, that the Iranians could gain the same backdoor access as the Chinese intelligence service does to U.S. defense and sensitive industries.

This concern has been heightened by new Iranian threats to undertake a cyber war with the U.S. in response to recent revelations that the U.S. was a principal player in launching a sophisticated cyber attack on Iran's nuclear program.

Code-named Olympic Games, the effort by the Obama administration was to initiate a cyber war against Iran along with Israel. Such a revelation left little doubt that the U.S. and Israel also were behind the Stuxnet virus which was inflicted on Iran's centrifuge machines used to enrich uranium.

One source said that Washington already has declared that a cyber attack on U.S. computer systems would constitute an act of war and that would call for a military response. The Pentagon earlier this month said that there would be a U.S. military response if there is a cyber attack on government networks – in effect, equating hacking with an act of war.

Yet, the U.S. already has initiated such an attack on Iran which now is threatening to do the same thing to U.S. computer systems.

In attempting to uncover cyber attacks before too much damage has been done, sources say that there are millions of lines of software code that transmit data securely and to find a malicious code would be problematic and cost-prohibitive.
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When GPS Goes Down, Pentagon Still Wants a Way to Fight

By Katie Drummond, Wired, June 13, 2012 

The navigational system used by the military for just about everything from guiding drones to dropping bombs is increasingly under threat of attack. Now, the Pentagon’s desperate to replace it. Or, at least, reinforce it enough to stave off a looming storm of strikes.

That’s the thrust of a new venture from Darpa, the military’s premier research arm and the brains behind GPS’ initial development in the 1950s. On Tuesday, the agency announced the second phase of their program, “All Source Positioning and Navigation (ASPN),” that’s trying to “enable low-cost, robust and seamless navigation solutions … with or without GPS.”

The program, which Darpa quietly kicked off last year with two awards for theoretical research, is one part of a larger military effort that’s trying to steer the Pentagon away from its GPS dependency.

Why? First off, there’s the growing risk of GPS signals being jammed by adversarial forces. Enemies on the ground can also “spoof” a GPS system — essentially tricking it into showing an incorrect location. And these are far from hypothetical risks: Mere weeks ago, a fatal drone crash in South Korea was attributed to GPS signal jamming from north of the border. Last year, Iranians (perhaps dubiously) claimed they jammed the GPS signals navigating an American spy drone, then spoofed the system to land in Iran’s clutches.

And those GPS-thwarting capabilities continue to grow — at a pace that’s exceeded the military’s ability to keep pace — largely because of a booming commercial market for GPS-jamming technology. Such electronic warfare “was once the province of a few peer-adversaries,” Darpa deputy director Ken Gabriel told the House Armed Services Committee’s panel on emerging threats earlier this year. “It is now possible to purchase commercial off-the-shelf components for more than 90 percent of the electronics needed in an [electronic warfare] system.”

The risks now inherent in GPS are well-known, but it doesn’t look like Darpa’s ready to give up on the system altogether. Instead, they’re after a navigational system that can swiftly move between different combos of devices, using a “plug-and-play” approach. Right now, the agency notes, the military’s navigation systems primarily rely on a pairing of two devices: GPS, which uses satellite data, and what’s known as an Inertial Navigation System (INS), which relies on “dead reckoning” (using estimates of speed and direction, without external references) to provide locational intel.

It’s a tactic that’s accompanied by several problems. For one, INS — because it uses internal, ongoing estimates — is notoriously error-prone without a GPS system to back it up, so it can’t be relied upon exclusively. And INS systems often obtain their starting position and velocity from a GPS device. Which means if the GPS is under attack, the INS risks leading military personnel (or the drone or weapon they’re navigating) astray.

These navigational systems are also extremely inflexible. Typically, Darpa notes, they’re programmed to accommodate, maybe, one additional sensor (say, a magnetometer) and unable to plug into any others. As a result, personnel can’t respond to “new threats or mission challenges” in real time. Not to mention that, even as consumer navigation tech becomes more sophisticated (Apple Maps, anyone?) the military can’t take advantage of the most cutting-edge products.

Of course, there are already plenty of GPS alternatives available. Radio beacons, which transmit signals from static locations to receiving devices, allow the calculation of location based on proximity to various beacons. Ground feature navigation extracts the positions of tracked objects and then uses them as points of reference to gauge a vessel’s locale. And stellar navigation systems use the coordinates of celestial bodies to assist in a vehicle’s navigation.

Darpa’s dream navigational system would go beyond those kinds of discreet systems — by incorporating pretty much all of them. The ASPN system, according to Darpa’s announcement, should be able to accomodate any available sensor, and be versatile enough to incorporate new sensors “as they become available in the marketplace.” The key benefit to such adaptability would be the mitigation of GPS-dependency. Personnel would instead have myriad sensors at their disposal, and be able to toggle between them as necessary. In other words, a suite of backup tools to work, in conjunction, as a safety net in case of GPS failure. Among the ton of gadgets that Darpa wants the system to utilize: 3-D imagers, LiDAR, temperature sensors … and good old compasses.

It remains to be seen whether ASPN can restore the “spectrum dominance” that Gabriel and his Darpa cohorts are chasing. At the very least, though, it should help them keep pace with the commercial sector. Especially because, as Darpa’s announcement notes, ASPN testing will rely on “the Android operating system.”
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China Tech Company Brags: We Hacked U.S. Telecoms
By F. Michael Maloof, WND.com, 15 June 2012

WASHINGTON – A major Chinese telecommunications company has been boasting how it was able to hack into U.S. and international telecommunications networks and intercept what it suggested was “malicious” data.

The claim was made at a conference held in Dubai in February by officials with the Chinese firm Huawei Technologies Co. Ltd., and left specialists who attended the seminar alarmed.

They told WND that’s because while Huawei may consider the data “malicious,” the act of intercepting and extracting data means the Chinese company also could steal sensitive information or even alter the function of computer systems where the company’s products are installed.

Huawei, which is tied to the Chinese People’s Liberation Army, displayed in a PowerPoint-type presentation that it had capabilities in “in-depth traffic analysis to enhance network control,” which a source to WND who attended the conference said meant that it could intercept data and collect it.

The event was the Intelligence Supportive Systems World Middle East and African Law Enforcement, Intelligence and Homeland Security conference in the United Arab Emirates earlier this year.

Authors Brett M. Decker and Bill Triplett cut through the fog of soothing, pro-China propaganda to reveal the truth, in “Bowing to Beijing.”

There, sources report, Huawei readily admitted that it was undertaking such data interception and collection.

The ISS conference is an annual gathering of Middle East and African law enforcement, intelligence and homeland security telecom operators responsible for “lawful interception, electronic investigations and network intelligence gathering,” according to the ISS agenda. A similar event is scheduled from March 4-6, 2013, also in Dubai.

In its presentation, Huawei said that it had this capability using a particular technology called Deep Packet Inspection, or DPI.

DPI is the key technology in high capacity data interception and mining, according to the WND source who asked not to be named but attended the Huawei briefing.

WND has obtained a copy of Huawei’s DPI briefing.

While Huawei’s presentation of its DPI capability was meant to show how it protected Huawei-equipped networks by detecting malicious code, sources said that the very same technology “can be very effectively used to conduct widespread industrial espionage and breach national telecommunications security.”

Huawei reportedly has operations in some 140 countries and serves 45 of the world’s 50 largest telecom operators. It is the second largest supplier of mobile telecommunications infrastructure equipment in the world after Ericsson. It also has a subsidiary in the United States, located in Herndon, Va.

The magnitude of its operations worldwide has alarmed national security specialists who say that Huawei’s covert capability to remotely access communications technology sold to the United States and other Western countries could disable a country’s telecommunications infrastructure before a military engagement.

The Chinese government through the company’s “electronic backdoors” of telecommunications networks has the ability to exploit networks to steal technology and trade secrets or even to sabotage electronic devices, according to various sources.

With this capability, China would be in a position to sabotage critical U.S. weapons systems and sensitive cyber sites, all of which could include intelligence or systems used by defense contractors doing work on behalf of the Department of Defense or the U.S. intelligence community.

Experts say that DPI generally is a restricted technology because it is so pervasive. It operates at what experts call “line speeds” of up to multiples of 10 gigabytes per second and can “read” every packet in a data stream.

“Once you have access to every piece of data in a data stream,” the WND source said, “you can do literally anything with it. You can copy it, you can restrict it, you can control it – all at line speed – without any degradation of the signal.

“The challenge really is dealing with the volume of traffic in high speed links but, with advanced software, folks managing DPI appliances in networks have the capability of using advanced techniques such as protocol identification to strip out the stuff they want,” the source added. “When I say ‘strip out,’ in the Chinese sense, I mean intercept and copy.”

Huawei’s DPI presentation also referred to detecting and controlling “illegal applications” and referred to “VPNs” as an example.

VPNs are a traditional way that users can bypass content security measures and provide secure access to corporate and government networks.

The Huawei DPI presentation also referred to identifying and restricting URLs, or uniform resource locators, in which it can see and control everything that a computer user looks at online.

While the DPI brief referred to “porn, illegal, violent (sic) and gambling” as URLs that Huawei can block, the source said the company was “very clearly using that capability” for its own activities and, once the technology is deployed, these applications can be remotely accessed.

“So, a network that (Huawei) monitors potentially without the carrier’s knowledge in South America, Malaysia, Indonesia, Saudi Arabia, Botswana or even Virginia can be remotely and surreptitiously monitored and potentially controlled,” the source said.

Huawei also referred to the mundane term “traffic mirroring,” which the source said is “plain and simple data interception.”

Because Huawei is involved in mirroring – intercepting data – the source added if the Chinese company can routinely do such mirroring remotely, then any network that contains Huawei equipment by extension would be capable of this activity.

In this regard, the source said he and his company were tasked with doing a major network assessment for a country’s telecommunications system.

During that assessment, the source said, there was inadvertently discovered “undocumented administrator accounts” in all of the Huawei core network routers.

When equipment is shipped, the source said, it comes with default passwords and these are usually changed to unique company standards.

As part of source’s “assessment procedure,” the source checked and ran a non-standard routine to identify all of the user accounts and that was “how we inadvertently discovered the second and undocumented administrator accounts and took ‘screen shots’ to record their existence.”

When they went back to look at them again, “they all mysteriously disappeared – with no trace in the router logs as to how it happened,” referring to going back to examine the undocumented administrator accounts.

Rather than a “simple network security issue,” the source said he and his security consultant team began to realize that “this was much more of a national security issue.”

The source said that the undocumented administrator accounts had been “mysteriously erased, we suspected remotely, as nothing was showing in the router logs to indicate how it happened or that they ever existed in the first place.”

He said that Huawei has special teams of Chinese engineers who fly in, often in chartered jets, when a network experiences “certain technical problems” but the network equipment never is allowed to be examined or fixed locally.

The source said that such technology also could be used to intercept communications in intercontinental undersea cables deployed at 3,000 meters (9,843 feet) under the sea.

He said that Huawei Marine, which is rolling out thousands of miles of intercontinental communications cable beneath the seas, complete with deep-sea fiber optic boosters every 50 miles, can very easily conduct covert, DPI surveillance, entirely undetected.

“Embedding these capabilities in any network means…(that) they can then intercept and control those networks in any way they like,” the source said. “I am so worried about Chinese cyber warfare threats, their abilities to monitor and remotely shut down international communications networks, including critical infrastructure networks in Western countries.”

“Forget just looking for malicious code,” he said. “They could just as easily identify encrypted missile launch commands, radar and defense communications, critical infrastructure command and control networks and while they may not be able to necessarily decrypt and control them, being able to block them in networks is almost as effective as a cyber-warfare strategy.”

The source also was quick to point out that many critical infrastructure networks are not encrypted and operate openly.

As WND has previously reported, U.S. government agencies seem unprepared to confront the cyber war China apparently is planning against the U.S., even though U.S. government officials and members of Congress have known about this potential for at least four years.

Last March in a report prepared by the U.S. defense aerospace company Northrop Grumman Corp. for the congressional U.S.-China Economic and Security Review Commission, it warned that the Chinese military through its large Chinese telecommunications firms has created an avenue for state-sponsored and state-directed penetrations of supply chains for electronics supporting US. military, government and civilian industry.

“Successful penetration of a supply chain such as that for the telecommunications industry has the potential to cause the catastrophic failure of systems and networks supporting critical infrastructure for national security or public safety,” the report said.

“Potential effects include providing an adversary with capabilities to gain covert access and monitoring of sensitive systems, to degrade a system’s mission effectiveness, or to insert false information or instructions that could cause premature failure or complete remote control or destruction of the targeted system.”

The report, titled “Occupying the Information High Ground: Chinese Capabilities for Computer Network Operations and Cyber Espionage,” said that many of the findings actually came from Chinese source materials including authoritative PLA publications.

The report specifically had singled out Huawei and ZTE Corp. as examples of high technology companies the Chinese government could use to enter remotely into telecommunications systems and computers linked to them to gain undetected access to sensitive data.

“Chinese capabilities in computer network operations have advanced sufficiently to pose genuine risk to U.S. military operations in the event of a conflict,” the congressional report said. “PLA analysts consistently identify logistics and C4ISR infrastructure as U.S. strategic centers of gravity suggesting that PLA commanders will almost certainly attempt to target these systems with both electronic countermeasure weapons and network attack and exploitation tools, likely in advance of actual combat to delay U.S. entry or degrade capabilities in a conflict.”

The C4ISR infrastructure referred to in the congressional report is command, control, communications, intelligence, surveillance and reconnaissance.

Sources report that the giant telecommunications companies Huawei and ZTE would give the PLA such access.

The problem for the U.S. is that the effects of preemptive penetrations may not be readily detectable until after combat has begun.

“Even if circumstantial evidence points to China as the culprit,” the report said, “no policy currently exists to easily determine appropriate response options to a large scale attack on U.S. military or civilian networks in which definitive attribution is lacking. Beijing, understanding this, may seek to exploit this gray area in U.S. policymaking and legal frameworks to create delays in U.S. command decision making.”

The report also detailed the potential risks to the U.S. telecommunications supply chain in which hardware is exposed to innumerable points of possible tampering and must rely on rigorous and often expensive testing to ensure that the semiconductors being delivered are trustworthy and will perform properly.

Such components obtained from China through U.S. defense contractors, however, often are untested, raising the high prospect of compromising U.S. systems and being virtually undetectable as to the origin of the defect.

These developments strongly suggest that no policy exists on this growing problem of electronic backdoor espionage at the hands principally of the Chinese, sources say, even though the U.S. government has been aware of the issue for some time.

In 2013 defense budget legislation, a House Armed Service subcommittee recently introduced language to require a search of all U.S. nuclear weapons arsenals and infrastructure to remove products from such Chinese companies as Huawei and ZTE which similarly is under Chinese PLA influence that can introduce electronic backdoors or code for espionage or even sabotage.

Earlier this year Michael Gilmore, Pentagon director of Operational Test and Evaluation, said that the Defense Department’s ability to halt cyber attacks has declined such as in using backup files and systems, proper audit logging and effective use of anti-virus tools and software, due primarily to budget cutbacks.

Word about Huawei’s capabilities in the remote access of telecommunications systems almost anywhere in the world for purposes of espionage or even electronic sabotage comes on the heels of recent WND revelations that China also has been manufacturing counterfeit components that have made their way into sensitive U.S. weapons systems.

The problem of fake Chinese electronic components, which were installed by defense contractors without prior testing and are operating in U.S. military systems, is far more widespread than originally thought.

Fake electronic components from China have been discovered in thermal weapons sights delivered to the U.S. Army, on mission computers for the Missile Defense Agency’s Terminal High Altitude Area Defense, or THAAD, missiles and on military aircraft, including several models of helicopters and he P-8A Poseidon, U.S. Senate investigators revealed.

Suspected fake electronic parts were found in the Forward Looking InfraRed, or FLIR, Systems being used on the Navy’s SH-60-B, which were delivered by Raytheon, which alerted the navy.

Senate investigators tracked some 1,800 cases of suspected counterfeit parts through the supply chain. It found that U.S. defense contractors had purchased many of the critical components from U.S. companies which in turn obtained them from Chinese firms but never subjected them to testing before handing them over to the U.S. military as part of their contract.

U.S. military aircraft affected by counterfeit parts include the SH-60B, AH-64 and CH-46 helicopters, as well as the C-17, C-27J and C-130J cargo aircraft and P-8A Poseidon aircraft.

In one case, the U.S. Air Force had reported that more than 84,000 counterfeit electronic parts had been purchased from Hong Dark which “entered the DOD supply chain and many of these parts have been installed on DOD aircraft,” the Senate report said.

Senate investigators said that these counterfeit parts are driving up defense costs, in addition to compromising safety and national security.

And another report said the issue appears to be connected to “unvetted independent distributors who supply electronic parts for critical military applications.”
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Transmedia, Emerging Threats, and a Blended Strategy for Training 

By Scott Kesterson, Small Wars Journal, June 20, 2012

As the U.S government’s strategic focus begins to draw away from the conflicts in Afghanistan and Iraq, the importance of identifying and disrupting emerging threats increases in magnitude. Current strategies built to attack networks in countries beyond Afghanistan and Iraq have not yielded durable or decisive outcomes.  This has left room for insurgent threats to expand, often taking sanctuary in new areas or adopting strategies that allow them to adapt.    Do-it-Yourself (DIY) networks of information have evolved beyond “Resident Networks” and “Communities of Interest” toward individuals and ideology. One only needs to go to Twitter to see the myriad individuals, each with their own views on the subject, and each with their own large following of interest. 

As threats have changed, so has the nature of the networks to which they are tied. As information technology has improved, the ability to organize has increased, carrying with it greater power for the individual. In this new era, we therefore must reconsider the meaning of a network and the ways in which our strategies need to evolve to counter it. Strategies built around attacking networks are too limited; strategic planning now needs to embrace the power of the individual and the root influences that motivate them. Strategic narratives and international relations operate beyond the imaginary boundaries that we define with our notions of networks.  Efforts therefore need to refocus to consider emerging threats in terms of individuals who are loosely tied to common ideologies, franchised ideologies, sympathetic support, or inspirational actions or deeds. In the past the efforts of several political, social, military, law enforcement, and economic events would have to coalesce over a period of time to generate a large popular response. . This is no longer the case. Outrage, fear and loathing can be crafted and created from outside the network, bypassing the network, and in a matter of hours a downtown street or park can be occupied with no real warning. Agencies and Departments are forced to reactive and reactionary responses with little time to plan messaging or operations.   From the standpoint of operations, this may seem daunting at best, and impossible at the extreme. However, appreciating the importance of the individual within the scope of emerging threats requires us to reposition operational and tactical focus within our strategic framework to influence to the individual in a manner that will limit his willingness to act in support of insurgent activities. To achieve this, we must affect the individual’s core values and constructs of trust.

The lessons learned from the conflicts in both Iraq and Afghanistan have provided deep insights into operations against complex and evolving networks that employ a wide range of asymmetrical threats. Though surge strategies gleaned the lion’s share of the attention, the greatest successes were found in small-unit, locally focused, decentralized operations. As we move forward, strategies focused on emerging threats need to consider employment of the same type of approaches. Though the tendency is to rely on existing capabilities, the requirements needed for emerging threats exceed what these capabilities can offer; they are not something that can be achieved through the existing mechanisms of foreign aid or military action alone. 

To affect an individual’s core values and constructs of trust, greater emphasis needs to be placed on Phase Zero operations and the implementation of a Transmedia capability centered on influence and outreach programmatics. By employing visual communication programming at the village level that embraces local customs, oral traditions, and native narrative archetypes, a Phase Zero Transmedia capability provides the means to influence the individual towards actions more in line with our strategic needs. 

Purpose and Background 

This article provides an outline for the development of a Transmedia capability that is applicable in all Phase Zero operations.  The term “transmedia” will be defined as an approach designed to generate a lasting end state of sustained and lasting predilection for our strategic interests from the indigenous populations. Additionally, Transmedia will bridge existing institutional disciplines and doctrines to disrupt insurgent incubation and growth, maximize the impact of influence and outreach operations, and provide a forward leaning lessons learned capability to better exploit emerging threats. Rethinking the dynamics of our approach to networks has become crucial as modern techniques are used to compress the information exchange cycle, allowing emotion and supporting narratives to become mobilization mechanisms. The accumulation of rage and sympathies are now broadcast on a global scale in a matter of hours- not days or weeks- into a digital forum that operates like an interactive conversation.  The sociology of group dynamics is now extended to the digital plane.

The challenges of communication are a constant part of operations involving interactions with indigenous populations. Lack of literacy and education frequently frustrate efforts to build cooperation and support, while local customs, taboos, and traditions present operators with a morass of cultural unknowns that can derail efforts without warning. Add to this the barriers of language and a labyrinth of socio-religious beliefs, and the task of building lasting and enduring relationships becomes extraordinarily challenging.

The use of film to invoke master narratives and effect social change can be found in government-produced films ranging from Soviet depictions of the Russian Revolution of 1917 to the US War Department’s films of World War II. Study of the work by Sergei Eisenstein during the early Soviet era, for example, offers lessons that can be employed to overcome these barriers. By using well-crafted visual programming, Eisenstein was able to enhance the support for the Bolshevik movement and simultaneously strengthen the support for the Soviet state. This example is important since the post-Tsar/early-Soviet era was defined by cultural fragmentation, extreme illiteracy, extensive poverty and tribal resurgence. The use of films to communicate visually to the local populations in a culturally relevant framework was successful in transcending barriers and effecting social change.

Modern Hollywood and You Tube have demonstrated how history, culture, and narrative messaging can be crafted to influence and even rewrite history.   This consortium of knowledge has influenced the manner in which information has been used in the current conflicts. The challenges in the Afghan theater, where nationalism is a new and emerging concept, underscore these complexities. With rural Afghan identity rooted more in the tribe and village than in the nation-state, communication products needed to reflect a framework of local village and tribal narratives in order to enhance success. The persistence of top-down programming and Western value-based analytics reduced the impact of the existing influence and outreach programs. The insurgent use of information to influence local populations, however, had proved very effective. This was evident in the portrayal of the national government and its nationalist ideology as causes of graft, corruption and development that benefited only the metropolitan elite, not the rural villages. An important part of the insurgents’ narrative development was the distribution of crudely made videos that highlighted local music, religious themes and elements of the traditional warrior ethos. To address the communication shortfalls, Combined Forces Special Operations Component Command – Afghanistan (CFSOCC-A) launched the Transmedia initiative in July of 2011. The program drew upon historical examples, such as Eisentein’s films, as well as alternative methodologies such as positive deviance, in which positive actions within a community are reinforced to effect positive social change. The visual communication products were then developed to leverage local narratives as conveyed through traditional Afghan oral communication, Afghan storytelling, Afghan cultural traditions, and the unique Afghan ontology.

The low rates of television penetration have offered a challenge in many areas of operation, as they can limit the use of visual content to anything other than mobile phones. This gap can now be filled with low cost, battery powered micro-SDHC projectors. This capability has allowed operators greater flexibility in delivering audio-visual content to the local population. More significantly, it has decentralized dissemination operations and simultaneously removed dependence on existing infrastructures. With even the most remote villages in Afghanistan having cell phones with 3G technologies, there is always a gas-powered generator to keep small electronics charged.

Making the local narrative a focal point of communication is essential in translating strategic objectives to the tactical level. It is also the backbone in any framework that seeks to enhance local stability while ensuring the development of positive indigenous relationships over the long-term. While this is not an original idea, current trends have marginalized the importance of this approach. The development of a Transmedia capability reaffirms the importance of communication at the village level. By emphasizing visual content within a local context, Transmedia provides an adaptive capability for the way ahead.

Approach

Transmedia is an educate-and-influence program which uses visual vignettes of varying lengths (20-60 minutes) as an entertainment and education vehicle to enhance training, strengthen non-lethal operations and provide life-improving education at the village level and up. Central to the program’s design is an integrated visual collection capability using deployed teams of videographers, visual editors and cultural Subject Matter Experts (SMEs). Each team captures local narratives as conveyed through traditional oral communication, storytelling, cultural traditions, and the unique cultural ontology, and then translates that material into engaging and entertaining visual educational stories. Additionally, the audio-visual content is repurposed to provide training, cultural education and Lessons Learned content for both host nation units as well as DOD/ DOS personnel prior to deployment to the AOR.

Success of the approach of the Transmedia program relies on four critical paths:

•Ontological Research of Audience and Program Effects: Developing an operational understanding of the audience demographics and cultural ontologies that can influence narratives and narrative outcomes.

•Information Gathering and Production: Narrative development, field collection, editing and production, copying and distribution, and visual content management.

•Distribution and Screening: Identifying entry points for initial distribution while building and leveraging expanded distribution networks.

•Feedback and Assessment: Developing a system to assess and improve the products to continue to support the operational goals of the area. Additionally, this element provides the ability to inject these assessments into the design and decision making process to improve course of action development that is in synch with cultural context and messaging mediums. This eliminates the so called errors in body language or messaging that cause dissonance.

Transmedia personnel will apply an interdisciplinary approach to provide maximum effect. A team will have experience creating visual narratives using the latest methods from the commercial advertising world and entertainment industry. This approach will allow new thoughts and traditions to be formed and absorbed into the traditions of the local narratives and stories. A team will also be able to identify local narratives and develop storylines that will appropriately convey messages to the indigenous audiences. SMEs will provide knowledge on the best delivery methods, be they traditional local means of transmission, or modern means such as film or documentary. The objective is always to expose the greatest number of people to the narrative in formats they recognize. New storylines will be delivered by traditional and non-traditional means as well.  Understanding what “wrong”’ looks like is just as critical as what “right” looks like. This builds a repertoire of conflict resolution skills that can be tailored to support the vision, objectives, expected outcomes, and/or metrics of design planning and implementation at the tactical, operational and strategic levels.    

The initial concept of Transmedia focuses on visual learning and communication on subjects as diverse as agriculture, literacy/numeracy, small-scale industry education, civic responsibility, counter-corruption, counter-narcotics, religious narratives and education, as well as geographically appropriate and culturally sensitive entertainment. Moreover, the medium has potential for a vast range of effects beyond the application for which it is initially being contemplated. As an example, Transmedia could potentially address the long standing issues and rifts that exist between urban and rural society by demonstrating and reinforcing the positive in governance, security and development for the village by association to relevant “cultural” contexts. This can go further, to extend linkage between heretofore unaligned villages, enabling local civil society groups to exchange ideas across greater regional audiences through visual narratives that could later be migrated to virtual social networking spaces. The potential is limited only by imagination.

Another potential beneficiary is Lessons Learned. Transmedia provides a forward leaning capability that can capture, and develop visually based lessons learned materials for emerging threats and unfamiliar regions. The visual content offers immersive training potential while supporting the needs of leader training, special teams training and general adaptive training. Extending this further, by integrating Transmedia into the RIP process, operators can enhance knowledge transfer while providing an accelerated means of capturing tribal and ethnic nuance specific to their area of operation

As a bottom up, village-centric program, the purpose of Transmedia is to enhance Phase Zero operations through the use of audio-visual tailored to support the local village’s needs and issues while simultaneously enhancing social linkage. Transmedia’s emphasis on positive reinforcement provides communities with an asset to enhance their local institutional knowledge and best practices as well as their long-term survivability. This last point is key, since affinity relationships and their ties to ancestral villages or lands heavily influence traditional populations. Providing a means for indigenous groups to achieve greater empowerment, become less dependent on outside resources and strengthen their ties to traditional value structures enables Transmedia to create and foster long-term and enduring relationships at the local level.

Conclusion

Transmedia provides an adaptive capability to disrupt insurgent potential at the root before it gains a foothold.  As insurgents have become more networked through technology, insurgent groups have demonstrated a resilience and ability to adapt and persist. This ease of access through electronic media has also empowered the individual to become a more significant agent of change. Consequently, greater emphasis must be placed on the entities that drove the individual towards insurgency in order to more effectively disrupt the insurgent network.

As focus shifts to emerging threats, the strategies built to defeat networks must themselves evolve. Necessary to this growth is the realization that greater emphasis needs to be placed on Phase Zero operations and the implementation of a Transmedia capability centered on influence and outreach programmatics. By employing visual communication programming at the village level that embraces local customs, oral traditions, and native narrative archetypes that can be delivered independent of the infrastructure build, a Phase Zero Transmedia capability provides the means to influence the individual towards actions more in line with our strategic interests. 
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InfoOps: Measuring Effectiveness

Posted on June 19, 2012 at Leonie Industries Blog 

You can listen to the podcast interview on measuring the effectiveness of IO campaigns between Richard deSilva from Defence IQ and Ed Negrelli, President of Leonie Industries here or find the transcript below.

Introduction (by Mr. Richard DeSilva):

You’re listening to Defense IQ.  I’m Richard DeSilva and today we’re talking to Mr. Ed Negrelli, who is the President of Leonie Industries.   Leonie Industries is one of the primary corporate sponsors of this year’s Information Operations Global conference beginning from June 26th in London.

Mr. Negrelli comes from a military background, graduating from the United States Military Academy in 1976, and serving as an artilleryman and Army Ranger.  He also has a Master’s degree in Operations Research from the Naval Postgraduate School, and served in command and staff assignments throughout the United States, Europe, and Asia.

After retiring from the Army, he served in a broad range of leadership and advisory positions in the Defense Industry.  In 2007, he joined Leonie as a Senior Operations Research Analyst, working at JIEDDO – the Joint IED Defeat Organization, and in January 2010, he became the President of Leonie, where he has been providing leadership to the company in support of Counter-IED programs – a subject very close to our heart here at Defence IQ as some of you will of course know – as well as to foreign media and cultural advisory services throughout the world.

Today we’ll be talking about a topic that has proven to be a very difficult challenge for all Information Operations practitioners  -  that is, how can we measure the effectiveness of IO campaigns and other strategic communications efforts?

Q. So Mr. Negrelli, welcome to the session – how are you?

A. Fine, thank you Richard.  Thanks for having me.

Q.  You’re very welcome. Before we get into the heart of this topic, sir, I am sure you’ll be aware of the rather disparaging article that appeared on the front page of USA Today recently, an article in which the reporter, Tom Vanden Brook, questioned the effectiveness of Information Operations in Afghanistan, which your company of course supports.  In fact, there were subsequent postings by other media outlets suggesting that Leonie was actually behind what they called a dis-information campaign launched against those USA Today reporters.  Just to start off, if I could ask, very respectfully, would you care to comment on that?

A.  Yes Richard, I’m very aware of those postings, and let me first say that we have always been respectful of journalists and the media. Tom Vanden Brook reached out to Leonie in conjunction with his coverage, and we always were responsive and respectful in answering all of Tom’s questions truthfully and openly. Now in response to the story about the dis-information campaign, we launched an internal investigation.  There is no indication that any Leonie employee was involved in the negative postings about Tom Vanden Brook and his fellow reporters. Leonie does not condone that kind of activity at all. Unfortunately, this episode casts a negative light on the entire IO community.  But I’ll tell you, I am proud of the work that Leonie does on behalf of the US government, and I believe that we need to keep our focus on our work, including efforts to measure its effectiveness.

[Editor’s Note: For an update on this and other Leonie business you can go to our blog: www.leoniegroup.com/blog or by following us on Twitter and Facebook]

Q.  Ok, and I should also mention that the original USA Today article initially alleged that companies, like Leonie, stratcom companies, are allowed to measure the effects of the media products they produce, which essentially means that they grade their own work, measure their own success.  So, to out it to you, point blank, is that notion true?

A.  Not quite, Richard.  I think what the reporter meant to say was that Leonie is required by contract to measure the effectiveness of the media campaigns that our clients conduct in support of the Afghan people.  In fact, that is one of the main reasons that Leonie was selected to provide information operations support in Afghanistan

Now, Leonie is the only company I know that has a core staff of Strategic Communications experts AND a core staff of Operations Research Analysts.

“Operations Research” is a highly specialized discipline that deals with the application of advanced analytical methods to help make better decisions.  It draws upon a rich tool set of measurement techniques and proven statistical methods —  and each of these methods is designed to measure performance and measure effectiveness of any process, or system, or operation, be it a military operation, or counter-insurgency, or counter-IED, or stability operations, or …  you name it.   Leonie’s approach is really based on the fusion of two critically relevant skill sets that’s — Operations Research AND Information Operations.

Q.  Ok, OR and IO. Do you have any examples of how that translates in practical terms?

A.  Yes, but first let me go back a little to 2008.   Leonie was selected by JIEDDO to place Operations Research Analysts in a half-dozen US Brigade Combat Teams in Iraq and Afghanistan.  It was really a proof-of-concept experiment to see what would happen when this capability is put in close proximity to tactical problems.

Operation Researchers not only know how to measure effects, but more importantly, they know what to measure.   So our Operations research Analysts, and they were working shoulder-to-shoulder with the Brigade Operations Officers and Intel Officers, were able to get the right data and deliver statistically valid correlations and insights to the commanders so that they could see which of the counter-IED tactics, techniques and procedures were working and which were not.  This got great reviews from the field Commanders, and Leonie was asked to embed an Operations Research Analyst in every brigade combat team and regiment in Iraq and Afghanistan.

So we saw the value of putting this kind of resource in close proximity to the tactical problems.  The Operations Research Analysts provided Measure of Performance and Measure of Effectiveness data directly to the Field Commanders, enabling them to make informed decisions and adjust their operations based on quantifiable, statistically validated assessments.

Now fast forward to 2011  –  and Leonie applied this same concept to our efforts in support of Information Operations and Strategic Communications.  In 2011, we embedded Operations Research Analysis into organizations that do the IO mission, and we turned them loose on the issue of “How do we know if the media campaigns are working or not?”

And sure enough  –  quantifiable, statistically validated performance indicators began to emerge.  And one of the most important developments that emerged from all this is something that we call Media Battlespace Awareness.

Q.  Ok I’ve obviously come across Media Battle Space Awareness as a platform thought some of our listeners may not have, but I am curious as to what actually goes into providing Media Battlespace Awareness to the command – and indeed how much demand and how much integration is there in this particular endeavor at this point in time?

A.  Richard, about a year ago I was attending a luncheon at Ft Myer Virginia, and the guest speaker was General Ray Odierno, who commanded Multi-National Forces – Iraq, and then he commanded Joint Forces Command, and he is now the US Army Chief of Staff.   One of the things that General Odierno said was that the US Military has finally begun to get its arms around all of the information and all the information operations within its span control.  But in regards to how military information operations relates within the global media environment  – the General said  -  we really haven’t got a clue.

So Richard – here we are in 2012; we know we must deal continuously with persistent media-enabled insurgencies, and we are just now coming to grips with the fact that the media environment is not just something our military commanders have to deal with, but it is a dominant force in the battlespace.

So our field commanders must be provided with much better situational awareness of the media environment, so that they can make informed decisions regarding all aspects of the battlespace within their area of operations.

So what we have done in support of IO in Afghanistan is to enable a more fully-integrated awareness of the regional media environment.  We’ve integrated the Media Battlespace right into the existing battle maps and operations systems in the command center.   Now this provides a startling visualization of all sorts of media data  –  it’s an operational visualization of target audience demographics; media placement coverage; assessment data from street-level atmospherics and polling results; and we have data on who controls the media outlets in that AO   –  all this media data is now made available to the field commanders and their staffs, fully integrated into their existing operations battle maps and planning systems.

This is what we call Media Battlespace Awareness.  It allows for incredible geospatial analytics which enables more complete effects assessments for the commander.

Commanders who have seen it are saying “Why haven’t we done this before?” and they are pushing for a more widespread use of this technique, not just throughout Afghanistan, but in the other geographical commands as well.

Q.   Ok, well I think it’s fair to say, that is a lot of data. My concern really is just how much information and how much awareness is generally provided, or indeed can be provided? And how are you able to really ensure the quality of the data coming through is to a high standard?

A.   That’s a good question Richard, because the problem isn’t the lack of data, but often times there’s just too much data.

Our team has gotten pretty good at analyzing the data to get an assessment on the reliability of the data sources.  They assess things like which sources are the most up to date, and most importantly, is how is the data relevant?

And what is interesting is that, as far as media data is concerned, a lot of it is already openly available and used routinely by commercial media outlets and media marketing agencies.   For example, to do dissemination or media placement, commercial media representatives in the region routinely provide data on things like area coverage, demographic reach, expected penetration, and how to validate the actual placement.  Now, these are things that commercial media representatives in all regions of the world normally provide to conduct business on a routine basis.

Now as for operational data, Media Battlespace Awareness uses existing data from existing databases. These databases that have on-going collection, quality control, and storage processes already in place. For example, information from databases such as CIDNE and SIGACTs is used for a myriad of operational visualization purposes.   This means there is no need for a proprietary data structure to support even the most sophisticated analysis products that we deliver.

Q.  Ok, well it sounds complex, there are of course a lot of acronyms in there and I won’t confess to understanding what they all are, but obviously the people that work and are involved in these programs, they will understand that, they will be, I presume, trained to a very high level, but perhaps you could shine a light somewhat on what their skill sets involve in particular and how the proven processes are used?

A.   Right  –  Media Battlespace Awareness requires a multidisciplinary approach.   At first we just simply embedded an Operations Research Analysts into the IO Team, and he worked with the Strategic Communications Planners and Assessment people.   But we soon saw the value of bringing in a social scientist, and adding cultural advisors and intel analysts into the mix.

Now this mix of skill sets really enabled all the aspects of the Media Battlespace to be included in the assessment of media campaigns, with expert qualitative insights coming from the social and cultural experts, and quantitative expertise provided by the Operations Research Analyst.  This makes for a very robust media effects team that can be replicated in command centers throughout the theater of operations, or anywhere else in the world for that matter.

Q.  Ok well that’s the human element of course; what about the technology? What tools are your people using to achieve what I would think would be effective battlespace awareness?

A.    I’m glad you brought that up Richard, because last year when we were in the initial stages of implementing this concept, we envisioned a new system that was in development at that time, and this system could integrate the databases and provide operational visualization, a kind of a Google Earth-like interface.  What we found out was that the entire Media Battlespace Awareness system could be implemented using existing system and software components, and it could come alive on platforms that were already in use by the command centers.  So there’s no need for new development.  The Media Battlespace Awareness is fully alive on technologies that the commanders and staffs use every day.

And this is what really accelerated things.  The data did not have to be re-formatted or ported over into third-party or  proprietary databases, and the operational visualization was done through tools that the military already had on board  -  tools such as ArcGIS and WebTas.   This was very important because these tools were already in place and were already accredited for use inside classified environments.

But to get the full details on this, you really need to go to the Information Operations Global conference next month in London.  We will have our Leonie team there, and we’re bringing in the key people who are actually providing this capability in Afghanistan, as we speak.   So we’re vey much looking forward to the conference and sharing more details about Media Battlespace Awareness with all our colleagues there.

You guys have put together an outstanding agenda, and we are proud to be part of it.  I’m sure the conference will be thought provoking and enlightening for everyone who attends.

Well thank you. And if history is anything to go by, that’s certainly looking to be true. We will, Ed, in that case, wait until Day 1 of the conference to hear more details on those very same tools and techniques you have mentioned here today from your colleagues presenting at the event, but for now I’ll wish you our sincerest thanks for joining us today and agreeing to speak very frankly I’d say with us on these issues. It’s very much appreciated. Thank you.
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Army's Top Signal Officer: Everything Is Network Dependent

By Bill Ackerly, US Army homepage, June 20, 2012

KANSAS CITY, Mo. (June 20, 2012) -- "Are we doing the right thing? Do we have the right people involved?" asked the moderator for the Network-Enabled Mission Command panel here, June 19.

"Are we making those hard decisions that need to be made? Are we being flexible as we address these issues?" asked retired Brig. Gen. Frank Akers, Army Science Board, to set the stage for the panel at the at the Association of the United States Army, known as AUSA, Mission Command Symposium.

To operationalize Mission Command, the Army is investing in the network to be the core to a smaller, more capable, and better trained expeditionary Army. The foundation of the modernized network is a joint, secure, and common architecture that will provide information to enable leaders, units, and the Army to operate more effectively. 

Lt. Gen. Susan S. Lawrence, U.S. Army chief information officer/G-6, asked, "How do we modernize the network and balance operational risk across competing priorities with increasing fiscal constraints?" 

"Everything is network dependent," she said. "We must train as we fight with little to no notice in any austere environment. [So] we are working hard to get the network right at posts, camps, and stations by building the right installation infrastructure."

The speed with which industry moves new technology taxes the Army to avoid gaps in how long it takes to acquire and field new systems and products. For example, as industry is already testing 5G environments, the Army is just now testing its first 3G products. 

The panel also offered an operational perspective of how the U.S. Army Cyber Command, or ARCYBER, is conducting cyberspace operations to support commanders and leaders executing Mission command. Lt. Gen. Rhett A. Hernandez, ARCYBER commanding general, discussed ARCYBER's role in integrating cyberspace into planning and exercises to help shape cyber education, training, and leader development. 

Several panelists described the Army's Network Integration Evaluation, or NIE, a series of semi-annual field exercises at Fort Bliss, Texas, to evaluate, integrate and mature the Army's tactical network. The exercises assess network and non-network capabilities to determine implications across the Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, and Facilities, or DOTMLPF, domain.

Maj. Gen. Genaro J. Dellarocco, commanding general, U.S. Army Test and Evaluation Command, reported that NIE 12.2, the third and most recent NIE iteration, was generally appraised as the best planned and executed NIE to date. He said that future iterations will include more distributed testing, more free play and more involvement with the Joint Force. 

The NIEs are all about capability set management and how the Army is fundamentally changing the way it evaluates, acquires, and fields network capabilities to truly enable Mission Command. Brig. Gen. John. B. Morrison Jr., director, LandWarNet/Mission Command, Office of the Deputy Chief of Staff, G-3/5/7, said, "Industry is absolutely a key player in what we are trying to do." 

The Army is also synchronizing the standards-based, integrated network capability sets with the Army Force Generation, or ARFORGEN, cycle timeline. 

"We now have the requirements, acquisition, and testing communities in one place looking at network capabilities trying to leverage industry innovation so we can start closing the technology gap and get capabilities into the hands of our Soldiers sooner and faster," said Morrison. "Since the first NIE began, the Army has saved or avoided more than $6 billion."

Brig. Gen. Timothy Coffin, deputy commanding general for Operations, U.S. Army Space and Missile Defense Command, talked about that organization's key role in providing the network to the tactical edge and how space is integrated with other capabilities through the operations process. Space is "congested, contested and competitive," said Coffin, and it has a growing role in the Army's operational environment. In doing a quick Google search prior to the panel, he found eight or nine other countries who are involved in developing/jamming satellite communications.

A pilot project by the Defense Advanced Research Projects Agency, known as DARPA, is supporting Mission Command by putting transformative applications, or transapps, in the hands of Soldiers in Afghanistan. Dr. Mari Maeda, deputy director, Defense Sciences Office, DARPA, said, "Today, we have 3-to-4,000 users in an ongoing program in Afghanistan using a secure, robust Android handheld device. We roll out new capabilities every three to four months, from new apps to new server capabilities."

Retired Maj. Gen. Charles A. Cartwright, vice president, Raytheon Network Centric Systems, highlighted the role of industry in supporting Mission Command system development efforts. He described the power of connecting systems around the world and that much of the capability to make that happen is coming from the commercial world. 

"Commercial wireless services like 4G, 5G and even the nation's broadband systems let Soldiers network with speeds faster than wired Ethernet a few years ago. Technology pushes change from the bottom up. Many of our youngest Soldiers have no memory of a world without computers at their fingertip and an Internet that answers any question," said Cartwright.
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Lift the Ban on the Domestic Dissemination of U.S. Propaganda

By Greg Beato, Reason.com, June 21, 2012

Last month, the U.S. propaganda industry dodged a bullet. In a naked bid to expose the American public to American diplomacy, two Congressmen—Adam Smith (D-Wash.) and Mac Thornberry (R-Texas)—added an amendment to the House’s version of the 2013 National Defense Authorization Act to end a longtime ban on the domestic dissemination of public diplomacy information prepared by the State Department and the Broadcasting Board of Governors. (Descended from the now-defunct U.S. Information Agency, the latter is the independent federal agency that oversees Voice of America, the Office of Cuba Broadcasting, RFE/RL, Radio Free Asia, and the Middle East Broadcasting Networks.)

When the House’s bill passed on May 18, Buzzfeed reported that the amendment would “legalize the use of propaganda on American audiences” and “give sweeping powers to the government to push television, radio, newspaper, and social media onto the U.S. public.”

Reaction from the last bastions of independent discourse was swift and strong. “Nothing speaks more urgently to the creeping fascism of American politics…” University of Michigan history professor Juan Cole declared on his blog Informed Comment. “You don’t want most of the DoD types providing information to us, because it won’t be in any way balanced.”

“Allowing the US government, and especially the military and State Department, directly to target American citizens at home would leave them as vulnerable as people around the world already are to the long arm of American disinformation,” echoed UC Irvine Middle Eastern history professor Mark Levine at Aljazeera.

Just when it seemed as if the thin line of American mass media was about to be breached by a punishing torrent of federally produced mind-control agitprop—see, for example, this recent Voice of America article about the travails of Africa’s “hippie chimps,” or this RFE/RL video clip publicizing a Prague-based demonstration by the Russian feminist punk collective Pussy Riot in Prague to protest the plight of their comrades who were jailed in Moscow after staging an anti-government protest in a Russian Orthodox church—a few freedom-minded patriots stepped in to save us all from such heavy-handed, totalitarian brain-washing. As Buzzflash reported on May 24, the Senate Armed Services Committee marked up its own version of the bill—and its version did not include anything like Smith and Thornberry’s amendment. Thus, it appears unlikely the U.S. is changing its policy on propaganda dissemination this time around.

Still, one can see why Cole and others were so worried about a potential onslaught of such stuff. The U.S. government underwrites the production a huge amount of international news, public affairs information, propaganda, and award-winning Persian-language satire. In fact, there are at least four federal departments and agencies with the mandate to create and distribute such content. There’s the State Department’s Bureau of International Information Programs (IIP), a 276-person agency with a 2013 budget of $137 million that publishes and distributes booklets like Being Muslim in America and licenses old PBS series to deploy in foreign markets.

There’s the State Department’s Bureau of Public Affairs, a 248-person agency with a 2013 budget of $43.5 million that tweets out links to press releases in Farsi and Urdu and arranges all-expenses-paid press junkets in U.S. cities for foreign journalists with the purpose of producing news stories on pre-selected topics like “Immigration and Border Issues” and “Climate Change and Food Security” for the media outlets they work for.

There’s the Pentagon, which, according to a February 2012 USA Today article, has spent as much as $580 million annually in recent years on leaflets, billboards, radio and TV programming, and other forms of “information operations” in Afghanistan and Iraq. And finally there’s the Broadcasting Board of Governors, which on a 2012 budget of $751 million produces radio and TV programming in 100 countries and 59 languages. With more than 50 overseas bureaus, nearly 4,000 employees, and 1,500 stringers, it’s one of the world’s largest news organizations. Voice of America alone produces more than 1,500 hours of radio and TV programming in 43 languages each week, “dwarfing the weekly output of the four major U.S. television networks combined” according to its Fiscal Year 2013 budget request .

The American public pays for all of these efforts, and yet thanks in part to a piece of legislation called the Smith-Mundt Act, it has little exposure to the federal government’s public diplomacy efforts. Originally drafted in 1948, Smith-Mundt authorized the State Department to “provide for the preparation, and dissemination abroad, of information about the United States, its people, and its policies, through press, publications, radio, motion pictures, and other information media, and through information centers and instructors abroad.” But it also held that the State Department could not disseminate such information in the United States, its territories, or possessions.

As Adam Weinstein points out at Mother Jones, this prohibition may have derived in part from congressional worries that the State Department, ostensibly “chock full of Reds” at the time, would use its new powers to subject Americans with communist notions disguised as news. According to Indiana journalism professor Emily T. Metzgar, however, the primary purpose of Smith-Mundt was to limit the State Department’s power to compete with American broadcasters on their own turf. “While contemporary discussions of Smith-Mundt often allude to concerns about the spread of government-produced materials being circulated domestically as the primary concern of the original legislation, a review of congressional debate surrounding Smith-Mundt indicates a more intense interest in ensuring the viability of privately-owned broadcasting operations whose owners feared unfair competition from the U.S. government,” she writes in “Public Diplomacy, Smith-Mundt, and the American Public,” an essay that appears in the January 2012 issue of Communication Law and Policy.

In fact, Metzgar writes, a 1967 advisory committee opined that there was “nothing in the [1948] statutes specifically forbidding” the distribution of Voice of America and other State Department public diplomacy materials to American audiences, and it “was not until 1972 that the ban in effect today was formalized in an amendment sponsored by Senator J. William Fulbright.”

Technology has made it easy for U.S. citizens to circumvent Smith-Mundt’s ban on the domestic distribution of the federal government’s international media efforts. Voice of America and other BBG outlets all have websites, as do many of the Pentagon’s efforts too. At its website Central Asia Online, you can learn about a black metal band from Tajikistan that aims to make you question every assumption you’ve ever held about Tajikistanese black metal bands. (Sample quote: “If you’re high on drugs or alcohol, you can’t possibly play good music. Our band is resolutely against any ‘dope’—we never allow ourselves a drop of alcohol at either rehearsals or concerts, and it’s the same way with drugs.”) At Al-Shorfa, there are articles about militants poisoning schoolgirls in Afghanistan  and video dramatizations depicting “children robbed of their innocence.”

The latter stuff is exactly what watchdogs like Juan Cole worry the government would start brainwashing its citizens with if Smith-Mundt is amended. But as it turns out, Smith-Mundt has never actually prohibited the Pentagon from distributing propaganda domestically; it only applies to the State Department. And the State Department—or more specifically, the BBG, which has explicitly advocated to repeal Smith-Mundt—wants to lift the ban so it can more easily distribute its materials to domestic media outlets, scholars, public officials, and other entities that express an interest in obtaining this information.

If the ban were lifted, State Department materials would no doubt be deployed toward propagandistic ends domestically. But lifting the ban would also increase the transparency of the government’s public diplomacy efforts. While Smith-Mundt has limited the BBG’s domestic footprint in ways it would like to eliminate, it has also created a veil of secrecy around federal public diplomacy efforts that has benefited it, the State Department in general, and the Pentagon too. In part because American citizens rarely see the materials these agencies produce, the agencies have been able to operate with very little government oversight and accountability.

In the case of BBG, specifically, it itself reports that this has led to a “system that traps resources in inefficiency and duplication.” According to its own assessment, it is “currently configured largely as [it was] in the 1980s, with substantial resources devoted to shortwave broadcasting” even though shortwave is now only “vital in half-dozen countries.” It only this year decided to quash AeroMarti, a costly platform that broadcasted TV programming from a plane flying over Havana for more than two decades even though few if any Cubans actually watched it. Opening up the homefront to the BBG and the government’s other public diplomacy operations might expose us to some propaganda, but it would also expose these operations to the intense scrutiny of millions of American eyeballs. In this age of creeping democracy, when institutions of all manners are struggling to make themselves more transparent, more accountable, more accessible to the constituencies that power them, such scrutiny is long overdue.
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Public Diplomacy as an Instrument of Counterterrorism: A Progress Report

Posted at MountainRunner.us, 21 June 2012

In this recent speech, the founding Coordinator of the Center for Strategic Counterterrorism Communications traces the origins of the organization, its main initial activities, and the challenges it faced.  Among his recommendations is development of specialized communications teams with skill levels equaling SEAL teams to counter terrorist propaganda and reduce the flow of new recruits to terror.
Remarks by Ambassador (retired) Richard LeBaron
The President’s Round Table

Diplomatic and Consular Officers Retired (DACOR)

DACOR Bacon House, June 20, 2012

First let me thank DACOR for its kind invitation.  I’m delighted to see a number of mentors, former bosses, and old friends in the room.  This is a pretty savvy audience and, for better or worse, it includes my toughest long-term critic.   Many of you have served in senior positions, and at some point you realize that people aren’t always giving you completely frank feedback.   They treat you like a somewhat addled child who needs lots of positive reinforcement, and they are not about to risk the largely imagined consequences of offering constructive criticism.   A spouse or partner has no such compunctions, especially one who has observed you for over thirty-five years.    In the latter part of my career, when Jean and I would climb into the car after an event at which I gave remarks, there was a certain ritual.   First there was a bit of quiet.   If the silence was brief, it was usually followed by medium to high praise.   If it went on a bit, I knew that the grade C or below was about to be awarded, and I soon heard why.   And the grade was always on the mark.  Even when I didn’t like it, I had to agree that she got it right.   So we’ll how this goes.

In the summer of 2010, we had come back to the States for home leave after four consecutive tours overseas.  I was en route to an assignment as an adviser to the Under Secretary for Public Diplomacy at State, Judith McHale.    I got a call from a couple of senior officials in her office and in the Counterterrorism (C/T) bureau at the State Department.   They proposed that I lead a new effort to use public diplomacy – that is, overt communications of all kinds – to counter the propaganda of Al Qaeda.    The President had agreed to a proposal by State to launch this new enterprise, and now they were on the hook to deliver.   They had only two guiding principles they wanted me to follow, these coming primarily from State C/T Coordinator Ambassador Dan Benjamin, who was the original author and advocate for the new entity:  it had to be a truly interagency body and it needed to draw effectively on the analytic base of our intelligence community.   It already had a name: the Center for Strategic Counterterrorism Communications (CSCC), and two or three borrowed staff.

“Now You’re Doing This?”

Once more I received a bracing reality check when I told Jean about my intention to accept this challenge.   She said, and I quote;  “Now you’re doing this?”   Indeed it was nearly ten years after 9/11, and one could have reasonably expected that such efforts had become a routine part of the broader set of programs to eliminate the activities and influence of Al Qaeda.   This was not the case, so one of my first tasks was to try to understand why previous efforts to work against Al Qaeda using public diplomacy had not endured or prospered.   I summarized my conclusions in a memo in September 2010.

But before I talk about those findings, let me insert a quick disclaimer.   I am not a public diplomacy officer and I’m not a counter-terrorism expert.   I’m an old-fashioned Foreign Service generalist who, in the course of a long career, worked quite a bit on counterterrorism issues with interagency partners and other governments and served with scores of gifted public diplomacy professionals.   So I brought to this task the normal State Department mix:  limited expertise, little time to get up to speed, and only a few preconceptions about how to tackle the problem.    And I certainly did not question the good intentions, the hard work and the commitment of people who conceived previous efforts to counter the message of the terrorists, some of whom joined the new Center.

Lessons from Previous Attempts

What I found when I spoke to people about the previous attempt to employ public diplomacy in the fight against terror was a set of inter-related issues that I thought needed to be addressed if any new enterprise were to have a chance of sustained existence, let alone success in actually carrying out the mission.    First, there was the question of leadership.   Despite lots of high-level initial enthusiasm for previous efforts, senior figures at State did not sustain their interest and they tended to treat this work as something that could be carried out by an informally cobbled together group of individuals, rather than a permanent body within the system.   Perhaps related to this first problem, other elements of State and the interagency hesitated to invest in a product that did not seem to have a strong institutional base or sustained leadership support.   Previous messaging projects had a spotty record in the way that they tapped into the intelligence community to inform their work, failing to establish systems and procedures to tap into the IC in a coherent manner.   In addition, they sometimes succumbed to “mission creep,” or conceived their mission in such broad ways, for example, the so called “war of ideas,” as to make it so diffuse that it was difficult to see where it began and ended.   I also perceived that the efforts had largely been headquarters-driven with little input from professionals in the field and very mixed buy-in from our missions abroad.   And finally, in the memo I wrote summarizing my findings, I thought it worth emphasizing that this is a “hard problem.”   There are no simple fixes.  We’re trying to influence the behavior of people who are very hard to reach and view the world through a far different prism.    It’s not really much like selling carbonated beverages or tablet computers, and we should be cautious or at least selective about the lessons we draw from the marketing and advertising worlds.

Building Blocks

As we assembled a team to build CSCC, these lessons of the past loomed large.   Frankly, the number of skeptics in late 2010, both within State and in other agencies, easily outnumbered those who thought this latest effort would somehow be different from its predecessors.   So as we built capacity, we had to constantly prove value, even before we had genuine capability to do so.   The Air Force doesn’t often fly an airplane and build it at the same time, but we didn’t have a choice.   We quickly focused on two or three key elements:  First, put CSCC on a solid institutional basis within State and the interagency.   That meant simple but basic things like obtaining a unique organizational code, thus giving the organization an identity that a bureaucratic system can comprehend.   It also meant making sure that we had the White House and National Security Council support needed in order to be seen as a truly legitimate interagency organization.   This was partly achieved through an Executive Order, which was issued a year after we started work, after we had convinced most interagency partners that we were serious.  It also meant establishing a sensible budget for at least two years.    All this sounds like a bunch of inside Washington bureaucratic baseball, and it is exactly that, but I would contend it was one of my most important contributions, because it positioned CSCC to actually carry out its mission.

I’m equally proud of the people who built CSCC.  They came from State, from SOCOM, from the Open Source Center and other IC elements and from outside government.   They brought a wealth of experience, a desire to innovate and make a difference, and a high tolerance for my idiosyncrasies.   The experience reinforced for me just how critical it is to find the right people for the job.   But let me make a very important point here: it would not have happened without Secretary Clinton’s personal interest and intervention at key junctures.   When I was at wits end in getting the kind of responses we needed to move forward, Secretary Clinton did the heavy lifting.

My next priority was to quickly build the link to the analytic side of the intel community.   This is reflected in the structure of the CSCC, with one side led by a senior intel officer who leads analysis to inform the actions of the operations side.    From the early days, the IC provided extraordinary people to serve with CSCC.  They are not only gifted analysts in their own right, they are expected to reach back into their organizations for additional specific analytical expertise needed for projects.   This integration of intelligence into the world of Public Diplomacy remains a work in progress, and we literally broke some new ground in the process.  We built at State the first PD SCIF, a secure facility in which intel analysts can readily process their products and work together more closely with communicators.   That kind of facility costs money, and it shows commitment.   And in that regard, I should mention the role of former Under Secretary of Public Diplomacy Judith McHale.  She found the money to get CSCC started, to build the SCIF, to bring on additional staff.   At the same time, she helped give us the political space to build and innovate, never micromanaging but consistently supportive.   And her successors have been equally helpful, explicitly recognizing countering violent extremism as an objective of U.S. public diplomacy.

There was another reason I thought it was so important to emphasize a strong analytical base, not all from intelligence, but from many sources.   It quickly became clear to us that we needed to spend much more effort on understanding our audience, before trying to determine the best messaging content or technique.  We commissioned work on the evolving narrative of Al Qaeda and focused increased analytical attention on its affiliates.   We enlisted outside scholars to advise us about these groups and the environments in which they operate.   We established a strong working relationship with a similar organization in the British government to build shared analytical findings.   And finally, on our analytical side, we began to develop an ability to measure our outputs and their impact.

So What’s the Product?

So what did we actually do in the way of communications?   I left at the end of February, so my information will already be dated, but let me provide a few examples of techniques we employed in the first year and a half of CSCC.    We essentially had three lines of action: digital engagement, providing tools to communicators, and working with specific country teams.

We inherited, re-focused and grew the Digital Outreach Team, now made up of twenty or so native of Arabic, Urdu and Somali.  These individuals, whose work has been highlighted often by Secretary Clinton in public statements, engage directly in discussions on online forums and produce tailored videos and social media campaigns.   Their intent is to influence the debates that take place online, making sure that there is some counter-balance to the extremist voices that encourage violence.   They don’t try to convert the converted; they do try to reduce the number of new adherents to violence.  In addition to engaging in conversations online, (all openly attributed), they use the videos they produce – mash-ups drawn from easily available sources – to reinforce the same points, often pointing to the weakness of the Al Qaeda arguments.

Our second approach was to provide materials for use by our posts and other U.S. government communicators.  These included “communications templates” on ways to respond quickly to a terrorist kidnapping, or to employ the voices of victims of terrorism as a counter to the terror narrative, as a couple of examples.  With the Open Source Center, we developed an online community within the government to draw together useful material on our target audiences and the weaknesses of Al Qaeda and its affiliates.   For example, we collected written and visual media on one of Al Qaeda’s clear vulnerabilities – its horrible record of killing fellow Muslims.   We also supported a small grants program for a selection of our posts overseas to work with local NGOs and other groups on demonstrations of the resilience of communities in the face of terror.   With these projects, we were testing the hypothesis that resilience can be strong counter-balance to terrorism, positing that despite attacks by terror groups, countries and societies are able to move on and prosper without fundamental changes and without being mired in the chaos and fear that terrorists hope to create.

Our third area of emphasis was to design communications support for specific posts in countries confronting terror threats and incidents.  In the case of Pakistan, we helped the post develop a communications framework for countering violent extremism and we recruited two talented Pakistani-Americans to engage the Pakistani government and civil society on these issues.   Similarly we focused considerable effort on assisting our State and military professionals in the field working to counter Al Shabab in Somalia.   These programs with individual posts, which were expanding gradually when I left, work on the somewhat obvious principle that you have to be close to the problem to understand it, let alone influence it.   What we had not completely bargained for, however, was the degree of complexity in addressing the issues, and I want to come back to that later when I talk a little about lessons learned.

Role of Outside Factors

In the midst of building CSCC, two exogenous variables need to be mentioned that had a tremendous impact on our work.   First, Mohamed Bouazizi set himself afire in Sidi Bouzid, Tunisia in December 2010 and thus commenced a series of events that continue to play out.   From our point of view, one of the primary effects of this was to essentially push Al Qaeda into the background, at least temporarily.   Al Jazeera, for example, had better things to cover and the people of the Middle East were focused on seizing the opportunity for democracy and not interested in the least in Zawahiri’s strange off key statements.   The second outside factor was of course the demise of Al Qaeda’s senior leadership, including Osama Bin Ladin and other key planners and communicators.   The role of the affiliates in Yemen and Somalia expanded, but the notion of a centrally organized, effective Al Qaeda receded precipitously, and thus their ability to recruit talent dropped off as well.

What Works?

Finally, we developed a pretty strong paradigm on what we thought worked and what didn’t in the substance of counterterrorism communications.   Hammering away at the weaknesses and contradictions of Al Qaeda is critical.   Our intended audience is trying to decide whether to engage in violence.  Our objective was to nudge them away from that path by sowing doubt about terrorist organizations.   We were not focused on their level of admiration or distaste for the United States; we were not focused on whether they liked us or not; we were not focused on selling the American way of life.   Others in the PD arena deal with those issues using a variety of other tools.   Our reason for being was to help reduce the pool of recruits to violence by influencing this small group and the immediate environment around them.   I did not see us as waging a war of ideas, but rather engaging in repeated focused interventions to denigrate the ideas and practices of the terrorists.  The idea of terrorism against the United States is neither widespread nor widely accepted in any part of the world, just as domestic terrorism is neither widespread nor widely accepted in this country.   To protect the United States, we felt that we needed to maintain a disciplined focus on that very small, but potentially very dangerous, group of individuals who are tempted to violence.   That’s pretty specialized Public Diplomacy and it demands considerable skill and rigor.

Lessons Learned

Let me wind up with a few lessons learned and modest suggestions.   As I said, this is specialized work.  The typical State PD officer at a U.S. missions abroad has a broad portfolio of activities that he or she manages, most of them focused on defense of current policy to foreign audiences or organizing exchange and cultural programs.   It is difficult to expect these officers, already stretched, to devote the time and effort necessary to carry out complex programs aimed at very narrow audiences.   As I left CSCC, I was coming to the conclusion that if we are to succeed in the field as C/T communicators, we need to send people to the field who are experienced and specialized in this type of work.   I sum it up this way: as a nation, we invest in and deploy SEAL teams to do very specialized, very difficult counterterrorism work.   We need to adopt the same approach to the people we ask to carry out very specialized and very difficult PD functions.   In order to effectively counter the terrorist message, they need deep foreign language skills, they need considerable experience working in the cultures where there target audience lives, and they need back up from a sophisticated analytical apparatus.   And the system and budgets need to permit the time and latitude to grow and sustain this expertise.   The seeds of this approach already exist in CSCC, in the Military Information Support Operations (MISO) teams, and in small pockets elsewhere in the system, but the time has come for an interagency focus on building and nurturing high quality in C/T communications teams, equivalent to the quality of SEAL teams.   I believe CSCC should be entrusted with that responsibility.

My second observation is about interagency cooperation.   I believe CSCC has offered a good example of an interagency effort that actually works.   We quickly assembled a team of thirty or so very talented people with a range of agency affiliations.   But this cooperation requires attention by the leadership, or it will wither and die.   As agency budgets contract, one would hope that the impulse would be to find better ways to share responsibilities and capabilities, and I think most senior officials would agree with me, in principle.   However, I fear the opposite will occur – that agencies will circle the wagons around pet programs and pull back from interagency enterprises.   Whenever we briefed Congressional staff about CSCC, they were universally supportive and staffers often asked how they could help.  I consistently told them that finding ways to recognize and reward agencies for effective interagency cooperation was at the top of my list.

A third observation concerns overt communications, that is, public diplomacy versus. various other forms of influence.   Long before I took up the CSCC job, I questioned those who said that we have to rely on other credible voices to carry the anti-terror message.   They have credibility that official U.S. government sources can’t match went the argument.   I agree that a range of other voices certainly have a place, but not for a minute do I think that the voice of the U.S. government is irrelevant or lacking an audience.   It’s one of the best brands around – people everywhere want to know what we think and many of them want us to know what they think.   They may not agree with us, but we should not mistake that for lack of interest.   The terrorist propagandists on the web, for example, often reacted in ugly ways and strong language to our Digital Outreach Team’s postings, but we know that they felt compelled to react and to defend their bankrupt ideas.

I’ll close by thanking DACOR again for this opportunity to get on the record a few observations about what I learned working on a worthy project with a group of committed, bright and fun public servants – civilian and military.   When I hear some of the current vicious commentary against government service, I can only say that those stereotypes don’t resemble the public servants I have known.   They deserve our respect and gratitude.   And I thank for your kind attention.
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Chip Reports Prompt Congressional Review

By F. Michael Maloof, WND, 20 June 2012

WASHINGTON – The U.S. House Intelligence Committee will investigate two major Chinese telecommunications equipment companies – Huawei Technologies Co. Ltd and ZTE Corp. – to determine their links to the communist government and whether their products, embedded in critical U.S. infrastructure, threaten U.S. national security.

The committee fears that the equipment the companies sell on the U.S. market could enable the Chinese government to conduct espionage and even sabotage of the nation’s infrastructure through an “electronic backdoor,” a prospect WND recently exposed in a series of articles.

“The fact that our critical infrastructure could be used against us is of serious concern,” said Rep. Mike Rogers, chairman of the House Intelligence Committee.

Because of this concern, the U.S. Commerce Department late last year barred Huawei from participating in a project to build a national wireless network, a specialty of the company. While the Commerce Department has declined official comment on the basis for the decision, citing national security reasons, sources tell WND that the concern is the company’s connection to the Chinese People’s Liberation Army.

There also are allegations surfacing that Huawei may have attempted to bribe a U.S. government official, prompting an investigation by the Federal Bureau of Investigation, sources tell WND.

A report put out last March by the congressional U.S.-China Economic and Security Review Commission also had warned that Huawei and ZTE were examples of high technology companies the Chinese government could use to enter remotely into telecommunications systems and computers linked to them to gain undetected access to sensitive data.

It warned that the Chinese military, through its large Chinese telecommunications firms, has created an avenue for state-sponsored and state-directed penetrations of supply chains for electronics supporting U.S. military, government and civilian industry.

“Successful penetration of a supply chain such as that for the telecommunications industry has the potential to cause the catastrophic failure of systems and networks supporting critical infrastructure for national security or public safety,” the report said.

“Potential effects include providing an adversary with capabilities to gain covert access and monitoring of sensitive systems, to degrade a system’s mission effectiveness, or to insert false information or instructions that could cause premature failure or complete remote control or destruction of the targeted system.”

The report pointed out that Chinese capabilities in computer network operations have advanced sufficiently to pose a genuine risk to U.S. military operations in the event of a conflict.

“PLA analysts consistently identify logistics and C4ISR infrastructure as U.S. strategic centers of gravity suggesting that PLA commanders will almost certainly attempt to target these systems with both electronic countermeasure weapons and network attack and exploitation tools, likely in advance of actual combat to delay U.S. entry or degrade capabilities in a conflict.”

That report, titled “Occupying the Information High Ground: Chinese Capabilities for Computer Network Operations and Cyber Espionage,” said that many of the findings actually came from Chinese source materials, including authoritative PLA publications.

Meantime, a spokesman for Huawei has denied to WND that the company has such a capability.

In an email to WND, Bill Plummer, vice president for External Affairs at Huawei Technologies, denied that a presentation made last February by Huawei at the Dubai Intelligence Supportive Systems World Middle East and African Law Enforcement, Intelligence and Homeland Security conference was actually an ability to intercept and extract data, allowing the company to steal sensitive information or even alter the function of computer systems where the company’s products are embedded, as some specialists who saw the briefing stated to WND.

The briefing centered on Huawei’s capabilities using a particular technology called Deep Packet Inspection, or DPI.

DPI is the key technology in high-capacity data interception and mining, according to a WND source who viewed Huawei’s PowerPoint presentation.

While Huawei’s presentation of its DPI capability was meant to show how it protected Huawei-equipped networks by detecting malicious code, WND sources say that the very same technology “can be very effectively used to conduct widespread industrial espionage and breach national telecommunications security.”

In denying this assertion, Plummer sent to WND the following statement, which is presented in its entirety:

Yet more unfortunate fact-twisting. For the record, with respect to the Huawei presentation referenced: Huawei was presenting a detailed overview of how customers can use a range of technologies to improve the performance of their networks, create value for their customers, and differentiate themselves from competitors. As is commonly and broadly understood, DPI enables operators to understand the performance of their systems and the usage by their customers – there are no capabilities to redirect or copy customer traffic. And, contrary to the representations in the article but consistent with common understanding, all capability is under the total control of the operator, including the installation of DPI software. These are facts.

Huawei has operations in some 140 countries and serves 45 of the world’s 50 largest telecom operators. It is the second largest supplier of mobile telecommunications infrastructure equipment in the world after Ericsson.

The magnitude of its operations worldwide has alarmed national security specialists who say Huawei’s covert capability to remotely access communications technology sold to the United States and other Western countries could disable a country’s telecommunications infrastructure before a military engagement.

Sources add that the Chinese government through the company’s “electronic backdoor” of telecommunications networks has the ability to exploit networks to steal technology and trade secrets, or even to sabotage electronic devices.

With this capability, China would be in a position to sabotage critical U.S. weapons systems and sensitive cyber sites, all of which could include intelligence or systems used by defense contractors doing work on behalf of the Department of Defense or the U.S. intelligence community.

To these security experts, however, Plummer’s statement to WND “is (Huawei’s) standard line.”

“But critical examination of their high level intelligence contacts, their business practices, their intercept and remote management technology and their government’s clearly stated cyber-warfare capabilities is certainly sufficient for any prudent operator of National Communications Security Agency or regulator to be extremely cautious,” one knowledgeable source told WND.

“But their presentation speaks very differently and folks who ‘know’ Huawei networks, also know differently,” he said.

“Of course, as a strategy, Huawei is spending up large around the world, hiring highly reputable figures to join their executive ranks. Naive folks who are retired from honorable professions – ex-military, ex-politicians, ex-government CIOs etc. and have little or no personal technical expertise (or are well and truly shielded from Huawei’s true operations) and are being turned into puppets by Huawei seeking credibility in the security space,” he added.

The source referred to Huawei’s ability through its DPI technology for “data mirroring,” which was referred to in its presentation. The WND source said this was just “plain old interception.”

Experts say that DPI generally is a restricted technology because it is so pervasive. It operates at what experts call “line speeds” of up to multiples of 10 gigabytes per second and can “read” every packet in a data stream.

“Once you have access to every piece of data in a data stream,” the WND source said, “you can do literally anything with it. You can copy it, you can restrict it, you can control it – all at line speed – without any degradation of the signal.

“The challenge really is dealing with the volume of traffic in high speed links but, with advanced software, folks managing DPI appliances in networks have the capability of using advanced techniques such as protocol identification to strip out the stuff they want,” the source added. “When I say ‘strip out,’ in the Chinese sense, I mean intercept and copy.”

Huawei’s DPI presentation also referred to detecting and “block[ing] illegal applications” and referred to “VPNs,” or Very Private Networks, as an example.

VPNs interconnect remote networks through primarily public communication infrastructures such as the Internet. VPNs are a traditional way that users can bypass content security measures and provide secure access to corporate and government networks.

“And what is ‘blocking of illegal applications’ if it is not data interception, which has to occur in order to identify the traffic, and censorship,” the source added.

“Trying to hide all of this as Quality of Service monitoring is pretty feeble,” the security expert added. “And the risks of misuse are far too high, especially from a company with their demonstrated heritage in pirating software and hardware designs – a company that is run by a former military intelligence officer who refuses to appear in public or be interviewed, and a company taking massive Chinese government subsidies.

“And a critical point that Plummer has neglected to comment on is the increasing trend and business focus by Huawei to offer ‘Managed Network Service Contracts’ as part of their network rollouts,” the WND source said.

“These are contracts where Huawei actually manages all aspects of operations. So, ‘who’ is the network operator that has visibility…and they are doing these basically in non-commercial deals,” he said.

“And why would any company consistently offer services at below cost unless they had some discrete government subsidy, perhaps with a quid pro quo, or other ulterior motives in monitoring and managing the communications infrastructure of any national carrier?” he asked.

He and other sources alleged that Huawei has bribed company executives and now government officials to win contracts.

The sources tell WND that not only was Huawei allegedly caught trying to bribe an apparent federal official but the FBI has launched an investigation into the allegation.

Bribery of government officials, whether by U.S. companies to a foreign government official or foreigners toward U.S. government officials, is regarded as a serious violation of the Foreign Corrupt Practices Act, or FCPA.

Such an allegation dovetails with a similar experience by another source who told of an award by his company to do a major network security assessment of a certain country’s telecommunications network. He said that he and his colleagues were limited by the FCPA to only taking executives to dinner at a time when his company was competing with Huawei for a sizeable contract.

However, the source said that during the bidding process, Huawei put the company executives on private jets and gave them front row seats at the opening of the Beijing Olympics. After the deal was signed, he added, a number of “nice 600SL Mercedes were all delivered to (the company) headquarters.”

“I note that Plummer doesn’t comment on (how) Huawei penned a deal … and shortly after that,” the source said, “there was a fleet of 600SL Mercedes rolling up to the (foreign company’s) head office and were handed to the (company’s) executives.”

Previous WND reports extensively have documented the controversy.

A conference presentation by Huawei appeared to be a boast about hacking into systems and accessing or even manipulating data.

It was reported U.S. government agencies are unprepared to confront cyber war, since details about claims of “backdoor” access have been known for months.

Further, the “Occupying the Information High Ground” report said the Chinese military already has created an avenue for state-sponsored and state-directed penetrations of supply chains for electronics supporting U.S. military, government and civilian industry.

Also, it was revealed that fake electronic components from China have been found in thermal weapons sights delivered to the U.S. Army on mission computers for the Missile Defense Agency’s Terminal High Altitude Area Defense missiles.

Suspect electronic parts also were found in the Forward Looking InfraRed, or FLIR, Systems being used on Navy helicopters and other aircraft.

Senate investigators tracked some 1,800 cases of suspected counterfeit parts through the supply chain. It found that U.S. defense contractors had purchased many of the critical components from U.S. companies which in turn obtained them from Chinese firms but never subjected them to testing before handing them over to the U.S. military as part of their contract.

And another report said the issue appears to be connected to “unvetted independent distributors who supply electronic parts for critical military applications.”
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Texas Students Hijack a U.S. Government Drone in Midair

By Colin Lecher, Popular Science, 06.28.2012

The U.S. government, understandably, doesn't want its drone technology to fall out of the sky and into other peoples' laps. But being able to hijack a drone and control it? That's even worse. And a team of researchers has done it for 1,000 bucks.

The University of Texas at Austin team successfully nabbed the drone on a dare from the Department of Homeland Security. They managed to do it through spoofing, a technique where a signal from hackers pretends to be the same as one sent to the drone's GPS. 

We've seen spoofing before; it was reportedly used to bring down the drone that crashed in Iran last year. As the researchers point out, we'll be seeing (or maybe not seeing) more and more drones in the skies as the technology becomes more widely used, so making this technique ineffective will be high on Homeland Security's priority list.
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